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Executive Summary

This deliverablepresents approaches for risk assessiaetrisk managemeass they have been
developed and establisheddnropean Countries and beyoihids based on D3.4 and other relevant
deliverables, as it is described in Sectlon

On the base of that, it develops a genfreahework for the assessment of the risks of failures in
critical infrastructures as a result of climate hazards. This general framework includes a selection of
approaches for describing and modelling of:

- assets,

- dependencies and interconnections betvieem,

- assessment of failure impacts,

- propagation of risks through networks

- uncertainties
On the base of scientifically validated and well established approaches, we suggest a sequence of
the following steps for the holistic risk assessment:

1) Scenariadevelopment,

2) Critical infrastructure network topology and description,

3) Structural and Operational analysis,

4) Network analysis, taking into account interconnectivity and resilience characteristics and

5) Holistic impact analysis

For each step, the deliveralpiovides general guidancélso, thisdeliverable describebe
relevant categories of impactegpproaches to handle and process scedat#to deal with
uncertaintyand to aggragate the variety of impact indicators to an overall risk estimation

; Level 0 IMPACTS LIKELIHOOD /\

Probability of exceedance

Aggregate !

Direct & Indirect | Level 1 Direct Indirect
1

Return period

i
Aggregate Category | Level 2

D3.3/CIRP D3.2

0]

Figurel: EU-CIRCLE climate change Risk assessmaathodology

The selected approaches are suitable to conduct the case study analysis foreseen-within EU
CIRCLE but alsothey are considered to berelevance to many other assessit challenges

Grart Agreement 653824 Public Page2



D3.5 Holistic CI Climate Hazard Risk Assessment Framework

Content s

EXECUTIVE SUMMARY. ... s 2
CONTENT St e eeer e srr b raee 3
1 INTRODUCTION. ..ottt irsse e nens e e e eennaanns 4

1.1 Working methodology 5
1.2 Links to other WPs6

2 RISKMANAGEMENT APPROAGCHEWCIRCLE.........cooiiiiieeee e 8

2.1 Overall concept and process ste@s
2.2 Risk management within ECIRCLE 9

3 RISKQUANTIFICATIQON . ..cei ettt e e emre e e e e e et e e e e e e e e s mmmen s 16
3.1 Core methodology 16

3.2 Likelihood 20
3.3 Impact
3.4 Risk Matrix 22

4 MODELLING RISK WINHHUCIRCLE .......cciiiiiiiiiiiiie e 24
4.1 EUCIRCLE supported analysis 28
4.2 Network performance decay / degradation due to climate change 28
4.3 Proactive maintenance 30
4.4 General network description 31

5 DEFINING IMPACTS/CEBQUENCES. ...t 39
5.1 Direct impacts 39
5.2 Indirect

6 UNCERTAINTY ESTIMAYIIN THE EGIRCLE RISK ASSESSME.............cccvvneee 45

6.1 Generation of distribution of solutions 45
6.2 Stratified Monte Carlo 45
6.3 CIRP implementation 46

7 CLOSING REMARKS. ...t teeea e e e e e e e et nene e e e e e e 49
8 BIBLIOGRPHY..... ..ottt e e e e e e e e e aneea e e e e e e e e e eeees 50
ANNEX 1: DESCRIPTIORNMIXING RULES.......cooiiiiiiiieme e 25
ANNEX 2: IMPACTS GSAFICATION TABLE. ... 56
ANNEX 3: LIKELIHOGDASSIFICATION TABLE ......oii e 61
ANNEX 4: COMBINATIAQRBLE OF IMPACT ANBELIHOQD............cuuiiiiiiieeeiiiiie e 62

Grart Agreement 653824

Public Page3



@-- D3.5 Holistic CI Climate Hazard Risk Assessment Framework

1 Introducti on

A reliable and trustworthy infrastructure network of networks in any ragiandriver of economic
prosperity, quality of life and wellbeing and also a vital element in the response to disasters and
major hazards. The consequences of infrastructure disruptions on society and the economy can
therefore be devastating, with serioomplications for their welfare, safety and capacity to return to
normality. The face of climate change, as described by itsstationary properties, whether it is
increased variability and extreme events or a change in the mean values, will haveasignific
impacts on infrastructures as illustrated in D1.2.

It is routine for all CI stakeholders, from operators to emergency responders and policy makers, to
take i nto consideration future climate c,ondi't
building, operating, maintaining, retrofitting and even decommissioning, as described in many
national regulations and EC policy documents. The goal of th€ RCLE project is to develop a
climate change risk management methodology, for new and existiagtructures, including long

lived assets that will experience more severe climate conditions over their life spans, to ensure
continued delivery of essential services to society.

EU-CIRCLE introduces a conceptual approach, where the degisatimg bcus is shifted from

climate change risk reduction (DRR) to climate resilient infrastructures. Our approach as described
in Deliverable D4.1, proposes that infrastructures are operated in a way that not only reduces
exposure to climate relevant risks buscamaintains service with minimal disruptions, rapidly
recovers in case of damage, and adapts to changing conditions in ways that mutually benefits ClI
operators and society. Within the framework, the present deliverable is key, as it provides a means
toest ablis-heBclimaté infrastructures that are &
climate related risks.

This deliverable introduces a coherent way of assessing the risk of climate change to interconnected

Cl within a region, thatiscrt i cal |l y dependent upon the | ocat.i
condition, and their ability to withstand or adapt to hazards. It is expected that the majority of
todaydés ClI wi || be fully operat i oncinhate medelr t h

predictions may or may not be realised, and may be exposed to adverse and extreme conditions
which could affect their longevity and performance. As a result, it is anticipated that this would lead
to increased operating and capital expendguishortened life spans, service disruption, or even
failure, with significant negative consequences to society, economy and national interests. It is also
possible that Cl operators will be faced with increased risk premiums. Multiple hazards ocdurring a
the same time or shortly after each other, such as flooding occurring after forest fires or even non
climate related hazards such as earthquakes, could exacerbate climate change impacts, especially if
systems are already strained and interdependent.

A key element of the ELCIRCLE risk assessment is the recognition that Cls are increasingly
interdependent, especially in urban areas. The proposed approach takes into consideration the
negative impacts that are caused by interconnections and interdependeoitiedue to service
degradation and CI failure, which may result in societal impacts tens of kilometres away from the
original location of the hazard, even crossing borders. Such impacts can range from small,
temporary disruptions to major failures cangsisignificant and widespread damages and lengthy
recovery times. For example, in the BIIRCLE French Case Study, electricity outages set up
domino effects which led to road closures, hospital and emergency response delays, problems in
water networks anthe surrounding industry.

A changing climate can also contribute, along with other factors such as changing demographics, to
altering the demand for certain types of infrastructure, such as energy, transportation, and water
systems. Demand for energy andter, for example, may rise in response to higher temperatures.
As climaterelated impacts increase, demographic shifts and changes in land use may occur as
people migrate to more hospitable locations, which in turn could change the demand for
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infrastructr e assets and services in these | ocatic
transition to a lowcarbon economy because it strongly depends on a resilient clean energy
infrastructure system and also energy security.
While the type, frequency, arsgverity of climateaelated hazards will vary by location, state of the
art research presented in D1.2 demonstrated that ClI in nearly all EU regions will be exposed to
climate risk. Recent extreme weather events and vulnerability assessments of futittensond
together demonstrate that climate change is a significant threat to operations of Cl. The present
deliverable introduces a coherent risk assessment framework which could provide guidance related
to the resilience capacities of Cls i.e. to anticigaéehazard, absorb it, cope with it, recover from it
and overall adapting in the long term to future climate conditions.
European infrastructure is ageing and deteriorating, further stressed due to population growth and
changing demographics, urbanizatiateferred maintenance caused by funding constraints, and
technological changes. All these factors combined increase pressure on the infrastructure system
that may compromise its resilience capacities to various hazards. Over the five case studies
conductd through the ELCIRCLE project, several different types of damages to infrastructure and
resulting cascading failures were studied with the aid of Cl operators and stakeholders. As it
happened in the Torbay case study, storm Emvhich battered the citgn the 2% of March 2018,
was a phenomenon far exceeding the climate projections for 50 years and onwards. Thus, the
necessity to have a comprehensive foundation to assess climate risk both for present climate
conditions and future climate changing coiudtis is equally vital. Vulnerability and risk assessment
forms the bridge to ensuring that climate change is considered in Cl design, operation and
maintenance, and that highly vulnerable assets are identified-cearbo that coseffective
engineering amWor operational solutions can be developed.
In order to derive the methodology described in this deliverable , the consortium has faced several
challenges, including: 1) a lack of detailed data from historic disasters especially related to
infrastructures2) limited access to infrastructure operational information and economic data; and
3) a reluctance from CI operators to participate in research projects. Infrastructure systems designed
using inadequate data are vulnerable to failure, compromising atbity and prosperity. This is
also the starting point for further using the outcomes of this Deliverable and the project as a whole
to provide recommendations for:

U Updating building standards and codes and increasing the technical capacity of CI

stakehatlers (e.g. governments, funding agencies) involved in all relevant infrastructure
decisions.

U Improving the technical and scientific basis for designing, planning, evaluating, and
implementing infrastructure projects, services, and systems, taking intmleration the
inherent climate risks and also resilient capacities of the CI.

U Ensuring that emergency responders and those that use CI services under stress conditions,
such as response to major disasters, better address aletedgel risks, costs, aneéiefits.

U Promoting collaboration across sectors and agencies and supporting coherent-decision
making to plan in advance for climatesilient Cls.

1.1 Working methodology

This deliverable is a joint effort of multiple partners working mainly in WHRvigh contributions
from olleagues working on further work packag€sntinuation of D3.4 which has been accepted

! http://www.torbay.gov.uk/LocalNewsPaperindex/entry/9f7459&0544dc9735718e296{f287
https://www.newsflare.com/video/186681/other/st@mmabatterstorbay-2-march2018
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during the midterm reviewThe workings steps undertaken to develop this deliverable are the
following:

literature study on frameworks for riskseassment, mainly from the following sources:
o0 International standards
o Description of programmes implemented by cities, regions, nations
0 Meta studies on risk assessment and risk management approaches

- extensive discussion among the WP 3 partners onsthbility, pros and cons of
framework approaches

- distillation of most common approach deployed for risk management and preparation of
draft framework description

- amendment of classical risk management proce@egelSO31000py aspects introduced
with resilience

- extensive discussion with partnémsolved in WP 5 CIRP developmentandWP 6, during
the conduction of the EX\CIRCLE case studies

- presentation of risk management approach during the consolidation workshop (May 2016,
Milano)

- rework, review andinalization of framework description.

Climate Models Design thresholds
Exposure Cl, A;se:s,

[T3.2 -~ D3.2 Services, [T3.2, T3.3-D3.2,

Interconnections, D3.3]

[T3.5- D3.4
~ D3.5]
Risk evaluation

Likelihood
Impacts
- Direct
- Indirect
Risk matrix

RISK ASSESSMENT FRAMEWORK

Figure2: Interconnections between Tasks of EELRCLE concerning Deliverable 3.5

1.2 Links to other WPs

This development takes into consideration the first findings of the work widthier work
packages, especialfsom WP 1

1 Dl.lintroducesa definition f or rmethodelégy ta sleteensne the nt 0O
nature and extent of risk by analysing potential hazards and evaluating existing conditions of
vulnerability that together could patigally harm exposed people, property, services,
livelihoods and the envirane nt on whi ch they depend. 0o

1 D21.2: introduces into objectives of risk assessment and approaches from various countries.
This deliverable provides also a state of the art reviewamhomy of existing knowledge

1 D21.3 introduces to thstrategic contextvhich needto be considered in assessment of risks
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1 D1.4, which reports on thmethodological framework

Climate Models Design
________________________ thresholds

Cl, Assets,
Services,
Interconnections

Observations

Climate Hazard /
Climate change /

SEVEIGRVIREED Extreme events Operation

............

# ~\ e
Minmize \: Layer4 Rezl_llence
............ impact Frmmm - Indicator

:
\ Capacities of CI !
: = ¥ Resilience
:
Likelihood Tolerate "\ !
o e ; Absorptive
:
:
:

Receive

Risk evaluation impact

FRAMEWORK

RISK ASSESSMENT

H
h
H
'
.
H
- Direct Copi : d i
: l oping l Adaptation
- Indirect ﬂfg‘ig":a'm E frampeworkl
Risk matrix .| Restorative |*
m'ng act _ :
to impact J Adaptation options

(T

to be implemented
to improve ClI
resilience, when
resilience level is
insufficient in the
context of climate
change

CRITICAL INFRASTRUCTURE RESILIENCE -
Non-acceptable resilience

Business Continuity

|::> Relationships - Input to layers E \Layers

Figure3: lllustration oft herisk assessment framework implemented inERCLE

WP2 provides the necessary climate and hazard information needed for the risk assessement and
utilized for:

1 Identify if an asset/network is exposed to the climate variability and extreme events
1 Estimates the likelihood component of the risk methodology (Se&t@n

1 Assessing the impacts of the infrastructure to the hazard

More details on specific topics inttaced in D3.5 will be reported in deliverables of WP 3, namely:
- D3.1: Descritpion of the Cl assets and their interconnections
- D3.2: Report of climate relategtitical event parameters
- D3.3: Inventory of Cimpact assessment models
- D3.6. Risk modeinetadata
Furthermore, this deliverable is linkadth WP4:

1 D4.1, which defines resilience, provides a resilience framework, defines its constitutent
parts and furthermore explains the relation between risk management and resilience

1 DA4.5 related to the development of D3.5 to reduce the risk and to improve resilience.
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[

2 Ri sk manappmed&tU| RICL E

This chapters introduces thEU-CIRCLE risk management framework, through a detailed
description of itsmain componenisand potetial application in studies related to Ciritical
Infrastructure resilience to climate changehe framework process, schematically depicted in
Figure 4, introduces elments from the processing of climate information and related climate
hazards (WP2), and the CI resilience and adaptation approach (WP4). The descusdidg
procesgo estimate and quantify riskill be introduced into the CIRP (WP5)

| [ ~SCENARIO DEVELODMENT |
Establishment of CI (or regional) Asset builder Ancill ;
\ ary
» climate change resilience policy N eFCoRnection |
Topology & properties | Topology ;
A 1

& properties

Climate data - :
ANALYSIS !
Supply&Demand, Capacity, Aging etc i
1
i
Identification of assets, Loss of flow & !
|, Systems, networks, and functions

Assessment and
> evaluation of risks ~

Selection and implemention
of protective programmes
—> including adaptation options E—

Measurement of effectiveness

Risk management process Risk Modelling process
Figure4: EU-CIRCLE framework

Adaptation|/ Resilience enhancemen

______________________________________________

2.1 Overall concept and process steps

The proposed approach within ELIRCLE aims to provide a comprehensive framework to identify
the risksof multi T climate hazards to heterogeneous interconnected and interdependent critical
infrastructures, as the first step to improving resilience of vulnerable social and economic support
systems to climate change impacts while climate proofing existing critical infrasguat terms

of identifying indicators and reference states, anticipated adaptive / transformation activities, and
investment costing).

The infrastructures which are assessed within(BRCLE are highly sensitive to high or low
values of meteorological pameters as identified infiD1.3EU-CI RCLE str at®gi c ¢
analysis of extremes or changing climate patterns is used to determine an optimum balance between
adopting high safety and societal protection standards that are very costly on the gnentland
preventing major damage to equipment and structures that are likely to occur during the useful life
of such infrastructure on the other hand. Most existing infrastructures have been designédteunder
assumption of stationary climatonditions usinghistoric values and observations. This basic
concept assumes that although climate is variable, these variations are however constant with time,
and occur around an unchanging mean state. This assumption of stationarity is still common
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practice for desigmriteria for (the safety / security levels of) new infrastructure, even though the
notion that climate change may alter the mean, variability and extremes of relevant weather
variables is now widely accepted. Even new infrastructures, or expansidapion of existing

ones is typically designed on the basis of historical information on weather and climate extremes as
these have been identified in pertinent engineering standards, such as the European standards or
structural design (EUROCODES).

Our aim is to use a validated scientific approach based on the existing operational approaches
to identify existing, evolving and emerging climate risks/opportunities, vulnerabilities to
interconnected infrastructures amdlaptation optionsapproacheshat are summarised in the
following elements:

- Assessment of risks using improved methods of assessment and new knowledge, from the
literature, partnefexpertise and opinions of stakeholders.

- ldentification of how climate ltange risks to Cl interact with other soeiconomic factors
to affect the level of risk or opportunity.

- Assessment of the perceived | evel of lacec
infrastructure owner/operator or societal group is willingateept before supporting the
implementation of any disaster risk reduction and/or climate change adaptation actions

- Estimation of the effect of different risks acting together (hdizard), either due to
concurrent timing, acting on the same locatiothersame receptor (coincidence).

- Assessment of how ageing or asset (infrastructure) state deterioration has an impact on risk
levels, safety margins and its reliability. Determining whether changing climate patterns in
the future should lead to changasengineering standards and climate thresholds, to make
Cl more robust to hazards of greater magnitude and frequency.

- Assessment of the magnitude of impact for different hazards and for different impact /
consequence categories.

- Assessment of the uncertaes, limitations and confidence in the underlying evidence, data
used and analysis for different risks.

- Production of risk estimates that can directly communicate the evidence in such a way that
is credible, robust, relevant and can be used to infornsidesi (e.g. adaptation, risk
reduction) by stakeholders, governments etc.

- Provision of new insights and improved evidethesed analysis of recorded disasters and
their major impactsthrough their reexamination

The framework description itself must Hexible and generic enough to facilitate a multitude of
different assessment situations, and at the same time provide meaningful guidance and allow to
compare outcomes.

2.2 Risk management within EUCIRCLE
This section is devoted wescribingthe background to the EACIRCLE interpretation of thesk
management procedsis based oithe followingdocuments and operational contexts

- International Standards on Risk management ISO 31080, 2009) AS/NZS 4360
(AS/NZS, 1999hnd subsequent additions.

- Definitions and categorization of interdependencies between infrastructures from Rinaldi et
al. (Rinaldi 2001 and 2004),

- The National Infrastructure Protection Plan Risk Management FrameworkP{NiP the
U.S. Department of Homeland Security (DHS 2013 a, b) as introduoéépter 2
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- Analytical steps related to resilience capacities as describped WtC ERCLE fi D4 .
Resilience framewor ko.

Ideal workflows for risk management are provided by intéonat standards such as ISO 31000
(ISO 2009) and AS/NZS 4360. The following figure is taken from 1ISO 31000 standard and depicts
the ideal risk management process.

v |

Establish the context
m The strategic context
" > ® The organisational context - -
m The risk management context
m Develop criteria
= Decide the structure

A 4

Identify risks
m What can happen? - >
I = How can it happen?

‘——-iEstablishing the context (5.3*—~
Y

Risk assesgment (5.4) Analyse risks
bf— Riskidentfication (5.4.2) |

Communication Monitoring

and: <-—-| Risk analysis (5.4.3) |¢v—o -and
consultation review (5.6)
(52) l

Determine existing controls

Determine

Determine
consequences

likelihood

| Estimate level of risk |

Monitor and review

Communicate and consult

bt— Risk evaluation (54.4) |
Evaluate risks
| > m Compare against criteria - >
i m Set risk priorities

~—-[ Risk treatment (5.5) |~—

Accept Yes

risks

Assess risks

Treat risks

m |dentify treatment options
= Evaluate treatment options
m Select treatment options

= Prepare treatment plans

m |[mplement plans

| )

Figure5: Risk management process proposed by I Figure6: Risk management process proposed by AS/NZ
31000(1S0O31000, 2009) 4360 (AS/NZS, 1999)

Risk management is depicted in both standards identically. However, ISO 31000 is considerably
more generic and abstract whilst AS/NZS 4360@vides more concrete advice by means of
explanations, definitions and examples. The following figure presents the risk management process
as proposed by AS/NZS. However, neither the ISO nor AS/NZS standards on risk management
explicitly address resiliercas a development objective or as a diagnostic approach.

Comprehensive studies on (national) frameworks as well as software tools dedicaisk
management, including risk assessment, are provided for example by Pederson et al. (2006), Yusta
et al. (2011) and Gannopoulos et al. (2012). Yussmalysed 55 methodologies and applications
related to risk assessment and discovered variations between them in terms of:

- critical infrastructure sgtors considered,

- modelling techniques (such as agent based / systems dynamics / rating / network theory),
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- maturity and availability of detailed methodological information and software tools (e.g.
restricted access/ commercially availabiie developmet), and

- risk assessment stages actually facilitated

Further differences can be explained by téwget audience. However, comnadities exist in the
general approach to how risk is assesaduch is considered fahe analytical stageendshould be
undertaken for the management of risk:

- hazard identification,

- risk assessment,

- prioritization of actions,

- programme implementation, and
- measurement of effectiveness.

Smaller differences obviously exist in the clustering of single procedural steps to emagcg
aggregated working stages. For exampl e: Apr i
single working step or can constitute one el e

The NIPP describes the aim of a risk management frameigor egablish the process for
combining consequence, vulnerability, and threat information (DHS 2013a and DHS 2013b). It
aims to merge the efforts in the protection of critical infrastructures and key resources from both the
public and private spheres. The NIPBludes the following stepis

1. Establishment of security objectives

Identification of assets, systems, networks, and functions
Assessment and evaluation of risks

Selection and implemention of protective programmes

a bk~ w0 DN

Measurement of effectiveness

The five working steps of the NIPP provide the frame of reference for theCRCLE risk
management framework, which has being modifie
(Figure4). The following steps make up the ELIRCLE risk management process:

1. Establishment of CI (or regional) climate change resilience pobcyspecific business
orienieddecision that will be addressed within the proposed framework

Identification, ollection and processing of climate related data and secondary hazards
Identification of assets, systems, networks, and functions
Assessment and evaluation of risks

a &~ DN

Selection and implemention of protective programmes including adaptgtimms
6. Measurement of effectiveness
Step 1- Establishment of CI (or regional) climate change resilience policy

This step includes the identification of the resilience policy@s CI or of a region within which
interconnected CI networks reside. Typically, these policy objectives have a timespan of multiple

2 yustaet al. (2001) describes the NIPP as astep process, whereas the DHS call it-ftep. DHS aggregates step 3 and 4 as
Aassess and analyse risksfi. Content wise, there is no differ
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years and may be related to specific issues or-s@g®ral matters. Typical questions to consider
in this step inclde for example

- What must and what should be protected?

- Which potential consequences are relevant (economic, social, environmental etc.) for this
appraisal?

- What are the priorities?

- What is an acceptable risk and what is a-aoceptable risk?

Within this step, internal and externtdctors arealso identified According to ISO 31000, ése
includesi butarenot limited- to:

- Social, cultural, political, legal environment;

- Key drivers and trends having an impact on the objectives;

- Policies, strategies akdy in place;

- Capabilities such as resources and knowledge;

- Organizational structures, roles and accountability, relationships between actors.

Step 271 Identification, collection and processing of climate related data and secondary
hazards

This step involves the identification of the (climate related) pressures and parameters that influence
the interconnected network of Cl within a region of interéisinvolves analysis of the historic
climate (and secondary hazard) ddtaure climate pojections from existing databases and/or if

this required the provision of specialised simulations.

A particular challenge is ttake into accounthe compound events by usitite dependenciethat
exist, betweerclimatedrivers and/or hazards in orderdas t i1 ma t e likelinaod (see $ectiord s
3.2 more accurateThe resultcan differconsiderably compare to the case wherall drivers and
hazardsaretreated asndependent

Step 3 1 Identification of assets, systems, networks, and functions Interdependent
I nfrastructure analysis

This step will identify and characterise the infrastructure that is likely to be affected by climate
hazards. In order tocahi eve t hi s, a structured analysis
serviceso wild/l be undertaken. The foll owing a

- Compilation of a registry of assets for all EIJRCLE relevant sectors .

- An analysis of interconnections, netwsrknd (intef) dependencies including the various
types, such as physical, cyber, geographic, logical or social-{idegendencies.

An extensive analysis of the CI network(s) asset definition and interconnection is elaborated in
D3.4. An extensive angbis and assessment of the identified assets withilCRCLE are
delivered in D3L.

Step4i Assessment and evaluation of risks

The primary aim of the EACIRCLE framework is to provide a common ground whereby different

risk assessment methodologies anddalling schemes, from the critical infrastructure and the
natural hazards communities careast and interact in a logical manner. To achieve thierent

risk assessment schemes will be harmonized into a single interoperable approach or aljernativel
Atranslating solutionso wil/ be created betwe
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The minimum basis of the proposed risk assessment framétorke compatible with
the Nation&Risk Assessments

EPCIP programme

IPCC report

Sendai Framework witlDisaster Risk Reduction International standards, e.g. ISO 31000
Risk Management.

< < < <

A common understanding and clear elucidatdthe final risk estimation allows for the easy and
direct interpretation of the derived risk metri¢/ithin EU-CIRCLE differentalternatives could be
employed such as numeric estimation of risk (given restrictions in providing a single number from
different types of impact estimates) and/or uing the risk mnapproach in accordance with recenet
practices and witha finite numberof classes. As an examplask matrices innational risk
assessment plafmave been set with quantified probabilikelihood and impact/consequenceam

a 5x5 scale(the Risk Matrix approach ifrigure 7), these categories differ and could lead to
different interpretations of severity of risks and, ultimately, different conclusions. According to this
report some of the risk matrices are numbered 1 to 5 or usesléiteyr E 1 and A being low
probability/impact and 5 and E being high probability/impact, whereas other approaches use a
specific terminology to express ranges.

Additionally, within ELC1 RCLE t he f@Aaccept abldeternined/by useredf r i
the CIRP, which will guide the analysis of adaptation policies and mitigation options and provide a
reference levelorc o mpar i son. The accept ab lpaaméta.v el of ri

Very likely/Cetainly

o

]

E High

g Medium

-

=, | Low

h=]

% Very low, unlikely

Q

o Negligible, minor, Medium, Severe
a < moderate

Consequencel

Figure7. Example5x5 Risk matrix

The level of very low risk (blue) usually is considered as broadly acceptable or negligible risk. On
the other handa level of Ciritical risk (red) is considered asnonacceptable risk i.e. this risk
cannot be justified on any grounds. The rest of thle Igvels withinthe risk matrix (green, yellow

and brown) are usually considered as tolerable risk, meaning that it is tolerable only if risk
treatment (reduction) is impractical or if its resource requirements (financial and human) are grossly
disproportonate to the improvement gained.

The proposed risk modeling approach of-EURCLE is described in sectidh
Step5 - Selection and implemention of protective programmes including adaptation options

This step involvesaccording to ISO 3100Ghe process ofis el ecting one or m
modifyi n g ri sks and i mpl ementing t hose options
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nSelection of the most appropriate option inv
against the ben énidealsvorkdflewfor gtepd igirapaechbyiAS/RZS 4360

which is alsothe basis recommended folEU-CIRCLE. Risk treatment activities need to be
identified, selected and implemented, if one or more risks are considered to-d&ecaptable.

In detail,this step consists of thHellowing:
- ldentificationof resiliency enhancemgs)/ adaptation optiofs), that aim to:

o reducethelikelihood of occurrence

o reducetheimpacts /consequences

o transfer in full or partly the risk

o avoid risk
- Assesment of theisk treatment, resiliency enhancement , Cl adaptation options options
- Prepaation ofrisk treatment, resiliency enhancement , Cl adaptation plans
- Implemenation ofrisk treatment plans (out of the scope of-EWRCLE)

Within the EUCIRCLE approach, riskreatment may be approached using a hierarchical strategy
and examining different alternative options leading to the elimination and/or reduction of risk
levels. The priority of the examined solutions is related to the eliminatioanatientified risk,
followed Ly suggested actions towards risk reductidhe risk treatmentoptions are directly
linkedtot he CI resilience cap-&RKRCLE Claesiliencd gaméworkioe d i
climate hazardd®v er s.i on o

Tablel: Link betweerEU-CIRCLE Risk Management and Resilience

Resilience Reduce Reduce Transfer risk Avoid Risk
Capacity (D4.1) Likelihood Consequences

Anticipatory X X X X
Absorptive X

Coping X X

Restorative X X

Adaptive X

Step6 - Measure effectiveness

Once one or more risk reduction measures are introduced, progress towards achieving the
objectives must be evaluated regularly. Risks, effectiveness, goals or other circumstances may
change after initial implementation. Monitoriagd review helps to keep the plans relevant.

Within EU-CIRCLE this step will be implemented during the analysis of the examinedaBes
(WP®6) in order to assess the capacity ofrible managemerftamework to (according to ISO31000
& NIPP 2013 goals

- ensure that risk controls are effective and efficient in both the design and operation of CI;
- obtain further information to improve the risk assessment process;
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- analyse and learn lessons from events (including -misses), changes, trends,
successes and failures;

- identify when risk treatments and policy objectives must be revised; and
- identify emerging risks.
Horizontal implementation

Within EU-CIRCLE, the Climate Infrastructure Resilience Platform (CIRP) which will inherently
include thedeveloped risk assessment framework, will support the climate related policy objectives.
These technologies must be adapted to the actual, individual assessment context. The concrete anc
most relevant results include:

- The definition of goals;
- Nature andypes of causes and consequences and how they will be measured;

- Assessmenof the likelihood of appearance of a hazard under present and future climate
scenarios

- Timeframes of the likelihood and consequences;

- ldentification and specification of the ddoiss that have to be made;

- Definition of methodologies regarding risk assessment (how is the level of risk determined);
- Determination of a methodology for evaluating effectiveness.
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3 Riggimanti fication

The EUCIRCLE framework can bsimply described as a platform that incorposagéerange of
analyges and processes order toestimate the future risk of Chwith and without propose
adaptation action€Essentially the result of alanalyss, is a variety of indicators that illustrate the
consequences of hazard(s) to coupled Th& procedure is a series of steps:

1 Determinewhich hazar¢s) and Cls are under study
1 For eachhazard estimate:
0 Exposurdgsee Deliverabl®3.2]
o0 Likelihood[see paragrapB.2of the present repdrt
9 Utilize various models and methodologies&timate:
o Cl assets and networlathagegsee Deliverabl®3.3]
o Network interdependen@nalysigsee Sectiord of the present repgrt
o Impactg[see Sectio® of the present repgrt

1 The results othemodels is a variety of indicatof(depending on the analysibat represent
the consequences of the hazard to thg<@ls Sectior]

Each indicator examines a different aspect and its meaning, and thus its usefulness, is
understandablenainly from an expert. Moreover, the overall rigkat a hazard poses to CIs, is

diffi cult to be quantified. fie latter $ addressed hiyanscoding each indicator to a five class scale,
and grouping the ones that belong to the same category (see Sgsguentiallyup to the point
thatone impact estimation is calculated. By combining the overall impact and likelihood, the risk is
quantified. The procedure is described analytically in the paragraphs below.

3.1 Core methodology

The core methodologyof quantifying the overallrisk is based om five class scale and a set of
mixing rulesBasi cal | y, oftChsdo afhazardis suinmed ap to a seindfcatorsthat
have different units and meaning, depending on the wader studyor the calculation the user
desires.They can range fronthe number of assets fully destroytedotal time that person is left
without two or more CI service$he difficulty is to unify the diffeent indicators and assess the
overall risk.

In order tocalculate theoverall impact a bottomsup methodology is applied.a€h indicatoris
matched to a clagd to 5)according to gredefinedtable (seeSection5 and Annex 2 Impacts
classification tablg T h a't way a Auni ficationo of uni ts
calculations betweedifferent indicators is possibl&heresuling classificationcreaesthe bottom
level (Level 3 ofFigure88) of the risk assessment methdd. a next stepgheimpads aregrouped
(Level 2) according to the categories described in Seé&iand Annex 2 Impacts classification
table by applyinga set ofcombination rules (average, geoneimean, weighted average etbat
are described inAnnex 1 Description of mixing rulesAs such,the different leved of risk are
constructedup to Level 0. The same procedure is applied for the likelihtmdhat case, there is
only one level (Level Opand the classificatioms performed according ténnex 3: Likelihood
classification tableThe total risk is the combination of impacts and likelihood.

The current methodology can be used for either a singterabinedhazards (see paragrapi.l
& 3.1.2.
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Output
; Level 0 PA LIKELIHOOD
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Figure8: lllustration of Risk assessment core methodology

3.1.1 Risk from single hazard

The implementation for the single hazard analysis, consists of severalastepss shown
below. In brief, the hazard affexthe CI and the impact is matched to a class (Level 3). The
impacts are grouped in Levels 2 to 0 to a siniescvalue by applying a set of mixing rules.

A. Hazard
High resolution climate models are used to determine the future hazard and used as input to
the EUCIRCLE framework

B. Estimate likelihood

High resolution climate models are taken into account for caiogldahe probability of
exceedance or/and the return period of a hazard. Then the tabdfenéx 3: Likelihood
classification tables used to match either one to a five class scale, from VERY LOW to
VERY HIGH.

C. Estimate consequeces

The consequences to Cls consist of all the asslyhat estimate a reaction of the
infrastucture to a hazard.
I.  Impact models

The impact models are anadgsand processes (see SecHdrihat resulin a range
of indicators. The different indicators armaatched to a five class scale, from
NEGLIGBLE to SEVERE, using the table Amnex 2 Impacts classification tahle

. Connectto categories

Using the same table as before, the indicators are gragoeentially until only one
value, the overall impact, is estimated.

D. Estimate risk
By combining the overall impact and likelihood, the overall risk is calculated.
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Estimate Estimate Estimate

fazard likelihood risk

Figure9: lllustration of single hazard risk method

Thealgorithmscheme is presented below:

1 Matchlikelihood valuesto 5 classes scale usinghle of likelihood

1 Matchall indicators of level 3 to 5 classes scale uJiagle of indicators

T Combine indicators in fAunit sthemethods: cl asses
o Averageor
o0 Geometric megror
0 Weighted averagetc

1 Combine indicatorsf level 3to complete level 2 and repeat procedure until level 0

1 Combine likelihood with impact oglel O to create risk indicator

3.1.2 Compounded hazard

A combination of segential physical processes, appearing as a result of escalated hazards with
multiple events causing extensive damage or impact, are referred to as a Compound Hazard (UN
2014: Compound Disasters and Compounding Procebsésiplications for Disaster Risk
Management). Examples of highmpact Compound Events includ@ droughts, heatwaves,
wildfire (i) extreme precipitatiorand storm surge interactiongn case of climate change impact
studies, the analyses of impact of future hazards becomes difficult.

TheEU-CI| RCLE framework incorporates the Compounc
(see paragrapB3.2), in order to quantify the risk in future Cls ascuratéy as possible. The
procedure is the same as before, with a diffezaltulation in step A (likelihood step).

A. Hazard
High resolution climate models are used to determine the future hazard and used as input to
the EUCIRCLE framework

B. Estimate likelihood

The sequential occurrence of climate drsderhigh resolution climate models are taken into
account for calculating the probability of exceedance or/and the return period of a hazard.
Then the table iAnnex 3: Likelihood classification tabis used to match either one to a
five class scale, from VERY LOW to VERY HIGH.

C. Estimate consequeces

The consequences to the Cls consist of all the asmlysmt estimate a reaction of the
infrastructure to a hazard.
I.  Impact models

The impact models are anadgsand processes (see SecHdrihat resulin a range
of indicators. The different indicators ara matched to a five class scale, from
NEGLIGBLE to SEVERE, using the table Annex 2 Impacts classification tahle
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Il.  Connect to categories

Using the same table as before, the indicators are grouped sequentially until only one
value, the overall impact, is estimated.

D. Estimate risk

By combining the overall impact and éikhood, the overall risk is calculatéds described
in Annex 4: Combination table of Impact and Likelihpod

3.1.3 Multi -hazard risk assessment

In case of combied hazards, lte same procedurapplies as many times as the number of
hazards. In the end the different risks indicators, casob®gared andr combinednto a single
one, using theame set ofombination rules.

A. MultiHazard
High resolution climate models are used to determine tieefinazards and used as inputs
to the EUCIRCLE framework

B. Estimate likelihood of multiple hazards indepentently

High resolution climate models are taken into account for calculating the probability of
exceedance or/and the return period of a hazard. Then the tabdfenéx 3: Likelihood
classification tables used to match either one to a five class scale, from VERY LOW to
VERY HIGH.

C. Estimate consequeces of multiple hazards indepentently

The consequences to the Cls consist of all the asmlysmt estimate a reaction of the
infrastructure to a hazard.
l.  Impact models

The impact models are anadgsand processes (see SecHdrihat resuliin a range
of indicators. The different indicators eematched to a five class dea from
NEGLIGBLE to SEVERE, using the table Annex 2 Impacts classification tahle

Il.  Connect to categories

Using the same table as before, the indicators are grouped sequentially until only one
value, the overall impact, is estimated.

D. Estimate risk of multiple hazards indepentently

By combining the overall impact and likelihood, the overall risk is calcul@ediescribed
in Annex 4: Combination table of Impact and Likelihgod

E. Compare different risks

The multiple risk values that are estimated, can be compared and the useful information for
each hazardan be deduceddepentently.

F. Combine risk

Using the same miedbd of combination as before, the multiple risks @mbined and the
overall risk ofthe multi-hazard case is estimated.
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Figure10: lllustration of multihazard risk method

The algorithm scheme is presented below:

1 Match likelihood values to 5 classes scale utiiregable of likelihood

1 Match all indicators of level 3 to 5 classes scale uiedable of indicators

f Combi ne
o Averageor

ndi

o Geometic meanor

o0 Weighted averagetc

Combine indicators of level 3 to complete level 2 and repeat procedure until level O

cators

n

Afunitso

Combine likelihood with impact of level O to create risk indicator

Repeat procedure for different hazards and compare risk indicators

3.2 Likelihood

of 5 «cl

asses

Likelihood (probability of occurrence) refers to the initial probability of a risk scenario to occur and

is usually defined as:

1 frequency of one or more incidents at various time scales (as defined by CZ, IE, LT, NO,

PL, HU in their NRAS)

1 proballity of occurrence within 1 year (as defined by EE, EL in their NRAS)

Within EU-CIRCLE the number of different categories of likelihood/probability of occurrence can
be user defined, although the most common approach (e.g. N&ls)ed is the 5x5 risk matrix

process:

VERY LOW or
MEDIUM
VERY RARE

VERY HIGH or
VERY LIKELY
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- D3.5 Holistic CI Climate Hazard Risk Assessment Framework

The levels of likelihood, in the framework of ECIRCLE, are defined by the internationally
accepted descriptive terms, classified into a set of five categories, corresptmdingerical
values from the NRAs and IPCT4gble2)?:

Table2: Examples from classifications of likelihood by the MS in their NRAs.

Country Very Low Low Medium High Very High
cz Occurs less than oncqg  Occurs once in | Occurs once in| Occurs once in| Occurs more thar
in 1000years 1007 1000 years| 107 100 years 1i 10 years once in lyear
. - Probabilitywithin Probability Probability Probability
EE Eggb; g'gg, /W»ltoh:)n015o/ 1 year: 0.05% to| within 1 year: within 1 year: within 1 year:
year. 9. 0 R 0.5% 0.5% to 5% 5% to 50% 50% +
. I Probability . .
Probability within 1 | - ORIy within | = pu s ey, | Probability - Probability
EL ear: less than 0.0019 1 year: 0.001% to 0.001% to within 1 year: within 1 year:
year. ’ 0.01% ' g 0.01% to 0.1% more than 1%
0.01%
Once every 100 | Once every 10 | Once every 410 | More than once
IE Once every 500+ year 500 years 100 years years every 1 year
LT Less than once in 10 Once in 50 to 100| Once in 10 to 50 Once in 1to 10| More often than
years years years years once a year
PL 1in 500 years or ever 1in 100 years 1in 20 years 1lin5years Once a year or
more rarely more
SE O0. 0001 o1 0.0001i 0.0010on| 0.001i 0.01on| 0.01i 0.1ona | >0.1 on a yearly
basis a yearlybasis a yearly basis yearly basis basis
UK Between 1 in 20,000 Between 1 in Between 1in | Between 1in 20| Greater than 1 in
and 1 in 2000 2,000 and 1in 20¢ 200 and 1in 20 and 1in 2 2
IPCC Exceptionally| Very Unlikely Medium Likely Very Virtually
unlikely unlikely likely certain
IPCC <1% 1-10% 10-33% 33-66% 66-90% 90-99% | >99%

The table presented idnnex 3: Likelihood classification tahler Table 3, is the transformation
matrix prosposed within the EGQIRCLE project, and can be modifiemtcording to selected
application

Table3: Likelihood classification table

VERY LOW LOW MEDIUM HIGH VERY HIGH
LIKELIHOOD/CLA 1 2 3 4 5
Occurs less Occurs more

Occurs once ir Occurs oncén 10 Occurs once in

Return Period than once in than once in
100 years 50¢ 100 years ¢ 50 years 1¢ 10 years 1year
or
-~ Probability 5 1 ability  Probability within ~ Probability  Probability
Probability of within 1 year: - _ A 5o - _ - _
occurence 0.005% to within 1 year: 1year: 0.5% to within 1 year: within 1 year:
'0 05% 0.05% to 0.5% 5% 5% to 50% 50% +

3 Note that IPCC also uses a different terminology follikedihood of an event.
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D3.5 Holistic Cl Climate Hazard Risk Assessment Framework

Mor eover, t here ar e c acharacterized ad hazard, butaiseqaential dr i
appearance of different drivgrwhich change the propabilitpf occurrence of a hazard. Such a
hazard is called compound. The HEIRCLE framework incorporates compound hazards in
likelihood estimation. Besides the frequency of one or more incidents, the calculation takes into
account the probability of occurrencieatimate drivers that enhance the hazard under investigation.

3.3 Impact

Consequence of a risk is defined as a measure of the disruption and impact of a climate hazard not
only on a single asset, but to society in general and is thus used in conjunctidikeNitbod to

assess its overall severity. Such an approach proposed within t@#RELLE framework for the
determination of the incident consequences will build upon a two level hierarchy. The proposed
analysis within EUCIRCLE tries to incorporate two noeptually different but highly interrelated

types of impacts that clearly identify the influence of interconnected critical infrastructures on
society and its functioning.

Thus a two tier approach is proposed where

1 Direct impactsto the interconnected Cl network are identified, and described and quantified
through different indicatorsand

1 Indirect impactsto society, thaarisedue totheinability of Cl to function according to their
intended scope

A more detailed descriptioof the impact categories and subcategories can be fousdcion5
and theproposedableis presented ikknnex 2 Impacts classification table

Figurell: Proposed direct and indirect impacts (selection)

3.4 Risk matrix

As an exampleyisk matrices in national risk assessment pldrave been set with quanétl
probability/likelihod and impacts/consequences on a 5x5 scale (the Risk Matrix appr&agirén

77), these categories differ and could lead to different interpretations of severity of risks and,
ultimately, different conclusions. According to this report some of the risk matrices arenaaib

to 5 or use letters A to E 1 and A being low probability/impact and 5 and E being high
probability/impact, whereas other approaches use a specific terminology to express ranges.

Additionally, within ELC1 RCLE t he fAaccept abddetermimed ®ylusers 6f r i
the CIRP, which will guide the analysis of adaptation policies and mitigation options and provide a
reference | evel of comparison. The acceptable
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Very likely/Certainly

©

o

E High

g Medium

—

= | Low

=

% Very low, unlikely

Q

o Negligible, minor, Medium, Severe
o < moderate

Consequencel

Figure12. Example 5x5 Risk matrix

The level of very low risk (blue) usually is considered as broadly acceptable or negligible risk. On
the other handa level of Critical risk (red) is considered as racceptable risk i.e. this risk cannot

be justified on any grounds. The rest of the heslels within risk matrix (green, yellow and brown)

are usually considered as tolerable sjskneaning that it is tolerable only if risk treatment
(reduction) is impractical or if its resource requirements (financial and human) are grossly
disproportiona to the improvement gainetihe table used in EACIRCLE framework is presented

in Annex 4: Combination table of Impact and Likelihood
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4 Model ling riCs4 RCwiEt hi n EU

The EUCI RCLE approach for assessing risk can be
and scope of assessing an i nterconnected i n
determining which hazards carry the most significant consequeseeto(15) leading to an
assessmerof their present day resiliencEhe Consequencé based Risk Management (CRM)
generic_approach has been selecte@nd analyzedn the following paragraphs to support the
intended analysis of EZIRCLE. The key advantage of this approach is that it uses an
optimizationbased prescriptive model of system operation as the starting point for the study of
infrastructure behaviourthese models inherently accommodate disruptions to infrastructure as
straightforward changes to input daf&im (2008) Gardoni(2009) Garcez & Almeida2014)
Wennersten et af2015) Shand et al(2015).

The proposed modeling approach encompasses an
protocols, mimicking decisions for sustainingvil of services using quantitative tools that can help
determine how to operate a system, even in the presence of disruptions. This technique requires that
the essential domasmmpeci fi ¢ details about the infrastr.
opg at or 6s goals and the I imitations on its <cafg
unambiguous measures of system performance for the infrastructure, and of the different business
continuity alternatives and adaptation measures to belinted.

A special feature of the applied CRM approach is that it pl#oesnodelling and analysis of
interconnected and interdependent infrastrutc@®sa core component. Cée fundamentally
(inter-)connected through a wide variety of mechanisms and dependency(Ripe&di et al.,

2001) such that a mutual relationship exists between the states of any given pair of components in
the systems and/or networks. For instampmeyer grids depend on gas networks to fuel generation
units. Water networks provide cooling and help to control emissions frombasatd power
generators. Water and gas networks are heavily dependent on power for operating pumping stations
and control sgtems. If a particular system is damaged, this damage is propagated to other systems
due to the interdependent nature of the systems (i.e., cascading failures). Therefore, an emerging
need exists for modelling complex and interdependent critical infrasteuto better understand

their susceptibility to potential hazards.

Consequencdased Risk Managemerftas been useth climatgdisasterrisk reduction across
regions or systems that incorporate identification of uncertainty in all components of clishkate ri
modeling and quantjf the risk to societal systems and subsystélismar (2015) Cimallaro
(2016). It also enables poliegnakers and decisiemakers to ultimately develop risk reduction
strategies and implement mitigation actions. The result of this asfibibe introduced into the
Climate Infrastructure Resilience Platform, an IT tool that integrapatial information, data, and
visual information into an environment for performing climate loss assessment and analysis. The
developed interface integrata variety of data typeaand source$rom diverse users and CI
stakeholdersThe proposed EACIRCLE risk methodology facilitates the definition and connection

of CI specific and generic analyses to create workflows, explore and introduce new scientific
possibilities by creating new workflows from the existing components.

A workflow of the EUCIRCLE variant of the CRMprocess Figure 13) wheredifferent climate
hazards (scenarios) will be examined corresponding to specific policy/scientific questions such as
those described in D1.3 and DX&€e illustrated below

U What is the current risk level of one infrastructure in a region, due to a specific climate
hazard, and how iherisk estimate anticipated to change in the future?
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U Which asset of an infrastructurensost vulnerable to extreme events, and could propagate
its impacts tmtheri nt er connected infrastructuresd as

U What is the most damaging climate hazardaimegion? how is this attributed to its
constitutional elements (society, economy, etc)? Wwihits behaviour change in the future?

U How resilient are the infrastructuresanfegion to a specific climate haz&rd

U Which is the optimal adaptation measure for an infrastructure under a list of potential
alternatives? Is the same adaptation measuréatseficial for other climate hazards?

Scenarios will be simulated and assessed starting &obaseline scenario(without the
presence of a hazard) and compared to the impacts from another scenario run (with the presence
of hazards). In general, damaggsgived from hazard events can be described through damage
functions on the critical parts of Critical Infrastructures assets which directly or indirectly affect
demand, supply, and capacity on the networks nodes which in turn riesalangesof the

newor kés attributes. Subsequently a simulati
network (e.g. starting from the electricity network) and then to another network (e.g.
transportation) and so on, until all parts of the interdependencies betweenkseteay.
electricity and transportation network) are accounted for. During the preliminary analysis,
damagesmpacts are placed into the interconnected network, while in the last step, an analysis
of the new modified interdependent network is performedpeaoing the results with those of

the basic scenario analysis, in order to define on the one hand which assets are affected while on
the other hand to predict network functionality. The consequence of a risk is defined as a
measure of the disruption and iagb of a incident not only on a single asset, but on society in
general and is thus used in conjunction with likelihood to assess its overall severity by
combining the likelihood and the consequence assessments usingtegéries risk matrix.

This matrixconstitutes the basis of our risk assessment framework. It is an important tool used
to map each combination of likelihood, probability and consequence severity to a single risk
level (Very Low, Low, High, Severe and Critical).
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Figure13: EU-CIRCLE generic risk modelling methodology

The proposed CRM approach within ELJRCLE has the following features
V Arbitrary level of spatial disaggregation depending on the desired analysis

V Attention to different timescales, which is highly dependent on the climate information
used

V Multi-hazard risk assessment with ckgsstoral interactions assessment
V Consideration of resilience capacitiesmdaptation options

The EUCIRCLE modellingapproach, implementing the CRM, that will be implemented in CIRP,
can be categorized in five distinct steggssschematically demonstratedFigure 133 and analysed

in the following paragraphs, namely Scenario Developmegt $ 2) the Structural & Operational
analysis3 /, 3) the Network analysis !, 4) Impacts assessmepht!and5) Risk and Resilience
estimation2 2 the links of which to the EACIRCLE risk management press is presented in
Figure4.

Model Step1: Scenario Development Y’ Q constitutes the initial phase of the proposed approach
wheréy:
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1 the scientific question or policy objective is determined as well as a selection/processing of
the existing data needed to reach the overarching objective

the climate data from multiple sources are processed and ingested

The network(s) is created usingetwork builder tool from inputs including the topology,
properties and interconnections of Cl assets. The resulting infrastructure consists of
connections between nodes of the same networks, interconnections between different
networks, flow values that ehacterize the link between nodes and capacity as a property of
nodes.

The result of the network builder combined with the climate data are used as inputs for the second
step.

T
T

Model Step 2: The Structural & Operational ("Y( analysis accept as input tlenstructed
networkiand climate data and returns autput quantifiable information on how different assets
react to different intensity even{see D3.3) The asset behavior can be deduced via, fragility
eguations, tabulated values and/or any othedtehthat express changes from the normal state due
to a hazard. Two different options exist:

1 changedo network properties which include changes in supply and demand of nodes and
capacity of links, without any physical or operational damage.

1 changedo the network properties due to structural damages (partial or full), personnel loss,
etc.

Model Step 3: The Network analysis () ©) procedure utibes the results ofthe 3 / step and
calculates for each network the simulated flow and estimates how easbrlaiffecs its
interconnectedetworks; se&ectiond.1 of this document.

Model Step4: The Holistic impact analysis (Obis conducted where the quantifiedpacts due to
the hazard under examinati@ame calculated using the resultstbeé . !step and other relevant
information fromthe 3 / analysis(see D3.3) The impacts include direct consequences to the
infrastructure and also impacts to society.

Model Step 5: The Risk and Resiliency Analysis RR). Using the estimated likelihood of the
event (stepl) and the results from the impact analysis (step4), the risk of a specific hazard is
estimated and the resilience of the netw@k)(is calculated.

Due to exidghg assumptions, simplifications, and did@ation of analysis parametershe
assessment resultgll contain uncertaintiesThe accuracy of the description of the assets, their
properties and how they react to a hazard, and the hazard itself, are uncertainty factors in the
methodology. In order to make the results produced more accurate and reliable, it is necessary to
improvethe description and information of the infrastructure and to perform a sensitivity analysis
concerning the hazard chosen, the fragility and damage curves/functions and the discretization of
the topology.

The goal of the proposed approach is to enable oupdarform extensive simulations of
heterogeneous and interconnected networks, such as water, energy, transport, ICT, also allowing for
the total (100% reduction) or partial loss of service. This can be achieved with the description of
networks as a set obdes and links between them. Moreover, connections between different kinds

of networks are necessary in order to carry out interdependency analyses between different kinds of
networks. Thus, the network analysis methodology can be categorized horizdhnédlimeans each
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network is solved separately, and vertically , which refers to capturing the effect from one network
to another. After the completion of network analysis and interdependency analysis, a holistic impact
analysis and a risk assessment capérformed.

4.1 EU-CIRCLE supported analysis

4.1.1 Maximum hazard

In the EUCIRCLE framework, dirst appro&h to estimate the effect oftezard to the CI under
study, isthe Maximum Hazard analysis. The idea is to use the maximum impact of the hazard to
each Cl asset. This is accomplishmsdising

(a) the values of theazard and

(b) the behaviour of the each asset expressed in terms of fragility equations, tabulated values
andbr any other model that express changes from the normal state.

By applying thehazard uniformly to all the asts and calculating the effect to eamig a first
indicationof the vulnerability can be deduced for each asset independently.

4.1.2 Dynamic scenariosimulation

In casethat the hazard input is timdependent, the same approach as before4Ade® can be
implemenéd but for each timalependent value of the hazaldis noted that foeach timestep™Q
the ClI state of timatep@s the result of timestep™Q p. The result is procegd and can give a
rough estimation of the behavior of the @uiring theevolution of an extreme event.

4.2 Network performance decay / degradation due to climate change

Taking into account the importance of the effectiveness of the safety and operatiessgsoof
interconnected infrastructures and the change of behaviour due to climate stressors, the safety and
reliability states can be used as an impact indicator. As such the following indicators may be used:

 the mean lifetime of the component / assehisafety state subgetY*L-2

1 the standard deviation of the component / asset lifetime in the safety state subset
{u,u+l....7

1 the intensity of ageing of the critical infrastructure componeftlh&intensity of critical
infrastructure component Ei departure from the safety state sib4ét--2

9 the critical Infrastructure mean lifetimé&") up to exceeding critical safety stdte

1 the standard deation of the critical infrastructure lifetim&(") up to the exceeding the
critical safety state
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Example of
Mode Infrastructure
Asset
Paved Roads

Trans-portation

Rail Tracks

Bridges

Transmission
Lines

Energy

High-Voltage
Transformers

Generating
Plants and
Substations

Reservoirs anc
Dams

Water

Design
Lifetime

10-20
Years

50 Years

50-100
Years

50 Years

40 Years

35-80
Years
3545
Years

50-80
Years

Potential ClimateRelated Vulnerabilities

Softening, deterioration, and buckling caused by heat
Scour (or sediment removal) and erosion caused by
flooding and storm surge. Sea level rise inundation.
Accelerated corrosion in coastal areas caused by see
level rise. Road closures caused by lands|afed
washouts during heavy precipitation events. Damage
foundation caused by changes in soil moisture.

Buckling and deformation caused by heat. Scour and
erosion caused by flooding, storm surges, and extren
precipitation everst Railway subsidence caused by
groundwater depletion.

Erosion and scour caused by flooding, storm surges,
sea level rise inundation. Accelerated corrosion in
coastal areas caused by sea level rise and saltwater
intrusion. Reduced vertical clearance over major
waterways caused by sea level rise. Damage to
foundation by changes in soil moisture or higher
waterway levels.

Lower transmission efficiency caused by increased
temperatures; peak demand during highest temperati
compounds vulnerability. Wooden utility poles
destroyed and damaged in wildfires. Lines disrupted
shut down by smoke and particulate matter ionitiney
air and creating an electrical pathway away from
transmission lines.

Service disruptions caused by more frequent and sev
precipitation events, flooding, and wildfires. Lower
transmission efficiency caused by increased
temperatures.

Inundation of coastal power plants and substations
caused by king tides, storm surge, and sea level rise.
Service disruptions caused by more frequent and sev
extreme heat, precipitation events, flooding, and
wildfires.

Lower water availability caused by higher temperatur:
and droughts in some regions can decrease water
supplies and hydropower. More severe precipitation
events threaten dam integrity or dam breaching. More
frequent and severe wildfires leave ash aratled
sediment in drinking water supplies.
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Treatment 60-70  System overwhelmed with storm water resulting from
Plants and Years more extreme precipitation events and, in coastal are
Pumping with seawater driven by storm surge. Increased watel
Stations quality treatment needs during drought periods.
Drinking 60-100 Storm water management and collection complicated

Water Years more extreme precipitation events and changes in we
Distribution availability caused by higher temperatures.
and Storm and

Sewage

Collection
Systems

Table4 : Averagelife expectancy ofelecedinfrastructuraypes angotentialclimatezelatedvulnerabilities

4.3 Proactive maintenance

Proactive maintenance is a management strategy to provide and maintain the service of Cls. It is a
strategy to select most effective treatments to preserve assets, to retard their future deterioration and
to maintain or to improve their functional conditioProactive maintenance typically includes
corrective and preventive maintenance as well as minor rehabilithticase of climatehange a
multi-year panned strategy can be more beneficial from the user, owner and environmental
prespective.

A
Cases of potential climate adaptation
t Initial case 4 Do-nothing case
é . N [ = é e
= \ =3 g
g X N 2 \ i .
= 5] \ \ o =
[} ‘ ) | \
= [ s > .
'g Time Time
o Partial adaptation case Proactive case
(@) - - —
5 = N 5 ~ \\\ N
3 \\\ \\ R \ \
5 \ \ s \ \
© \ © \ |
t : ! >
Time Time
Time
Reactive maintenance I\ Proactive maintenance \\ Threshold

Figurel4: lllustration of proactive and reactive maintenance approach

Four dfferentcasesarepresentd inFigurel44, asa potential progreds mitigate the climate
related effects:

1. Initial scenario (no climate change): traditional approach (no preservaipmnoach)

2. Do-nothing (climate change): inadequate activities; shorter initial performance gadhs
steeper deterioration curves; passive &tagmi no change in threshold; resulpmor
condition, high user and agency costs, safety concerns.

3. Partial adaptation (climate change): adaptation; full performameeovery and much better
resilient performance; still no change in threshold.

4. Proactive adaptation (climate change): adaptation; full performameeovery and fully
adapted resilient performance; adjusted condition threshold; ineitigbler agency costs
as compared tmitial casebut enhanced overall condition that leadsviproved safgy
levels.
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4.4 General network description

In the general ELCIRCLE framework, the examined network consists of Generation (Supply)

nodesOthat produce the flow? Rof services (either energy, water, transport of goods, data in the

ICT domain, chemicgbrodcuts) in the links, Distribution(Demand) nod2shat consume the flow

C Sand Intermediate nodé&here the incoming flow is transmitted. These nodes are assets of the
infrastrudures with discrete propertiend whose properties (such as the capaniay (or maynot)

be impacted by a specific climate hazard.

There are specific cases where a node has both properties of Generation and Distribution node
without being at network endpoints, simultaneously, such a chemical factory that receives a flow of
chemicals and produces a flow of a transformed product. The links are characterized by a value

"®qual to the flow multiplied by a Acosto num
that affects the flow, for example in electric grids, the fsgoltage due to distance can be defined
as fAcosto. The Acosto parameter, in our appr

problem in terms of minimum cost and maximum flow optimization

Figurel5: Three typenetwork representation

4.4.1 Asset/ Network Dynamics during extreme condiitons

EU-CIRCLE also accounts for the dynamics of an infrastructure (or in one of its assets), when
under stress from a climate hazard. Again this is related to the state of the asset;amhbe
directly translated to the performance level of the infrastructure. This section is mainly relating to
describe the main temporal stages of a hazard.
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