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Executive Summary
This deliverable provides a description on the EU-CIRCLE damage and impact assessment. The EU-CIRCLE
methodology focuses on these critical sectors: energy, transport, information and communications
technology (ICT), water, chemicals, and buildings. Different approaches to predict damage and impacts are
explained taking into account the different vulnerabilities of the structures under different types of climate
hazards.
The level of detail of the explanations differs certainly depending from the availability of documented
experiences. While for instance for flood or wild fires, there exist extensive empirical knowledge to
damages on buildings or roads, whereas on the other hand there is limited scientifically validated
knowledge pertaining to damage and impacts due to droughts.
Primary direct damage roughly can be differentiated in physical/structural and functional/operational
damage. Secondary impacts are those that result from a failure of critical infrastructure (CI). Aside from
damage to the assets, societal, economic and environmental aspects are discussed and multiple examples
are provided on how damages and impacts can be estimated.
Operational capacities of infrastructure assets depends in many cases from other infrastructure assets in
the same network or even from the performance of assets in other networks. This means, that failures due
to climate hazards to one assets can be propagated to other network elements. This report explains and
discusses various methodological approaches for modelling of failure propagation. Among them models
from different methodological “schools” such as system-dynamics, input-output inoperability, agent and
network based, and also empirical models. These approaches are discussed regarding their strengths and
weaknesses and thus some guidance on how to choose an appropriate approach is provided.
Finally, the report explains how the modelling and simulation system EU-CIRCLE critical infrastructure
resilience platform (CIRP)1 could handle uncertainty in data or assumptions by means of Monte Carlo
simulation approach.
This description may serve as the knowledgebase for the implementation of the analysis in all the EUCIRCLE case studies. A variety of approaches could be tested therein already, among them approaches
based on damage functions, cost based approaches, topological network analyses and many more. This
report cannot give a final advice on which impact damage and impact categories is relevant and which is
the best approaches to quantify it. This remains subject for discussion among the decisive stakeholders.

1

CIRP is „an innovative modular and expandable software platform that will assess potential impacts due to climate hazards;
provide monitoring through new resilience indicators, and support cost-efficient adaptation measures” EU-CIRCLE consortium
(2016d).
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An overview of EU-CIRCLE damage and impact assessment methodology

1.1

Scope and overview of EU-CIRCLE damage and impact assessment

EU-CIRCLE aims to provide a comprehensive framework to identify the risks of climate hazards to
heterogeneous interconnected and interdependent CI. This framework helps to improve the resilience of
vulnerable social and economic support systems and existing CI to climate change impacts (in terms of
identifying indicators and reference states, anticipated adaptive/transformation activities, and investment
costing). The deliverable 1.2 (EU-CIRCLE consortium, 2016a) provides an overview of different existent
approaches for holistic risk assessment frameworks. Furthermore, this deliverable includes measures for
the enhancement of the infrastructure resilience and adaptation to changing climate hazards. One of the
key strategic activities of risk management is the risk assessment which requires the use of reliable
methodologies to allow for an adequate calculation of probabilistic losses of exposed elements.
As already stated in D3.4 (EU-CIRCLE consortium, 2016b) the EU-CIRCLE modelling approach, implementing
the consequence-based risk management in the CIRP, is executed in five distinct steps:
1) Scenario development,
2) Structural and operational analysis,
3) Network analysis,
4) Impacts assessment and
5) Risk and resilience estimation.
This report describes the framework for the development mainly of steps 2) and 3), including a discussion
of step 4).
The generic process description of EU-CIRCLE risk assessment approach includes three main components
(Figure 1):
1) Hazard Assessment (stemming from climate data and secondary models),
2) Damage Assessment and
3) Impact Assessment.
Hazard
Assessment

Physical/Structural Damage Assessment
+
Functional/Operational Damage Assessment

Impacts
Assessment

Figure 1: EU-CIRCLE risk assessment approach

The hazard, associated with a natural phenomenon, is measured using its frequency of occurrence and its
severity, the latter being characterised through a parameter of a physical intensity for a specific
geographical location. The hazard assessment is based on the historical frequency of occurrence of the
phenomenon and its various degrees of intensity. Once the hazard assessment is determined and
completed (stemming from climate data and secondary models), the next step is the damage assessment
based on a scenario approach.
The term “damage” includes the assessment of the direct consequences caused by the hazard event on the
CI – network – network operation, due to physical and operational damage, the corresponding business
disruption and the relative response to hazard. In this part of the methodological framework, the user
should define a chain of harmful consequences (damages) due to the hazard occurrence regarding different
types of assets or network, different time steps and different types and intensities of hazards. Several
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damage types are described along with the applied methodology for the damage assessment referring to
the different assets and network - time steps - hazards.
Initially, damages occur on an asset level (first impact) and are usually physical damages. Functional
damages are consequences of structural asset damage. Once all types of damages have been estimated on
asset and network level, impacts are then propagated to the users of the system. Damages are classified in
direct and indirect damages, which are explained as follows:


Direct damages: losses resulting from direct contact with the hazard, for example, flood and wind
damage to buildings and infrastructure.



Indirect damages: losses resulting from the event but not from direct impact, for example,
disruption of transportation changes to the society, business unavailable for the supplies.

The analysis is conducted in each time step for both scales: asset and network level. The damage
assessment is implemented in the asset level through the structural and operational analyses. Inputs are
the CI network (EU-CIRCLE work package (WP) 3) and the hazard (EU-CIRCLE WP2). The output is a
quantifiable information on how different assets react to different hazards and intensity levels in different
time steps. The output of the damage assessment leads to the estimation of the critical service reduction
that affects the performance of the entire set of the interconnected elements modelled as networks. The
consequence – based risk management generic approach is applied in order to assess risk of
interconnected infrastructure‘s exposure to climate stressors and determining which hazards are
associated with the most significant consequences, leading to jeopardise the resilience of the service
provided.
Risk has been referred to as the product of hazard (“potential occurrence of a climate-related physical
event”), vulnerability (“propensity or predisposition to be adversely affected”) and exposure (“presence of
people; livelihoods; environmental services and resources; infrastructure; or economic, social, or cultural
assets in places that could be adversely affected”) (IPCC, 2012) (Figure 2). Vulnerability is defined as the
relation of all these components and set into relationship to the capacity of human and natural systems to
cope with and adapt to this risk.

Figure 2: The concepts of risk, hazard and vulnerability in the integrated risk-hazard framework (IPCC, 2012)
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EU-CIRCLE generic methodology for CI damage assessment

The damage assessment includes the primary physical and functional damage estimation on an asset level.
As the scenario may last several hours, including both the hazard evolution and the restoration of services,
the here presented methodology proposes the discretisation of the process into a number of finite time
steps. These serve as inputs to the scenario development step. After the hazard scenario selection, the
physical and functional damage assessment is estimated, for the time step t = 1 referring to five damage
categories (physical, loss of performance, casualties, evacuation, release of harmful substances). For each
type of hazard in every time step the damage assessment will be calculated for every single asset taking
into consideration their interdependencies in the risk assessment modelling framework of CIRP. Thus, when
a “damage circle” (loop) is completed for t=1, this results in the assessment of the five loss indicators.
These indicators express the severity of damage for the five damage types which reveals the direct
consequences caused by the hazard event on the each single CI asset. Subsequently and having taken into
account the interconnections between the assets, another damage circle is repeated for the time step t = 2.
From the completion of this second time step the operational damage is re - estimated now on the network
level. For each time step and the corresponding damage circle the damage indicators are re - evaluated for
all five damage types revealing the charge of damage on the asset or network level. New modified
characteristics of the assets and networks are applied derived from the reduction in service levels (Figure
3). After the completion of all the time steps connected with the corresponding damage circles, the final
damage assessment is calculated for these five damage types. For comprehension reasons, an illustrative
work example is given in Annex A. The asset behaviour and performance can be influenced due to two basic
and wide types of damages (Figure 3): the structural damage and the operational damage. Both can be
expressed through several types of damage functions (fragility/vulnerability equations, vulnerability
tabulated values and/or vulnerability indices) which signify the reduction from the normal condition and
reveal changes in CI asset due to a specific type of hazard and according to the intensity level.
HAZARD

Intensity and
probability

HAZARD POTENTIAL

Physical
damage on
asset level

Functional
damage on
asset &
network level

Service flow
reduction

RISK

IMPACTS
Figure 3: The EU-CIRCLE generic methodology for CI damage and risk assessment
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Annex B contains a more detailed schematic overview of the EU-CIRCLE damage estimation process.
1.3

EU-CIRCLE holistic impact analysis

The holistic impact analysis follows the damage assessment of assets and networks and is linked to the
asset capacity reduction assessment. It aggregates all direct and indirect impacts for each time step and
type of hazard. It takes as input the results of the damage assessment, network analysis and other relevant
information from the structural and operational damage analysis. The proposed analysis within EU-CIRCLE
attempts to incorporate two conceptually different but highly interrelated types of impacts that clearly
identify the influence of interconnected CI on society and its function. The impacts are classified (as
described in D3.4 EU-CIRCLE consortium, 2016b) into two types (Figure 4):


Direct Impacts related to the operation of the CI: damage to CI assets, CI performance, safety
indices, casualties, economic and financial perspectives, environmental losses and reputation.



Indirect Impacts affecting society as a whole: impact on societal groups, casualties, economic
consequences.



Indirect impacts affecting the environment
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Hazard

Asset Analysis

Network Analysis
Network Simulation

Damage

Physical damage
(Loss, reparation,
replacement)

Physical
damage

Performance

Performance
Casualties/injuries
Operational
damage

Evacuation
Environment

Direct
Damage

Performance

Casualties

Economy

Environment

Reputation

Impact
Indirect
Social

Casualties

Economy

Environment

Figure 4: Workflow of EU-CIRCLE holistic impact analysis
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The EU-CIRCLE damage assessment approach

The following chapter explains different approaches for the estimation of different damage types within
the scope of the EU-CIRCLE framework. The regarded damages are the physical damage, performance
losses, casualties and injuries, evacuation and release of harmful substances. This chapter focuses on
methods to quantitatively and qualitatively measure damages and losses. Due to the inhomogeneity of
existing indices and indicators they are hardly presentable in a consistent form. Indicators vary regarding
their units and scales, according to the considered hazard scenario and different assessment objectives of
the involved stakeholders.
2.1

Physical damage

The EU–CIRCLE approach considers physical damages as the damages to the physical components of CI
assets and networks. In order to be able to implement an assessment of physical damage, a methodology is
applied (Figure 5). It should provide an algorithm in order to measure damage according to qualitative or
quantitative indicators. Thus, existing damage functions may be used or derived. In both cases, under
normal climate conditions the asset preserves its normal physical and operational condition. On the other
hand, when the hazard reaches a certain intensity level, the damage reaches a state ranging from minor to
total damage. In order to consider the different damage states and hence relate the curves to the asset’s
structural type, the damage scale must be calibrated according to a measurable structural response
parameter. Different damage scales exist for the damage assessment regarding several types of hazards.
The description of damage in every performance level is based on existing damage scales.
Several damage scales and methodologies exist for the qualitative or quantitative assessment of damage.
Once the CI network is thoroughly described and the hazard scenario is selected, the analysis is conducted
producing a quantifiable information on how different assets react to different hazards and intensity levels
in different time steps. On the other hand, during the structural design, or the structural assessment of the
performance of an existing asset, all codes and standards, estimate loads (concentrated or distributed
linear and surface forces) or deformations (displacement, rotation, etc.) based on the available climatic
values. Then, the estimated load or deformation is correlated with the development of damage for a
particular structural system. The structural system transfers loads through interconnected elements or
members. The same value of an imposed load would have a different performance for different structural
systems and different materials. In a simplified expression for the safety of the structural design the
equation S ≤ R has to be met, where S is the applied load and R is the resistance or strength of the element,
in. If this equation is not met, the ultimate limit stated or the serviceability limit state connected with the
functionality cannot be covered. Complying with the design criteria, the ultimate limit stated is considered
as the minimum requirement to provide the proper structural safety. To satisfy the serviceability limit state
criterion, a structure must remain functional for its intended use.
Hazard - Damage
Hazard
Assessment

Damage
Assessment

Hazard → Load - Damage

Figure 5: typical steps for hazard assessment
In order to quantitatively calibrate damage, a descriptive information in terms of structural or nonstructural indices is needed. Thus, from the extent and the severity (type of the developed damage) of
structural and non-structural damage, the entire damage level for the asset will be estimated. In addition,
the severity of damage is connected with the type of the developed damage of structural and nonGrant Agreement 653824
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structural damage (position, type, width of cracks, drifts, joint damages, bar buckling, failure of infills,
failure of beams and columns, partial collapse etc.). The extent and severity of damage are both dependent
on the structural type of the asset and the type and intensity of hazard. The correlation between the
severities of any type of hazard - provoking damage in a CI asset could be expressed with different existing
mathematical formulae. Physical damages can be estimated through qualitative or quantitative indicators
designated in the y-axis:
1. Percentage of damage varying from none (0%) to total (100%) damage. This refers to a quantitative
categorisation of damage. Existing mathematical forms correlate the severity of hazards to the level
of the developed damages.
2. Numeric values (a quantity expressed in a unit)
3. Logic values (description of damage)
4. Categorical values (damage state calibration or damage grading)
5. Binary values (Yes/No or 0 - 1)

2.2

Loss of performance

The loss of performance of CI assets is estimated as the percentage of loss of the asset’s normal level of
performance. The loss of performance, in the same way as the physical damage, could also be estimated
through different parameters designated in the y-axis: as a percentage of damage either through
qualitative indicators or quantitative indicators varying from none (0%) to total (100%) damage or as
numeric, logic, categorical or binary values. In a normal situation, where the demand on infrastructure
services is less than the coping capacity, the infrastructure facility properly functions. Once the demand
exceeds the capacity of the infrastructure facility, the excess of the demand triggers alterations of its
operational pattern in order to accommodate the demand. If the infrastructure facility fails to do so
functional stress will begin to affect the operational dynamics of the facility, resulting in unacceptable
service for communities. Choi et al., 2017 propose a methodology defining the functional stress of an
infrastructure as demand during the unit time, while the strain as the rate at which the capacity of an
infrastructure is used in response to the applied stress. In general, indicators for CI performance can be
categorised according to the level in the hierarchy of the infrastructure to which they refer. For all
indicators, two properties are indicated, each of them with two possible values:


Connectivity/capacitive modelling



Deterministic/probabilistic modelling

The first property signifies whether the indicator is able to capture the system performance only focusing
on connectivity or accounting for the actual power flows in the network. If the indicator is deterministic, its
value can be computed within a single run of a simulation (e.g. Monte Carlo method). A probabilistic
indicator, on the other hand, can be computed only when the results of two or more runs of a simulation
are available, thus accounting for the uncertainty modelling. Common existing performance indicators are
(Pinto et al., 2011):


Connectivity loss



Power loss,



Impact factor on the population



System serviceability index.
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Casualties and injuries

Casualties and injuries are associated to losses due to damages to the CI assets. Such damages comprise
fatalities and injuries to employees of the CI and also to those using the infrastructure at the time of the
extreme event. The loss from casualties and injuries could be assessed (Table 1) by the numeric value of the
affected people or in a more simple format by categorical (casualties-injuries), logic (Yes or No) or binary (0
or 1) values.
Table 1: different types of loss of casualties/injuries
X-axis

Severity of Hazard
Numeric Value

Y-axis

Categorical Value
Logic Value (Yes or No)
Binary Value (0 or 1)

The human loss framework proposed in Groeve et al., 2013 is considered as a possible model for
harmonisation of human loss indicators. Other frameworks, such as the one proposed in IRDR (2015) can
also be used as a standard. The human loss framework developed by Groeve et al., 2013 shows a
breakdown based on directly and indirectly affected people, deaths and people missing. The human loss
data framework (Table 2) is based on people directly and indirectly affected. A similar approach has been
used in ECLAC and adopted in the JRC publication on loss data (Groeve et al., 2014). Directly affected
people suffer the disaster’s direct effects immediately after the disaster and are always within the affected
area. Indirectly affected people suffer indirect effects of the disaster and can be within or outside the
affected area, which divides them into secondary and tertiary level of indirectly affected people. The
directly affected people are a subset of exposed people (people living in the affected area). The impact on
this group includes fatalities, people in need and impaired (Groeve et al., 2014). It is possible to further
establish three groups of directly affected people as follows:
Fatalities: Mortality= killed + missing


Killed: Corresponds to the number of people who died during the disaster, or sometimes after, as a
direct result of the disaster.



Missing: Number of persons whose whereabouts as from the effects of the disaster are unknown. It
includes people presumed dead without physical evidence. Data on dead and missing persons are
mutually exclusive.

People in need: injured + evacuated + isolated


Injured: People that exhibit physical evidence of being in need of immediate medical assistance as a
direct result of the disaster.



Evacuated: People that are temporarily removed from a place of danger in the area where the
disaster occurred to a safer place. Breaking down this field is related to the management of
different disaster phases.



Relocated: People that moved to live in another location permanently.



Permanently homeless: People whose homes are destroyed.



Temporarily homeless: People whose homes are damaged and need repair.



Isolated: People that suffer physical damage of infrastructure which threatens their basic livelihood
conditions (limited access to water, food, electricity…) but they have not been evacuated.
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Impaired: Number of persons whose individual or collective property and/or services have suffered serious
damage directly associated to the event.


People that suffered impacts on their physical integrity: Killed + Missing + Injured



People that suffered impacts on their livelihood: Evacuated + Isolated + Impaired

Note, that the people in first group may also suffer impact on livelihood. To ensure mutually exclusive
definitions, it is recommended to count them in the first group using the rule of priority of needs (e.g. the
need of medical assistance is prioritised over the need of shelter) (Groeve et al., 2014). As it has been
mentioned, the loss could be estimated from the number of the casualties. With increasing hazard
intensity, the loss due to casualties increases depending on occupancy class, time of the day, population
density, duration and severity of the hazard, structural type etc. Several approaches for the assessment of
losses from casualties are proposed:
1. Janssens et al. (2011) estimate fatalities using following approaches:


Willingness to pay (WTP) or willingness to accept (WTA) approaches



Value of a statistical life



Money spent on government programs per life saved



Insured Value



Earnings lost due to premature death



Life Quality Index



Injuries



Psychological damage

2. The HAZUS MH flood model (Department of Homeland Security FEMA, 2013a) distinguishes three
types of flood casualties:


Casualties that occur in the floodwaters: these casualties would be evaluated in aggregate at the
community level.



Casualties that occur within buildings: these casualties would be evaluated for two time frames:
during the flooding, and during flood clean up.



Rain-related motor vehicle casualties: in addition to the casualties that occur in the floodwaters,
rain-related motor vehicle accident injuries and deaths are quantifiable.
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Table 2: Human loss indicators (Department of Homeland Security FEMA, 2013a)
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Evacuation

The evacuation need of the CI assets is considered either as a result from any of the other four types of
damages or even after the notification and the identification of the hazard itself. Furthermore, opposite to
other types of damage, a hazard can also be directly linked with the evacuation requirements of a CI asset.
The evacuation could be assessed by the logic (Yes or No) or binary (0 or 1) values (Table 3).

Table 3: Different types of loss of evacuation
X-axis

Severity of Hazard
Logic Value (Yes or No)

Y-axis

Binary Value (0 or 1)

2.5 Release of harmful substances
The release of harmful substances in CI assets refers to pollutants affecting local air quality (NOx, SOx, CO,
PM of various dimensions including fire smoke), greenhouse gases, hazardous materials and toxics. In case
a release is part of the accident sequence, a particle dispersion model will be applied linked to conditions
(temperature, winds, rain, etc.) during the simulation of the scenario. In addition, it could be assessed in a
simpler manner by a logic or binary value (Table 4). Once the amount of the material is quantified, a
dispersion model (from the simplest Gaussian one and towards more complex models) could be applied to
define the impacted area. Environmental effects can be expressed in terms of the size of the impacted
area, an indication of severity based on recovery time needed to fully restore the state of the environment
in its previous state and as an indicator of the ecosystem and biodiversity that is at risk. It is a discrete
number and increases with the hazard intensity.

Table 4: Different types of the release of harmful substances
X-axis

Severity of Hazard
Dispersion model temperature

Y-axis

Dispersion model winds
Dispersion model rain
Logic Value (Yes or No)
Binary Value (o or 1)
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Methodological fundamentals
Physical/structural damage assessment methods

Former research primarily focuses on the physical, respectively the structural damages to assets of
different sectors in approaches for the estimation of losses from natural hazards. This is most certainly due
to the comparatively easy presentability of direct damages in monetary terms. Approaches for direct
damage assessment do not reveal a consistent method that is applicable for transnational or even
transcontinental damage estimations. The following chapter provides an overview of several methods for
the estimation of direct damages. Annex C includes further comprehensive explanations on damage and
vulnerability assessment.
Multivariate models
Multivariate models are ex post analyses that use statistical regression analyses as basis for the estimation
of direct damages. They can be referred to as multiple regression analyses (Lequeux and Ciavola, 2011). By
means of these analyses, the multivariate models can take various variables into account and are therefore
convenient for the comprehensive estimation of costs due to natural hazards. For each hazard, particular
and independent variables are correlated to the total losses or costs. This allows predictive assumptions for
damages from potential disasters. Due to the multiplicity of variables, the method is likely to become
exceedingly complex. However, the most important advantage is the aforementioned quantity of regarded
variables, whereby explanations for variance in total estimated damages are apparent from certain
coherences between the influencing factors.
Damage functions
The application of damage functions is an internationally accepted approach for the estimation of
structural damages from natural disasters and appears to be the most popular one applied in current
research. Damage functions characterise the mathematical connection between hazard magnitude and
damage and thereby make up an essential part of the modelling. Damage functions in the literature are
either described as mathematical expressions or illustrated as graphs. The x-axis describes the hazard
severity. Consistent approaches to estimate hazard severities are sparse. Whichever hazards are
considered, all of them are influenced by several factors. Although recent research confirms the multiplicity
of influencing variables, there is often no comprehensive approach for including all factors in the modelling.
Based on the input data at disposal for the modelling, a description of the hazard severity needs to be
formulated. The y-axis represents the estimated damages. They can either be calculated in relative or
absolute figures. Absolute damage functions allocate monetary losses to hazard severity. In contrast,
relative damage functions show damages as proportion of the maximum possible damage. Table 5
contrasts advantages and disadvantages of both function types. The most consensual recommendation is
the use of relative damage functions.

Table 5: advantages and disadvantages of absolute and relative damage functions (confer Merz et al.
(2010))

Relative damages

Absolute damages
(in physical or monetary
Grant Agreement 653824
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Disadvantages

- data on asset values are
usually available
- results are independent from
market value changes

- value estimation is required,
therefore additional uncertainties
can emerge

- no value estimation is required

- regular calibration of asset values is
required
- results are dependent from market
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units)

value changes

There are two approaches for the construction of damage curves. Empirical approaches are based on
damage data collected in retrospect of an event. Information on property types, hazard severity and
damages are collected in surveys. A subsequent regression analysis reveals damage functions for different
asset. Synthetic approaches are based on what-if-analyses, where damages are assumed by experts. The
damage functions are created for standardised assets and can be calibrated considering real recorded
damages. Table 6 summarises advantages and disadvantages of the approaches. Occasionally, different
research approaches introduce thresholds for damage functions. Simply put, CI assets are resilient to
hazard impacts up to a certain severity. Design criteria further influence the resilience of CI assets.
Directives and design criteria define standardised hazardous events, which the assets are expected to
withstand.
Table 6: Advantages and disadvantages of empirical and synthetic flood damage models (confer Merz et al.
(2010))

Empirical
approaches

Synthetic
approaches

Advantages

Disadvantages

- real recorded data is used
- mitigation can be considered
(if required)

- poor quality of data
- uncertainties due to extrapolation
- damage functions only applicable to the same
area or to areas with similar properties

- information can be obtained
for each asset and hazard
- damage functions are
applicable to any area

- regular calibration required
- dependent on market values
- consideration of mitigation not possible

The assessment of direct damages requires the monetary estimation of asset values. These describe the
maximum possible damage defined as cost value, assuming that everything is destroyed. The maximum
damage is either described by the replacement costs or the depreciated costs. Replacement costs tend to
overestimate damages, since they include infrastructure improvements. In general, depreciated values are
recommended for the damage estimation. The CI operators are expected to document and provide the
repair costs alongside other expenses. The damages already existent before the hazardous events distort
the resulting damages. Since the CI operators obtain the damage data, an overestimation of the losses is
often unavoidable. However, if these damage data are not provided, several publications give examples for
infrastructure losses as proportion of the overall costs emerging from a natural hazard. In order to find
damage functions that best represent the considered area, damage functions are either adopted from the
literature or derived from the average between different functions. The application of existing damage
functions to other areas or other hazards turned out to be challenging. Damage functions are usually based
on data of past events and are at least worth considering for an area with comparable properties.
Formulae and equations
Another approach for the estimation of structural damages is their calculation using equations. The
literature does contain calculation approaches for both direct and indirect damages from natural hazards.
Formulae enable the estimation of damages for hypothetical hazardous climatic events. When calculations
are used in the literature, their origin is often unspecified or they are derived from estimations of damages
from other hazards. Dutta et al. (2001) derive a calculation approach for flood losses, applying formulae
used for the estimation of damages from earthquakes. The complexity of the existing equations ranges
from few variables to intricate equations comprising various variables. The unknown origins and complex
operations complicate the applicability of the formulae for specific case studies or other damage
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estimations. Comparatively simple equations can be easily adapted when needed, but might cause
uncertainties due to simplification. The following section compiles formulae for direct damages to CI in
general, including calculations of indirect damages. Since a majority of existing calculation approaches
regards losses from damages and disruptions of specific assets, these formulae are contained in chapters
4.1.2 and 4.2.2.
Alutaibi (2017) provides general equations for the assessment of wildfire damages. The author
distinguishes linear, slow and fast damage growth processes. The linear damage d(T)lin is estimated with
the following approach (Equation 1):

Equation 1: Linear fire damage growth (Alutaibi, 2017)

Furthermore, the slow damage growth is calculated using the square root formula d(T)sqrt (Equation 2):

Equation 2: Slow fire damage growth (Alutaibi, 2017)

Lastly, for the fast damage growth the quadratic function d(T)quad (Equation 3) is used:

Equation 3: Fast fire damage growth (Alutaibi, 2017)

For all formulae, T is the fire duration and Tc is the time for the damage to reach 100 %.
The courses of the different damage functions for the individual damage growth progresses are compared
in Figure 6. Although a linear connectivity is the easiest estimation approach, it does not consider many
influencing factors (e.g. severity measures or material properties). Therefore, a linear function is expected
to have great uncertainties.
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Figure 6: Differences between damage functions showing the levels of damage as a function of the fire
duration (Alutaibi, 2017)
For flood damage estimation, Dutta et al. (2001) adopted a methodology for earthquake damage
assessment. Therein, the system damage to infrastructure is given by Equation 4.

Equation 4: System damage to any component x of a lifeline system(Dutta et al., 2001)
Where nc = total numbers of lifeline component x,
TC = replacement costs for component x,
DRc = total damage ratio [%],
P(dsi) = probability of being in damage state i,
DRi = damage ratio for damage state i and
n = total number of damage states.
The ICPR (2016) comprises damage estimations for direct flood damage to mobile and immobile traffic
appliying Equation 5.

Equation 5: Damage function for mobile and immobile traffic (ICPR, 2016)
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Functional/operational damage assessment methods

The assessment of functional or operational damages depends on the availability of data. Indirect damage
can be distinguished in tangible and intangible damages. Indirect, tangible damage can be expressed in
monetary terms. These damage can be inquired from federal agencies, CI operators, emergency operators,
affected companies and property owners. The expenditures for emergency services, evacuation, securing
infrastructure and cleansing can be considerable and should hence be included in the damage assessment.
In order to include indirect, intangible damages in the holistic damage estimation frameworks, they have to
be measured and transferred into monetary values. This can be implemented by means of diverse existing
approaches. Annex C contains further explanations of methods and models for the assessment of
operational damages.
Business interruption costs
The losses from business interruptions constitute a large proportion of indirect damages caused by natural
hazards. The regarded timespan for the damage assessment is of great importance for the results of the
damage estimation. In the short-time, the business interruptions accrue due to direct damages, such as
destroyed structures and inventory. If the production limitations continue with widespread economic
effects, these losses are understood as indirect losses. The data basis is provided by the affected companies
and businesses. The disruption of business can affect the economy at different scales. The businesses are
concerned with losses of income and profit. Both employers and employees are affected by wage losses or
even lost employment. On a nationwide level, the business interruptions can lead to increase of imports,
associated with decreasing exports as long-term impacts (Green et al., 2011). According to Meyer et al.
(2013), three main approaches are applicable for the assessment of the business interruption costs:


The application of reference values for each sector (e.g. for added value losses or wage losses),



the comparison of the production output between regular years without and years with hazardous
climatic events and



the calculation of losses due to business interruption using a fixed share of direct damages.

Input-Output Model
The input-output models evaluate economic losses associated with changes in demands, supply and prices.
They are applicable for the estimation of indirect, tangible damages. Hence, the methods facilitate the
estimation of losses due to business disruption resulting from shocks like natural disasters (Logar and van
den Bergh, 2011). Input-output models are generally applicable at national or regional level. The
framework is modifiable (e.g. inclusion of specific variables) and extendable. These properties can result in
greater efforts for the application of the method. Input-output models disregard technological changes and
possible substitutions between production inputs. Thus, they may generate excessive estimates of
economic losses due to natural hazards. Any methods for the estimation of indirect, intangible damages are
empirical and make use of one of the following assessment approaches (Meyer et al., 2013):


Stated preference (SP) methods generate hypothetical markets for the surveys. Thereby, the
methods determine the WTP for the protection of the concerned assets or the WTA a certain
compensation in order to renounce the asset.



Revealed preference (RV) methods conduct ex post estimations of the values of particular assets or
goods based on observable behaviour on the market. This behaviour reveals indication of WTP for
asset protection or for avoiding its deterioration.

The methods consider the value that individuals derive from direct use or non-use of assets and services.
Non-use values are hard to define. They refer to benefits that individuals (even unknowingly) obtain from
the existence of assets in certain conditions. Markantonis et al. (2011) give a comprehensive overview of
methods for the assessment of intangible costs from natural hazards. The following section provides an
introduction to the existing methods for the estimation of intangible data.
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Hedonic pricing method
This method for the assessment of intangible damages is based on RP. The objective is the estimation of
the impact that the environment implies on market values for assets (Green et al., 2011). The hedonic
pricing method solely estimates use values. The value of the asset is considered to be a function dependent
from certain characteristics including the environment. The hedonic pricing method solely estimates use
values. The value of the asset is considered to be a function dependent from certain characteristics
including the environment. For instance, the value of a house surrounded by nature is expected to be
higher than the value of a house in urban environment (Logar and van den Bergh, 2011). The market price
represents the value attached to the asset by the customers and thereby reveals their WTP. The main
advantage of hedonic pricing methods is the use of observable, and mostly readily available data from
actual behaviour. On the other hand, the detection of environmental influences on asset prices can be
difficult. Further, the correlations between prices and value measures are conducted in complex
procedures and are occasionally unattainable (Markantonis et al., 2011). Since the hedonic pricing method
is an ex post valuation, it is less suitable for predictive damage estimations.
Travel cost method
This method is based on RP. It measures the values that people associate with sites (e.g. forests, parks), to
which they travel. The costs paid by a person reflects the value of said places, underlying the conformance
of time and travel expenses with the price of access to the destination (Green et al., 2011). Based on the
numbers of journeys for different travel costs, the WTP is estimated (Lequeux and Ciavola, 2011). Hence,
the operational costs of natural hazards cause changes in the quality of the site and the access
expenditures, which in turn reveal the WTP. The travel cost method can moreover be applied in order to
estimate costs resulting from qualitative changes of places and both elimination of specific sites and
installation of new ones. Travel cost methods are based on observable and readily available data from
behaviour or choices and are comparatively affordable. The method is only applicable as ex post
assessment in a local scale. It is not suitable for the measurement of non-use values (Markantonis et al.,
2011).
Replacement cost method
This method is based on RP. The approach is geared towards the estimation of costs for man-made
substitute products providing the same service as the regarded system (Green et al., 2011). The economic
value of the system derives from the prices for its substitute. The results depend on the possibility of
finding perfect substitutes for the services (Markantonis et al., 2011). The replacement cost method is an
inexpensive approach based on observable data from actual behaviour and choices on the market. It is an
ex post evaluation and does not cover non-use values. Just as the previously described travel cost method,
this method is limited to the assessment of a local situation. Replacement costs can only constitute a valid
measure of economic value if certain conditions, respectively standards are met (e.g. ensuring a certain
level of water quality). The method does not capture the full losses from environmental degradation and
therefore provides lower bound WTP, if the afore-mentioned assumptions are met. The replacement cost
method is an inexpensive approach based on observable data from actual behaviour and choices on the
market. It is an ex post evaluation and does not cover non-use values. Similar to the previously described
travel cost method, this method is limited to the assessment of a local situation. Replacement costs can
only constitute a valid measure of economic value if certain conditions, respectively standards are met (e.g.
ensuring a certain level of water quality). The method does not capture the full losses from environmental
degradation and therefore provides lower bound WTP, if the afore-mentioned assumptions are met.
Production Function approach
This method is based on RP. It evaluates non-market goods and services that act as input to the production
of market goods (Green et al., 2011). The production function approach relates the output of particular
marketed goods and services (e.g. agricultural production) to the inputs required for their production and
intangible goods (e.g. air quality or water quality). These inputs include goods like labour, capital and land.
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In the context of hazardous events, the production function method is used for the cost assessment of
assets which have value for the production of market goods and are influenced by natural hazards. The
production function approach is firmly grounded in the microeconomics and bases on observable data
provided by companies. It does not measure non-use values and is conducted as ex post evaluation. The
method is said to underestimate the WTP (Markantonis et al., 2011). In comparison with other functional
damage assessment approaches, this method is relatively expensive.
Cost of illness approach
This method is based on RP. The health costs due to natural hazards result from the estimation of medical
costs for treating illnesses or injuries and losses of income due to the recovery from illnesses (Green et al.,
2011). These are the most easily measured health impacts. Health expenditures are referred to as direct
cost of illness, respectively injuries, while forgone earnings are understood as indirect costs. The direct
costs measure the opportunity costs for resources needed to treat a particular illness or injury, whereas the
indirect costs measure the value of resources lost due to a particular illness or injury (Markantonis et al.,
2011). The approach is an ex post evaluation limited to the assessment for the currently regarded situation.
It is comparatively inexpensive. The main advantage of the cost of illness approach is the underestimation
of the WTP due to the omission of costs for averting illnesses or injury.
Contingent valuation method
This method is based on SP. It enables the estimation of intangible values like economic values of
ecosystem services and environmental goods. People are ascribed to have preferences related to all kinds
of goods, including intangible ones (Markantonis et al., 2011) By means of questionnaires the participants
are asked, for instance, to state the amount of money they would agree to pay in order to either support a
given increment or to prevent a given decrement of particular goods or assets. According to the scope of
the survey, either WTA or WTP can be derived (Green et al., 2011). The monetary estimation of the
economic values of intangible goods is conducted by receiving responses to hypothetical questions about
hypothetical market situations. The contingent valuation method can measure both use and non-use
values. The cost estimation does not require data from observable behaviour. The method is applicable as
both ex ante and ex post valuation. Although the technique is not difficult, the need for a thorough survey
development and testing often results in great expenditures (Markantonis et al., 2011). The contingent
valuation method is subject to various biases originating from the survey framework, e.g. interviewing
biases, non-response biases, yea-saying biases etc. The method is controversial for non-use value
estimations (Meyer et al., 2013). Nevertheless, the contingent valuation approach has been the most
commonly applied method for the assessment of intangible goods and services. In recent times the choice
modelling, explained in the following paragraph, has gained more popularity in this field of research (Meyer
et al., 2013).
Choice modelling method
This method is based on SP. The approach is grounded on discrete choice econometric models
(Markantonis et al., 2011). It avoids asking questions about the WTP directly to the survey participants.
Instead, small sets of choice possibilities with different attributes are presented to the respondents. By
choosing a choice set, they also specify a payment amount, tantamount to the WTP or WTA (Green et al.,
2011). The respondents are assumed to have perfect differentiation capabilities and the interviewer is
ascribed to have limited information access (Markantonis et al., 2011). Thus, the choice modelling method
regards uncertainty to a certain extent. The method can measure use values as well as non-use values. The
values of specific resources are determinable without the need for observable market behaviour. The
choice modelling method can be applied for both ex ante and ex post valuation and eliminates several
biases due to the preparation of choice sets. The difficult technique and the need for thorough survey
development and testing generate high costs for the method application (Markantonis et al., 2011).
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Life satisfaction analysis
This method is based on SP. It facilitates the evaluation of intangible goods (e.g. health and environmental
assets), influenced by natural hazards. Individuals evaluate their well-being, life satisfaction and happiness
(Logar and van den Bergh, 2011). The assessment of the economic values is conducted regarding these
answers (Green et al., 2011). The model correlates the value of goods with the subjective well-being and
happiness of the respondents. The life satisfaction analysis can be implemented in two ways (Markantonis
et al., 2011). The first approach requires the derivation of an indirect utility function concerning income and
other arguments of one representative individual. By means of empirical analyses, micro-economic
happiness functions are contrivable. The utility for the individuals is approximated regarding the reported
life satisfaction. The variables of this utility function involve income, sociodemographic properties and
societal and economic conditions. The alternative approach analyses aggregated data by means of simple
generic analyses, which reveal average happiness levels. The happiness levels are treated as the dependent
variable, whereas the economic, social and institutional indicators are the explanatory variables. Since the
life satisfaction analysis is not based on observed behaviour, the assumptions are less restrictive. The
method enables the measurement of both use and non-use values. The respondents are not asked to
directly value the regarded goods, but to evaluate their general life satisfaction. This can be allocated to the
specific assets. The life satisfaction analysis is subject to various biases originating from the survey
framework (Markantonis et al., 2011).
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The EU-CIRCLE inventory of damage and impact assessment approaches

4.1
4.1.1

Physical/structural damage assessment
Energy sector

Climate change and extreme weather events pose major challenges to the energy sector. Understanding
and identifying how these changes affect the industry is vital to ensure and improve safety, reliability and
security. The energy sector covers a wide set of applications from plants for extraction of oil, gas and coal
to systems for electricity production, technologies exploiting renewable sources and district heating
systems (DHS). Each of these applications includes several assets (e.g. oil and gas offshore and onshore
facilities, tanker trucks, coal mining facilities, power plants etc.). Therefore, it is comprehensible that a
detailed assessment of physical damage cannot be performed. Some scholars devoted efforts to the
analysis of process equipment response to the impact of natural events that are herein considered as
significant climate hazards. For the sake of exemplification, damage levels to and failure modes of
equipment involved in natural-technological (NATECH) accidents triggered by the impact of flood events
and lightning were investigated in the work by Cozzani et al. (2010) and Renni et al. (2010) respectively
through the analysis of industrial accident databases. The main findings of these studies are summarised in
Annex D. Some damage and vulnerability assessment studies at equipment level are also retrievable in the
literature. In fact, vulnerability models (i.e. equipment response behaviour analysis and critical condition
identification up to the estimation of equipment damage probability) with respect to flood events have
been developed for atmospheric vertical tanks (Khakzad and van Gelder, 2018; Landucci et al., 2012) and
horizontal cylindrical vessels (Landucci et al., 2014).
Oil and gas
The oil and gas sector is extremely complex and interlinked and extreme weather conditions are likely to
lead to domino effects with severe consequences on assets and consequently on the safety of people and
environment. Obviously, challenges for the oil and gas sector in addressing climate issues vary depending
on the facility location. For instance, increased coastal flooding, storm surges, rising sea-levels, ground
subsidence and erosion pose increasing risks for all facilities installed on coastal areas (e.g. the major
installation in the Niger Delta). Furthermore, US offshore production and all facilities in the Gulf of Mexico
area are more and more exposed to tropical storms and cyclones. The Saffir–Simpson hurricane scale
relates wind speed to damages produced by the hurricane, as reported in the following Table 7.

Table 7: The Saffir-Simpson hurricane scale (Kaiser, 2008)
Scale number (category)

Sustained winds (mph)

Damage

Examples

0

39 – 73

Minimal

Tropical storms

1

74 – 95

Minimal

Florence, Charley

2

96 – 100

Moderate

Kate, Bob

3

111 – 130

Extensive

Alicia, Emily

4

131 – 155

Extensive

Andrew, Hugo, Lili

5

> 155

Catastrophic

Camille, Katrina
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Cruz (2010) quantified impacts from hurricanes Katrina and Rita on oil and gas industry as follows:


2000/3000 platforms affected



163 oil and gas offshore platforms completely destroyed



Hundreds of miles of oil and gas pipelines were displaced or broken (inland and offshore)

Extreme ambient temperatures can lead to oil and gas asset damages as well. While a high ambient
temperature mainly leads to a decrease of efficiency and performance of oil and gas plants, cold weather
can produce threats to the integrity of distribution pipeline systems. According to Rosenfeld (2015), “the
Pipeline Hazardous Material Safety Administration (PHMSA) has collected failure data for natural gas
distribution pipeline operations in the United States” (Rosenfeld, 2015). The reports concern different
causes for system failures (e.g. landslides, lightning, heavy rains and severe weather conditions). Figure 7
shows the causes of 129 recorded failures of distribution pipelines due to cold weather. Of these incidents,
the most frequently cited one was frost heave, followed by failures due to snow or ice movement.

Figure 7: PHMSA failure data for distribution pipelines due to cold weather (Rosenfeld, 2015)

To sum up, even though through a literature review it is impossible to come up with a defined damage
function for oil and gas facilities due to environment-related events, the correlation between extreme
weather conditions and asset damages is evident. This conclusion is supported by BDO USA (2016) which
confirms that among top 20 risk factors cited by the 100 largest publicly traded U.S. E&P companies is
included “disruptions due to natural disasters and unexpected weather conditions” (BDO USA, 2016).
Electricity
Kenward and Raja (2014) analysed “28 years of power outage data, supplied to the federal government and
the North American Electric Reliability Corporation utilities” (Kenward and Raja, 2014). The findings are
described in Annex F. Most of the outages “result from damage to large transmission lines or substations,
as opposed to the smaller residential distribution network” (Kenward and Raja, 2014). Actually, extreme
weather events, especially strong wind, can damage power lines. Standards can be amended to implement
appropriate adaptation measures, including re-routing lines away from high-risk areas. The annual numbers
of reported weather-related power outages in the U.S. is increasing in the recent years due to climate
change (refer to Figure 8).
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Figure 8: Annual number of reported weather –related and non-weather related power outages in the US,
1984-2012 (Kenward and Raja, 2014)

Budnitz (1984) examines the resistance of power plants to wind pressure. According to the analysis,
concrete structures and buildings appear to be more resistant to wind pressure than metal structures.
According to Bailey and Levitan (2007), the damage to power plant assets from storm and hurricanes
include (partial) collapse of cooling towers or utility poles or the exfoliation of insulation. However, neither
structural thresholds nor damage functions exist in the literature. “Increasing wind speeds can also have a
minor positive effect on overhead lines. Moderate winds remain below damage levels, stronger winds help
cool overhead lines by increasing heat convection. Lines can then carry a larger electric load while staying
within temperature limits (usually 80°C). Additional capacity can reach a pus of 20 percent for each m/s
increase in wind speed” (European Commission, 2011). Strong winds, exceeding wind speeds of 100km/h
can cause the collapse of electric wires and other electricity distribution components (Contreras-Lisperguer
and Cuba, 2008). Wind can cause lines to “gallop”. Damage caused by galloping is not primarily due to ice
loading itself, but due to the aerodynamic forces imposed on the structures and cables due to the wind
acting on the deformed shape of the conductor (NEI Electric Power Engineering, 2009). It is thought that in
addition to some ice being present, wind speeds greater than 15 mph at a minimum angle of 45° to the line
direction are needed to produce galloping (Rowbottom, 1981). Under strong winds with speeds over
100km/h or more, the components of overhead distribution substations can easily collapse (ContrerasLisperguer and Cuba, 2008). “For most short poles, the theoretical point of maximum stress will occur at or
below the ground line. However, if most of the wires are attached near the top of a taller pole, the
maximum stress point can be above ground line. As the location of the wire attachments spreads down
from the top of taller poles, the maximum stress point moves toward the ground line” (Engel et al., 2007).
Figure 9 shows wind fragility curves for transmission lines and towers according to Espinoza et al. (2016).
Wind speeds at 75 m/s might be strong enough to cause collapses of the lines, while several types of steel
towers can withstand no more than 150 m/s. After the wind speed exceeds 25 m/s, electricity generation is
cut-out (Sieber, 2013). Further wind damage functions from Dunn et al. (2015) and López López et al.
(2009) are included in Annex E.
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Lines and towers’ wind fragility curves
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Figure 9: Lines and towers’ wind fragility curves (Espinoza et al., 2016)

Percentage of damage (%)

Power plant sites are usually equipped with drainage, wherefore precipitation may not cause large
disruptions in electricity production. Nevertheless, the infrastructure of a thermal power plant (TPP) might
be affected concerning its function as well as the accessibility of the site (Sieber, 2013). According to the
FEMA approach (Department of Homeland Security FEMA, 2013a), a high vulnerability is considered due to
flooding (see Figure 10). On the other hand, coastal flooding impacts pose a high risk to energy
infrastructure located in coastal areas. Additional damage to cabling and incidental damage to transformers
and switchgear can occur. On the other hand, coastal flooding impacts possess a high risk of inundation to
energy infrastructure located in coastal areas (Azevedo de Almeida and Mostafavi, 2016).
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Figure 10: Percent Damage by depth of flooding, assuming electrical switch gear is located 1m above grade
according to HAZUS approach (Department of Homeland Security FEMA, 2013a)
The most severe threat for overhead lines comes from the wet soil of foundation factor that, especially due
to windy circumstances, might lead to collapse of some wooden poles.
An electric power substation is associated with the distribution system and the primary feeders for supply
to residential, commercial, and industrial loads. Distribution substations transform electricity to the supply
voltage for homes. For that event distribution substations might be places in a basement level or mounted
in overhead poles. Floods may result in inundation, with varying extent depending on local conditions.
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Inundation can result in up to 100% loss of supply locally (European Commission, 2011). Figure 11 depicts
the damage from flooding when the distribution asset is placed at basement level (Department of
Homeland Security FEMA, 2013a). Damage to insulators, transformers, surge arresters and circuit breakers
might arise. An indirect impact of extreme precipitation is the high humidity of the substations resulting in
water intrusion into the substation and cable trenches (Byrne, 2014). Alternatively, in case of substations
mounted on wood or concrete pylons with overhead lines, potential floods may cause the damage to the
foundations of the towers resulting in their collapse.
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Figure 11: Percent Damage by depth of flooding, assuming electrical switch gear is located 1m above grade
according to HAZUS approach (Department of Homeland Security FEMA, 2013a)

Underground cables can improve the reliability of the electric power system by minimising damage to the
system from due to high winds, ice and snow storms and falling trees. Benefits from a policy of
undergrounding of electricity networks in Europe are described in European Commission (2003). However,
they are vulnerable to floods, as they can be optionally damaged when flooding causes ground to subside.
The threshold for cable breakage varies with local conditions (European Commission, 2011). Ampacities of
underground cables are impacted by their insulation characteristics, which can be irreversibly damaged due
to excessive conductor temperatures. Underground wires may also be vulnerable to damage due to
saltwater intrusion associated with sea level rise and coastal floods (U.S. Department of Energy, 2016).
Substation equipment includes circuit breakers, instrument transformers, switches, relay panels,
communications panels, marshalling cabinets, and back-up batteries, therefore they can be damaged in
case of flooding. Inundation damage can reach up to 100% loss of supply locally (European Commission,
2011). High and medium voltage substations are more vulnerable to floods because they are mostly
installed outdoors. The damage can reach up to 15%, assuming that the electrical switch gear is located 1m
above grade in the HAZUS approach (Department of Homeland Security FEMA, 2013a) (Figure 12). An
indirect impact of extreme precipitation could be the high humidity of the substations resulting in water
leaks into the substation and water in cable trenches (Byrne, 2014). Flood damage functions for a variety of
assets from the electricity sector are presented in Department of Homeland Security FEMA (2013a).
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Figure 12: Percent Damage by depth of flooding, assuming electrical switch gear is located 1m above grade
according to HAZUS approach (Department of Homeland Security FEMA, 2013a)
In general, TPPs highly depend on water supply. According to Feeley et al. (2008), electricity generation
through TPPs requires about 100 litres of freshwater per kilowatt-hour, most of it used for cooling. The
water temperature threshold in the inlet is 30:C. A shortfall in the quality (through chemical or thermal
pollution) and quantity of water has the most important direct impact on TPPs. Overhead power lines are
supported by columns and posts. The so called utility poles carry assets like cables, transformers and street
lighting. The materials used for utility posts are wood, metal or concrete. In an extended drought, any trees
surrounding the distribution network may be weakened and fall (Redding, 2016). With lower height the
towers or poles in distribution networks are more vulnerable to damage by falling trees (Ward, 2013).
However, no relevant damage functions exist in the literature. In an extended drought, a PM10
concentration is possible to occur. When PM10 exceeds the threshold of 50 μg/m3 then extra high voltage
lines should be shut down for precautions and safety reasons. With regard to underground cables, the
expected increase in soil temperature may not be as high as in the air. However, temperature drain is an
essential parameter for the loading of the line. Droughts might limit the ground moisture, increasing local
temperature and as a result to reduce the capacity of underground cables. A decrease in soil moisture
lowers its electrical conductivity, while increasing the grounding resistance of the substation or other
equipment. Drought due to changing precipitation patterns or increasing evaporation may cause soil
around underground cables to dry out. Such ‘moisture migration’ occurs automatically as heat dissipated
by the cables causes water to move away from the surrounding soil. This lowers the conductivity of the
cable, and thereby the carrying capacity. The cable rating can drop by up to 29 percent if the soil around it
dries out thoroughly. This starts when the surface temperature of the cable reaches around 55°C,
depending on soil conditions. Ambient air temperature must rise above 30 - 35°C for this to happen
(European Commission, 2011).
In case of individual hailstones around 15 mm or more in diameter, overhead lines might collapse (Yu et al.,
2009). According to the European Standards (2005), high voltage lines are designed to hold loads over 1 kg
per 1 m of a line. Heavy wet snow loads and gusty wind can cause extensive damage to power lines
(Makkonen and Wichura, 2010). Similar heavy, medium and light conditions might potentially occur to
extra high voltage lines. Ice, snow or hail can provoke significant damages to transformers as a part of the
structure assembly, by creating a cascading effect resulting in total collapse of the structure. In case of an
overhead transformer mounted on poles the similar to distribution lines heavy, medium and light
conditions might occur. “If the extreme cold temperature occurs long enough and heat supply is not
restored, there is a risk that water freezes within [...] pipelines. Thus, pipes that are from metal can be torn
apart by expansion of density when water crystallises. For this reason, the effect of investment in faster
recovery is introduced in this study and calculation of case with double financial investment in recovery
measures is made” (Feofilovs and Romagnoli, 2017).
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Transmission lines often run through pasturelands and woodlands, what makes them especially vulnerable
to wildfires. In order to map structural damages to transmission towers, the derivation of damage functions
for the asset is necessary. Transmission towers can be designed using different materials. Here the focus is
set on steel transmission towers. Those are generally very tall metal structures that employ an open lattice
work. Damages to transmission towers have been sparsely discussed in the literature. The measurement of
wildfire severity is complicated, since corresponding frameworks or approaches are non-existent. Potential
severity measures include, among others, the peak temperature, fuel load, heat release rate, etc. Steel
transmission towers are often alloyed with zinc to prevent corrosion. The behaviour of steel influenced by
high temperatures is comprehensively examined in the literature. When transmission towers are exposed
to wildfire, different types of damages can occur. Even if the heat is not intense enough to cause structural
damage to steel, it might very well be possible that the galvanising will be damaged or lost completely.
After a wildfire event the transmission tower might still be standing. However, after the zinc layer is
damaged, the steel is subjected to accelerated corrosion. When high temperatures are reached for a
certain duration, structural damages to the materials are likely to occur. These damages are related to loss
of strength, which results in obvious damages like bending of the transmission towers. When steel is
heated it can possibly retain parts of its properties after cooling down so that the transmission towers do
not exhibit outwardly visible structural damages after the fire. Nevertheless, the structure can be damaged
and the load bearing capacities of transmission towers must be verified after a wildfire (Atienza and Elices,
2009). Due to the load that transmission towers need to withstand (cables/conductors), a reduction of steel
strength to a certain extent may lead to material failure. The forthcoming deliverable D 3.2 report of
climate related critical event parameters profoundly examines the thresholds for steel transmission towers.
Considerations about the form of wildfire damage functions in the literature are sparse and not very
precise. González-Cabán (2013) specify the general form of wildfire damage functions as neither linear nor
smooth, but rather staged. Alutaibi (2017) suggests idealised courses of damage functions distinguished by
linear, slow and fast damage growth. Figure 13 (left) contains the derived damage function for a steel
transmission tower that is directly affected by wildfire. A rather fast increase of damage is expected until a
temperature of 500 – 600 °C is reached. Typically, this temperatures are rapidly exceeded during a wildfire.
The steel components of transmission towers are not very thick and even thinner upwards. In order to find
sampling points for the damage functions, a fire duration of 30 minutes is assumed for the point of material
failure. At this point bending of the towers due to the load begins. In this case, the transmission tower
needs to be exchanged, which is tantamount to maximum damage. The melting point of zinc is reached at
420 °C (Smith, 2014). At this point damage to the galvanising increases with consequences for the corrosion
prevention after the fire. This temperature is supposed to be reached after 10 minutes of fire exposure.
Given the fact that transmission towers are often built in open swathes (without high vegetation), they are
usually not directly affected by wildfire. So called vegetation management specifications determine how far
the vegetation is allowed to grow without endangering the transmission system. The greater the distance
between the vegetation and the transmission tower, the more the heat affecting the transmission towers is
reduced. The determination of the behaviour of steel transmission towers under varied temperature
influence is difficult. The modelling needs to involve heat flux in order to ascertain the temperatures which
the transmission towers are exposed to. Furthermore, knowledge about the width of the swathes is
required to take the distance between towers and burning foliage into account. Figure 13 (right) depicts the
attempt for the estimation of a damage function for steel transmission towers exposed to medium wildfire
impacts. The damages are distinguished according to their influence on the asset. During high exposure the
transmission tower is directly affected by the flames. A medium exposure occurs when the height of the
vegetation in close vicinity of the tower is low and big trees are located at some distance. The maximum
damage is reached after a fire duration of 70 minutes. Damages to the galvanising is expected to occur
after 40 minutes. Basically, the function is the shifted damage function for high exposure. According to this
simple procedure different damage function can be estimated for different exposures. An example for the
calculation of fire damage to steel transmission towers is included in Annex G.
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Figure 13: Wildfire damage function for steel transmission towers directly affected by wildfire (left), wildfire
damage function for steel transmission towers affected by wildfire of medium exposure (right)
Coal
Due to the wide geographic distribution of mining operations, climate change, including temperature and
precipitation shifts, as well as more frequent and severe extreme weather events, will have complex
impacts on the sector. Focusing on assets, extreme climactic conditions could affect the stability and
effectiveness of infrastructure and equipment. For instance, more frequent and intense natural disasters
may damage mine, transportation, and energy infrastructure and equipment which in turn will disrupt
construction and operations. Heavy rain and increased erosion may affect slope stability near opencast
mines, and rising sea level may make coastal facilities harder to access. Hotter and drier conditions may
increase wildfires and threaten facilities. Flooding from increased rainfall in some areas can interrupt
production and may necessitate additional controls to enhance water treatment capacity. From a
preliminary literature review, it is not possible to define a damage function for coal mining activities due to
environment-related events. Nevertheless, this topic is gaining importance and needs to be continuously
monitored for potential updates.
Renewables
Considering that renewable systems exploits environment phenomena, extreme weather conditions are
likely to negatively affect this kind of installations.
Main sources of damages are:


Wind: high winds and storms can damage structures of all renewable energy equipment, e.g.
foundations, towers and blades of wind turbines. Damages can also be caused by external sources,
such as trees affected by extreme winds.



Flood: flooding could result in water ingress into transformer and inverter housings together with
site buildings. For instance, hydro facilities are particularly susceptible to flood damage. Whilst the
turbine is designed to be submerged, the associated transformer and electrical equipment is not.



Hail: hail stones over two inches in size can cause serious damage to renewable energy facilities
and particulary PV panels. Typically hail storms of this magnitude occur in locations such as the
central states of the USA (Nebraska, Kansas, Oklahoma and parts of New Mexico). In recent years
various regions all over the world also experienced hail stones from the size of tennis balls.



Lightning: structures such as wind turbines and steel framed buildings are at high risk from being
damaged by lightning. Lightning strikes to wind turbines usually affect the rotor blades and
bearings.
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Transport sector

The following presented damage functions were found during the literature review and transferred into a
unified design in order to ensure comparability. The ICPER (2003) developed a damage function, which is
illustrated in Figure 14 (left). Vanneuville et al. (2006) provided the damage function from the Damage
Scanner (see Figure 14 (right)). When choosing a damage function, it is important to consider that the slope
of the applied function decisively determines the modelling results. If the damage functions found in the
literature are inapplicable or too imprecise for the modelling, formulae for direct damage calculation can
serve as alternative for structural damage calculation. Examples for such formulae are provided in chapter
4.2.2.
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Figure 14: Flood damage function for infrastructure (ICPER, 2003) (left), flood damage function for
infrastructure from Damage Scanner (Vanneuville et al., 2006) (right)

Roads and railways
Noticeably, research approaches primarily refer to roads when including infrastructure damages in the
damage assessment frameworks. Figure 15 contains examples for flood damage functions for roads.
Further damage functions are provided in several other publications. Since different road types (e.g.
highways, secondary roads and roundabouts) hold different utilities, qualities, requirements from
standards, etc., they have various values. Considering that, a distinction of road types is reasonable for
micro- and mesoscale modelling approaches. The regarded road types are chosen according to the road
network present in the case study area.
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Figure 15: Flood damage function for roads in Europe (Huizinga et al., 2017) (left), flood damage function
for roads (van der Sande et al., 2003) (right)
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When considering the structural damages to roads, the attached facilities are expected to be as well
damaged due to the hazard. For instance, rest areas are usually located very close to roadways, what
makes them dependent on the state of the adjacent road. The same holds true for all safety related
systems (e.g. fire detectors, hard shoulders, retaining systems, safety devices etc.) installed close to the
road system. Suchlike damages are probably contained in the costs that operators provide for maximum
damage of roadways, bridges etc. The damages to the facilities do not conform to the road damages.
Different materials, power demand, installation height and other properties lead to different levels of
resilience and vulnerability. Vanneuville et al. (2006) developed flood damage functions for industry, where
the damages are estimated based on the surface of the case study area. The authors apply the function to
gasoline stations, airports and train stations, disregarding the structural and operational differences
between these assets. Many references contain joint damage functions for the assets roads and railways.
Figure 16 illustrates the damage functions from Kok et al. (2004) and Vanneuville et al. (2003). Typically, the
maximum damage is reached at five metres inundation depth. The application of a joint damage functions
needs to be considered with caution, since the assets roads and railways exhibit properties and facilities
that can differ in their resilience and performance during hazards. Although some facilities might be alike,
assuming their patterns of damage to be identical is a rough conjecture.
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Figure 16: Flood damage function for roads and railways (Kok et al., 2004) (left), flood damage function for
roads and railways (Vanneuville et al., 2003) (right)
Bridges have been selected as important CI asset for the modelling. The research findings did not reveal
specific damage functions for bridges. It is assumed that the probability of failure due to flooding is very
low for bridges, since they are designed to withstand flood events up to a certain severity. According to this
consideration, the structural damage of bridges due to natural hazards in general depends on bridge type,
technical equipment, structural features and location in the infrastructure network. A differentiation
between steel, concrete, reinforced concrete, timber and stone bridges could be necessary, since different
materials exhibit different behaviour in climatic events. Mostafaei et al. (2014) analysed damage to bridges
based on two cases. They conclude that a collapse, which is tantamount to total damage, occurs in short
time of fire duration when a reinforced concrete bridge is directly affected by the fire. In some countries,
standards or norms determine requirements to avoid bridge collapse due to fire. These standards may vary
for different bridges according to their importance and location in the transport network.

Grant Agreement 653824

PUBLIC

Page 29

EU- CIRCLE

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

Aviation
Kok et al. (2004) developed a flood damage function for airports (see Figure 17). Damage functions which
are adjustable for different assets or equipment do not exist. In recent research, existing damage functions
are applied to aviation assets (e.g. airports) although they originate from other CI sectors or subsectors.
This implies that research has not yet been able to ascertain damages to aviation assets extensively.
Generally, it should be discussed whether it is more reasonable to dissect complex assets such as airports
and to apply several damage functions for different assets like buildings for the building complexes or roads
for the tarmac taxiways and parking spaces. Since huge parts of airports are buildings or building
complexes, damage functions for buildings can be applied.
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Figure 17: Flood damage function for agriculture, recreation and airports (Kok et al., 2004)

Inland waterways
The resilience of the assets and emerging damages can differ broadly, depending on which hazard they are
affected by. Extreme cold snaps can cause comparatively moderate damages to the structure, e.g. due to
frost wedging. Excessive heat leads to damages to facilities if they are e.g. affected by fire. Mostly, the
inland waterway assets are built to withstand floods and water pressure up to a certain severity and are
even used for flood-relief purposes. However, in the case of extreme and long-lasting flood events the
flood protection facilities can fail. Artificial waterways, e.g. canals, have limited capacities, which can be
exceeded if flood discharge installations prove insufficient. During long durations of high water levels,
levees can lose their stability against water pressure due to seepage. If the water rises further until it
overtops a levee, its high velocities can damage the surface. Such damages can lead to breaching, which
causes high costs for replacement and repair and, as a consequence, leads to rapid damage to assets and
goods, which are dependent on the protective function of the levee. The damages to CI assets from floods
increase with higher load of carried debris. Even if an inland waterway is not directly affected by a flood
event, it can still be at risk for flooding due to backwaters from other parts of the waterway network.
Facilities and assets for communication and navigation often consist of electrical components and are
therefore vulnerable to inundation and physical impacts. Earthquakes or other earth movements can cause
major damages to the assets, since a majority of the constructions is partly or completely below or at
ground level. The stability of the structures can be lost even without visible damages. Reservoirs and dams
are also numbered among assets of the inland waterway sector. If these assets are affected by structural
damages, their failure can cause extensive damages. Failure occurs e.g. when spillways and protection
facilities are insufficient during floods and the assets are overburdened or affected by earth movements of
certain severity. Nevertheless, the resilience of dams and other water retention facilities is very high due to
high safety and maintenance standards, so critical damages are likely to occur only during exceedingly
severe events.
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Comparable to the aviation sector, inland waterway assets like ports appear to be very complex. The
components have varying resilience and perform differently during hazardous climatic events. The
characteristics of the direct damages depend on the equipment, size and level of modernity. The assetspecific estimation of damages in the inland waterway subsector is a highly understudied field of research.
So far, profound approaches for the derivation of adaptable damage functions have not been developed. It
is up to discussion, whether it is better practicable to disaggregate complex assets and to conduct the
damage assessment for each segment, applying several specific damage functions.

4.1.3

Water sector

Extreme natural hazards may damage the facilities for water supply and wastewater treatment. The level of
damage often depends on the intensity of hazards and the strength of structures, and other external
factors (e.g. cost to clear the debris or sediment into the water treatment plants brought by floods). Annex
H contains examples for flood events which caused damages to different water and wastewater assets. The
hazard impact to drinking water systems is often accompanied with the damage to wastewater treatment
facilities.
Damage functions for wastewater assets are sparse in the literature, whereby the estimation of direct
damages to specific assets becomes difficult. Some sources contain damage functions for water and
wastewater in general, whose application to specific assets is expected to produce uncertainties in the
damage assessment due to generalisation. Examples for generalised flood damage functions can be found
in Hydrotec Aachen (2002), MURL (2000) and Kutschera (2008). These functions are depicted in Figure 18.
Existing damage functions in the literature often cover both energy and water supply with the same
function.
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Figure 18: Flood damage functions for energy and water supply, adapted from Hydrotec Aachen (2002)
(left) and MURL (2000) (right)

However, the literature contains few damage functions for several assets with different levels of
generalisation. Damage functions for specific assets can be found in Kok et al. (2004) (Figure 19). These
functions are again applicable to both fresh water and wastewater network assets. Further damage
functions can be found in Annex I.
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Figure 19: Damage factor for gas and water mains during flood, adapted from Kok et al. (2004)

4.1.4

Chemical sector

Natural hazards, such as earthquakes, floods, lightning, landslides, etc. that impact chemical installations
can result in loss of containment and cause releases of hazardous - materials, fires and explosions. These
hazards can cause multiple and simultaneous loss of containment events over extended areas, destroy
safety barriers and lifelines, and create a difficult response environment. These NATECH accidents often
have significant social, environmental and economic consequences. For instance, recently, Hurricanes
Harvey and Irma disrupted more than a third of the overall chemical production of the United States
(Kaskey, 2017). The design of new chemical plant or the update of existing ones in order to face extreme
weather is no easy task. Winds and water present numerous challenges for chemical operators. High wind
velocities (>160 km/h) make any small object become a dangerous projectile, capable of causing extreme
damage to both asset and equipment. The Chemical Industries Association carried out 2 surveys of the
effects on chemical businesses from flooding and storms in December 2013 and January 2014. The results
of the surveys show that while serious problems have fortunately been sporadic so far, where they do
happen the consequences and costs can be very significant. So companies cannot afford to be complacent,
and should ensure they are as prepared as they possibly can be to cope with potential disruption (Chemical
Industries Association). Results of these surveys can be summarised as follows:


Small numbers of companies affected so far by flooding from swollen rivers or loss of coastal sea
defences – but where these occur they can be serious, with damage running into several millions of
euros



Some building damage from high winds;



Supply chain disruption, for example when docks have been closed preventing shipping from
delivering raw materials, or roads in some areas have become impassable.

The European Commission (Security Technology Assessment Unit European Commission) summarised a
study on the status of NATECH risk reduction in EU Member States performed by means of a questionnaire
survey. Types of natural hazards that triggered NATECH accidents over the period 1990 – 2009 were
analysed. Figure 20 provides an overview of these events. Lightning, floods and low temperature were the
most common accident triggers. Furthermore, the European Commission (Security Technology Assessment
Unit European Commission) reported a set of accidents involving different kinds of chemical plants due to
extreme-weather conditions. In the following, some examples are reported.
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Figure 20: Natural-event triggers leading to NATECH accidents (Security Technology Assessment Unit
European Commission)
The following paragraph examines the impacts on chemical assets due to various hazards. Examples for
such impacts are explained in Annex J.
Earthquakes cause damages to industrial facilities by direct shaking impact or soil-liquefaction-induced
ground deformations that can affect structures built in susceptible zones. Structural earthquake damage
that does not result in the release of hazardous substances is of no immediate concern for safety, although
the associated economic losses can be significant. The predominant damage modes in this category include
stretching or detachment of bolts, deformation and failure of columns and support structures. Minor to
severe releases during earthquakes can occur due to the failure of flanges and pipe connections, as well as
failed tank shells or roofs, while tank overturning or collapse would inevitably lead to major releases. Heavy
rains and flooding may lead to severe consequences to chemical plants. On several occasions, heavy rain
caused the sinking of tank roofs, thereby exposing the tank contents to the atmosphere. In addition, during
periods of sustained rainfall, sites can flood in case of insufficient water drainage or due to increased
groundwater levels. Heavy rain can also exacerbate the consequences of spills by providing a medium for
the dispersion of the released substances. In some cases, the release may exceed the capacity of the
secondary containment (especially if combined with localised flooding). For this reason, it may be necessary
to consider tertiary measures, e.g., a drain to a contained and enclosed storage location, that prohibit the
release (or contaminated flow) can be from reaching nearby water bodies or draining into public water and
sewage systems. The displacement of equipment is of particular concern in the case of massive flooding
due to flood-induced buoyancy and water drag that can strain or break connections between pipework and
equipment or cause pipelines to rupture. Extremely low temperatures or long spells of intense cold can also
elevate accident risk. Extremely low temperatures may cause freezing and bursting of pipes, in particular
where heating devices cannot generate enough heat to offset the low temperatures. As a consequence,
products in the pipe may contract and cause pipes to burst when melting occurs due to rising pressure. In
case of ice formation, the weight of the ice can also provoke structural damage to equipment and break
pipes.
To sum up, extreme weather conditions can highly damage chemical plant assets. It is not easy to find
damage functions from the literature review, nevertheless statistics and example of this kind of accidents
are widely available.
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ICT sector

ICT operations, logistics and supply chains in a variety of ways can be affected by the impacts of climate
change on the ICT sector either from short-term of extreme events or from chronic trends and climate
change. ICT structures and networks are potentially vulnerable to a number of current and future climate
risks internationally.
For every year, ENISA publish the “Annual Incident Reports” that summarize significant incidents caused by
several roots such as natural phenomena, human errors, malicious attacks, system failures and third-party
failures (see Table 8). In the first category, natural phenomena, incidents related with extreme weather
events mainly heavy wind and heavy snow are reported. Table 8 presents statistics about the reported
incidents for the period from 2011 to 2016. According the ENISA reports, incidents caused by natural
phenomena had the longest recovery time on average per incident (last row of Table 8).
Table 8: ENSA incident reports related with natural phenomena2
2011

2012

2013

2014

2015

2016

% of total incidents caused by 12 %
natural phenomena

6%

14 %

5%

8%

5.1 %

Incidents related with Fixed 18 %
Telephony

0%

38 %

5%

10 %

0%

Incidents related with Mobile 20 %
Telephony

11 %

28 %

11 %

16 %

9.4

Average Duration of Incidents

36 h

54 h

81 h

42 h

30 h

45 h

The ICT sector is mainly constituting from electronic devices. According to Blish and Durrant, the failure
rate of an electrical component increases exponentially with temperature. This phenomenon in
combination with increases in mean temperature could in turn increase the operating temperature of
equipment used in communications networks, causing malfunction or premature failure if this is beyond
design limits. To mitigate this risk and avoid undesired conditions, ICT sector should maintain electronics at
a safe operating temperature. This can be achieved with sufficient circulation of air at ambient temperature
and/or using air conditioning or water cooling systems.
Telecommunications buildings and infrastructure can be at risk from extreme rainfall and flooding,
depending on location. This will result to flooding where the vulnerability of ICT sector to floods is
presented in the next paragraphs. Beyond the impact of floods as a result of extreme rain, another
important asset of ICT infrastructure can be affected. RF radio links or microwave links between towers are
liable to outage during storms (ITU, 2014). Additionally, raindrops scatter the microwave signal and can
cause loss of services.
ICT infrastructure is vulnerable in extreme winds and the potential of damages in the sector exists. For
wired networks, while increasing amounts of infrastructure are buried below ground, a significant amount
of overhead cabling still exists. Most of this is final access connections to millions of homes and businesses,

2

https://www.enisa.europa.eu/topics/incident-reporting/for-telcos/annual-reports
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typically in the form of copper cables via wooden (or similar) poles. There are also higher-capacity backhaul
and core links, such as fibre cables, sharing overhead electricity poles and pylons.
Another type of asset that is exposed to extreme winds and can be directly affected is the cellular antennas
that can be found either on top of towers or on the roof of tall buildings especially in the cities. ICT
infrastructure may be adversely affected by high winds. This could be in the form of temporary service
degradation or loss that returns to normal when the weather calms. More serious events can cause lasting
damage that requires equipment or infrastructure to be repaired or replaced before service can be
restored. Figure 21 presents the fragility curves to estimate the reliability of a cellular network during a
hurricane. These fragility curves are used for the demonstration of a case study in Booker et al. (2010) and
are at the level of individual failure modes (e.g., foundation failure) rather than at the level of a complete
cellular tower site because different failure modes have different implications for the functionality of the
cellular site. Figure 22 presents the tower height with respect to the wind velocity.

Figure 21: Fragility curves used in Cellular Network components
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Figure 22: Tower height limit with respect to wind velocity
As mentioned earlier, ICT buildings and infrastructure can be at risk due to extreme precipitation and
therefore flooding. This risk can be increased as a result of climate change. The risk of flooding of low-lying
infrastructure, access-holes and underground facilities is increased as the precipitation is also increased.
According to the FEMA approach (Department of Homeland Security FEMA, 2013a), communication
infrastructures are included under lifelines which are defined as the transportation and utility infrastructure
that provides the United States with communications, water, power, mobility and other necessities for
both continuity of governance and economic health. HAZUS provides some default data, but due to the
sensitive nature of these facilities, national datasets are typically unavailable. Table 9 presents the overall
vulnerability for floods as well as at sub-hazard level.

Table 9: ICT Telecom system components, vulnerability to flood and criticality (Department of Homeland
Security FEMA, 2013a)
Overall
Vulnerability

Flood Sub-hazard Vulnerability
Inundation Erosion

Criticality

Hydraulic
Pressure

Switching Station

High

High

Low

Low

High

Transmission/Distribution
Bridge Crossing

High

Low

None

Medium

Medium

Transmission/Distribution
Buried River Crossing

High

Low

High

Low

Medium

Transmission/Distribution
Buried

Low

Low

Low

None

Medium

Access Vaults

Low

High

Low

Low

Low
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Heavy snowfall can impose severe problems to the ICT infrastructure. Beyond the result of floods that can
be observed during the melding of snow, problems can be observed on antenna towers and overhead
communication lines. Ice storms can cause ice to grow on aerial lines, which may crumble under the
weight. Nearby trees may fall due to overweight and as a consequence cut aerial lines. One example from
the ENISA Incident Report of 2014 (Karsberg and Skouloudi, 2014), an ice storm caused outages in all
services for up to two weeks. Due to heavy sleet and fierce ice storms, providers experienced a lengthy
interruption of services. Affected were users in the wide area of the country. The loss of services was
impacting users for one day up to two weeks. The main cause for the loss of services was the interruption
of power supply, because heavy ice on cables destroyed a large number of power lines and pillars. All
services including the emergency call service were interrupted. Towers and guy wires are typically
constructed of galvanized or stainless steel, but towers may also be constructed of fiberglass and wood. In
this paragraph we present the limit of such materials with respect to high temperatures as a result of a
wildfire or forest fires. The impact on the ICT sector is the potential loss of lines or towers after the
exposure in fire resulting to an outage of services. For example, wood poles ignite but don’t mechanically
fail until a substantial portion of the diameter has been burned (Smith, 2014). Galvanized steel poles can
fail catastrophically at temperatures above 515 °C; however, fire resistant steel alloys and temperature
resistant coatings can be used to extend time to failure. Table 10 presents the temperature limit for
different materials that are used for the construction of towers and lines (Butler et al.).
Table 10: Temperature limit of materials (towers, masts and lines)
Material

Temperature

Reaction

Wood

300 °C

Wood chars indefinitely

Steel

538 °C

Steel softens and breaks

Aluminum

162 °C

Aluminum begins to lose strength

Fiberglass

350 °C

Fiberglass begins to deform

4.1.6

Building Damage Models

A building is a multipurpose entity. The materials influence its discrete mechanical characteristics and
behaviour. A building can be constructed using reinforced concrete, masonry, metal, timber and
combinations of these materials. The system is composed of structural and non-structural members. The
structural system transfers loads through interconnected members. The structural system can be classified
into tensile, compressive, shear and bending structures and trusses. The height of a building can be low-,
mid- or high- rise. The structural (primary) elements are important for maintaining the structural integrity
and support of a building (e.g. frames and walls). Their failure will certainly lead to collapse. On the other
hand, the non-structural (secondary) elements (e.g. chimneys and building contents) are not essential for
the structural integrity. Therefore their failure usually does not lead to collapse. Finally, the type of use
determines the significance of a building and its necessity for protection. Once a hazard and a hazard
scenario are defined, the design load can be estimated. The hierarchy for the damage assessment is:
1. Hazard scenario selection,
2. Load determination,
3. Structural analysis,
4. Determination of drift and component demands (forces and deformations),
5. Identification of critical structures,
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6. Determination of structural performance,
7. Pass or fail criterion.
Figure 23 summarises the process of damage assessment for buildings. So called performance levels
express the permissible amount of damage for specific level of design hazard. The International Code
Council (2001) distinguishes four performance groups for buildings (Table 11).

Figure 23: Analyses within the structural response damage assessment framework
Table 11: Performance group classification for buildings and facilities (International Code Council, 2001)
Performance Group

Description

Examples

I

Low hazard to humans

Agricultural facilities,
storage facilities

II

Regular buildings

All buildings except for those referred in group I, III and
IV

Hazardous contents

Buildings with > 300 people, elementary and secondary
schools, colleges with > 500 people, jails, health care
facilities with > 50 residents with no surgery or
emergency treatment, any occupancy with > 5000
occupants, power generating facilities for water
treatment and potable water

Essential facilities

Hospitals, fire, rescue and police stations, emergency
shelters, power generating stations, aviation control
towers, buildings with national critical defence
functions

III

IV

temporary

facilities,

minor

The structural design of buildings establishes performance levels on how a building will tolerate the various
actions and loads. For each magnitude of load the design will provide the maximum tolerated damage for
the specific performance group. The International Code Council (2001) distinguishes four design
performance levels (see Table 12). The performance-based engineering uses scientifically defined loads,
direct design approaches and defined outcomes with associated probabilities of achieving them. It can
provide multiple limit states or performance targets (e.g. the ability to resist collapse). The damage
assessment needs to calculate the amount of yielding, buckling, cracking and permanent deformation of
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the structure. The stakeholders need to know the repair cost, the time for repair and whether the building
is safe for use after the event. The Department of Homeland Security FEMA defines discrete structural
performance levels referred to percentage of damage or loss (see Table 13).

Table 12: maximum level of damage to be tolerated based on performance groups and design event
magnitudes (International Code Council, 2001)
Hazard magnitude
Very large (very rare)
Large (rare)
Medium
Small (frequent)

Performance
Group I
Severe
Severe
High
Moderate

Performance
Group II
Severe
High
Moderate
Mild

Performance
Group III
High
Moderate
Mild
Mild

Performance
Group IV
Moderate
Mild
Mild
Mild

Table 13: discrete structural performance levels, adapted from Department of Homeland Security FEMA
Performance levels

Operational

Immediate occupancy

Life safety

Collapse prevention

Damage

Damage range

• negligible structural and non-structural damage
• occupants safe during event
• utilities available
• facility available for immediate re-use (clean-up required)
• negligible structural damage
• occupants safe during event
• minor non-structural damage
• building safe to occupy but may not function
• limited interruption of operations
• significant structural damage
• some injuries may occur
• extensive non-structural damage
• building not safe for occupancy until repaired
• extensive structural and non-structural damage
• potential for injury but not wide scale loss of life
• extended loss of use
• repair may not be practical

<5%

< 15 %

< 30 %

> 30 %

Flood
A summary on building characteristics that are important for determining the damage due to flooding as
presented by van Westen et al. (2011) is depicted in Figure 24. Further important characteristics for the
damage estimation are the building use, the maintenance level, the location of doors and openings where
flood water can enter and the distance to flowing waters, which may determine the damages due to
erosion. (van Westen et al., 2011). In order to evaluate flood damage, several parameters that characterise
the severity of a flood can be used. The most frequently applied parameter is the inundation depth.
“Nevertheless, analyses of empirical damage data showed that the variability of damages can only be
explained to a rather small extent by the depth of flooding experienced, but other flood characteristics are
usually not recorded, so that it is difficult to quantify their influence” (Messner et al., 2007). The emerging
damage is dependent on the type of flood event (coastal, fluvial and pluvial flooding). Further, the flood
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duration needs to be regarded especially for the assessment of productivity losses. The velocity of flowing
flood water can impact the structure and lead to severe damages, especially when the water carries debris.
Transported sediment and water contamination can cause serious damage to the building materials and
contents and may produce large clean - up costs. The flood depth and duration determine how much load
the structure needs to bear and may lead to weakening of the structural system. The rise rate of a flood
may also be considered, since a fast water level rise reduces time for warning and evacuation. Flood water
performs different actions on buildings which are described by Sterna (2012). Differences in the water level
inside and outside the building cause lateral pressure and lead to damage of the structural elements. The
capillary rise enables water to affect building components located above the flood gauge. The water flow
causes dynamic pressure which fluctuates depending on how the water is flowing (turbulences, narrow
profiles). In case of coastal flooding, the waves, whether breaking or not, can decrease the pressure applied
to the building. Flood water can lead to buoyancy. “When the buoyant forces exceed the weight of the
building components and the connections to the foundation, the structure may float from its foundation”
(Sterna, 2012). Buildings are the most comprehensively determined assets in recent damage research. A
majority of damage functions is existent. Annex K contains various damage functions for buildings derived
from the literature. Examples for flood loss models and publications comprising building damage functions
are the HAZUS flood model (Department of Homeland Security FEMA, 2013a), Penning-Rowsell et al.
(2005), Genovese (2006), Hammond et al. (2012), van der Veen and Logtmeijer (2003), Custer and Nishijima
(2015), Dutta et al. (2003), Kok et al. (2004), Schwarz and Maiwald (2012), Kreibich and Seifert-Dähn (2012)
and Nikolowski et al. (2013).

Figure 24: Flood vulnerability building characteristics (van Westen et al., 2011)
Jongman et al. (2012) conducted a comparative investigation for well-known flood damage models (see
Figure 25). The most prominent flood models are (Nafari, 2015):


the FLEMO - FLEMOps for the private sector and FLEMOcs for the commercial sector,



the Damage Scanner,



the Flemish Model,



the HAZUS flood model,



the Multi – coloured manual,



the Rhine Atlas,



the JRC model and



the HEC – FIA model.
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Annex L includes a comparison of the different models.

Figure 25: Comparative depth-damage investigation for the CORINE land use class continuous urban fabric
(Jongman et al., 2012)
Schwarz and Maiwald (2012) introduce damage grades which link the flood impact with the hazard (see
Table 14). A minimum damage grade D1 (without the occurrence of structural damage) has to be assigned
due to humidity penetration effects. The generalised damage definitions are related to the quality of
structural damage and non-structural damage as well as to the required extent of rehabilitation or other
repair measures. Five flood vulnerability classes (here: HW-A to HW-E) are distinguished by definition
covering the range from low flood resistance/higher vulnerability (A - very sensitive; B - sensitive), to
normal (C) and increased flood resistance (D).
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Table 14: Assignment of damage grades Di to damage cases (Schwarz and Maiwald, 2012)
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Wind
Strong winds can seriously affect constructional components which are installed on the roof or the
frontage. Storm damage is mainly recorded in the building envelope, windows and peripheral installations.
Local wind loads exist, based on meteorological measurements, for the structural wind design and may be
summarised in wind load zones. The European Union (2005a) refers to natural wind actions for the
structural design of building and civil engineering works for each of the loaded areas under consideration.
This includes the whole structure or parts of it or elements attached to the structure (e. g. components,
cladding units and their fixings, safety and noise barriers). The field application of EN 1991-1-4 (European
Union, 2005a) for buildings with a maximum height of 200 m and for bridges with a maximum span of 200
m. Since building structures are designed for a certain design wind load, they may fail when the actual wind
load exceeds the design load. Specific variables are considered for the risk estimation of the wind impact
on the structural environment. The most common one among them is the wind velocity or wind pressure,
which is used during the assessment of the wind load along with additional parameters such as turbulence
intensity, terrain category, reference height, orography, upstream slope, neighbouring buildings and the
special characteristics of the building (shape, dynamic characteristics, natural frequencies, modal shapes,
equivalent masses, logarithmic decrements of damping, slenderness, roughness, structural factors, solidity,
reference area, etc.). Specifications of the local wind loads are given nationally based on meteorological
measurements demonstrated in maps. The wind loads can be characteristic for specific regions.
Buildings that are situated in a prominent position, high altitudes (hills, mountains), slopes and locations on
lakes or in open areas, in wind corridors etc. are especially vulnerable to wind actions. Buildings that stand
out from their environment (e.g. high warehouses), that have irregular shapes (strongly texture exterior
wall or roof surfaces) which causing aerodynamic stress or critical operating conditions (open building
gates) have also an increased risk to storm hazards. The effect of the wind on the structure (e.g. the
response of the structure), depends on the size, shape and dynamic properties of the structure. The
majority of building structures respond quasi-static. When the lowest natural frequency is so high that wind
actions appear in resonance with the structure, the wind action is called quasi-static-dynamic and causes
aero-elastic response (especially affecting lightweight structures like steel chimneys). Annex M includes
additional explanations on the actions caused by wind. For buildings made using non‐engineered wood and
materials, damage normally begins on the roof and on the outer walls, and, if the connections are not
properly anchored, the damage usually leads to the complete collapse of the building. For buildings made
using engineered materials with greater resistance, damage is normally concentrated on the roof, on the
outer walls, and on the windows. When any of those elements suffer damage, the impact extends to the
inner elements of the building, such as thin partition walls, ceilings and, naturally, the contents.
Wind vulnerability of buildings is highly dependent on the construction class, the level of country
development (overall construction quality, design codes), the complexity of urban areas (cities with high
complexity are likely to better monitor the compliance of design criteria) and the location (buildings in
areas with specific meteorological characteristics according to wind actions are often constructed with high
resilience to wind). Annex N comprises various damage functions for wind damage to buildings. The
derivation of wind damage functions includes:


the definition of the geometry and physical characteristics of each construction class,



the estimation of resilience and capacity of the main individual components for each construction
class,



the distribution of maximum pressure on different components for each construction class, for
discrete levels of reference maximum wind velocity,



the damage assessment according to the capacity‐demand ratios of the critical components and



the total damage level for each intensity level, in terms of mean damage ratios, taking into account
the weighting that the damage represents out of the total value of the building.
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The Department of Homeland Security FEMA (2012) defines damage states for wind damage to buildings,
as shown in Figure 26.

Damage state 0: < 2 % roof cover loss

Damage state 1: 2 % - 15 % roof cover loss

Damage state 2: more than one window,
but less than the greater of 3 or 20 % of windows

Damage state 3: more than 3 pieces of failed roof
sheeting, but less than 15 % panels missing

Damage state 4: complete roof failure, more than 25 % of roof sheeting missing, wall failure
Figure 26: Damage states for buildings (Department of Homeland Security FEMA, 2012)
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Snow
The EN 1991-1-3 (European Union, 2003a) gives recommendations for the structural design of buildings and
civil engineering in order to determine snow loads for sites below 1500 m. Once the design load is
exceeded, damage will start to be developed on structure depending on the local situations (material,
structural system, magnitude of snow load, environment). “Structural failure from snow load is influenced
by the characteristics of the building” (Department of Homeland Security FEMA, 2013b). The snow loads
mainly affect the roof. The variables in roof snow load are roof geometry and roofing material, exposure to
wind, and insulation. The EN 1991-1-3 (European Union, 2005b) maps give the characteristic values of the
snow loads on sea level for the relevant European countries. Several snow load maps are available for
different climatic regions. The snow load on the roof is derived from the snow load on the ground,
multiplying by appropriate conversion factors (shape, thermal and exposure coefficients). Properties of a
roof or other factors causing different patterns can include:
a) the shape of the roof,
b) its thermal properties,
c) the roughness of its surface,
d) the amount of heat generated under the roof,
e) the proximity of nearby buildings,
f) the surrounding terrain,
g) the local meteorological climate, in particular its windiness, temperature variations, and likelihood of
precipitation (rain or snow).
Liel et al. (2011) state that the snow loads on roofs are dependent on the ground snow load, the level of
exposure, the thermal insulation of the building and the roof properties (materials and geometry). “Of
these, the building exposure has the largest effect and the thermal factor is the second most significant”
(Liel et al., 2011). Roof slopes larger than 30° generally hold less snow than flatter roofs, since the snow is
sliding or falling off. Large ground snow loads tend to overestimate the roof loads in this approach (Liel et
al., 2011). The authors developed a model for the prediction of the roof snow loads in dependence on the
ground snow load. This approach is described in Annex P. Barbolini et al. (2004) introduce a damage scale
in order to assess the damages to buildings due to snow avalanches (see Table 15).

Table 15: scale used for the degree of damage (DD) of buildings subject to snow avalanches (Barbolini et al.,

2004)
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High temperature and drought
EN 1991-1-5 (European Union, 2003b) gives recommendations on the of buildings and civil engineering to
increase the resilience tor thermal actions. Thermal actions are imposed on a structural element as a result
from temperature changes. “The magnitude of the thermal effects is dependent on local climatic
conditions, together with the orientation of the structure, its overall mass, finishes (e.g. cladding in
buildings), and in the case of building structures, heating and ventilation regimes and thermal insulation”
(European Union, 2003b). Structures subject to low exposure may not need to be considered. The EN 19911-5 (European Union, 2003b) distinguishes variable and indirect thermal actions. Loads and stress that
impact the structural system vary depending on the geometric construction and the physical properties of
the material. Most materials expand when they are heated, and contract when they are cooled.
Temperature stress in buildings indirectly impacts the well - being and health of the habitants. Temperature
vulnerability of buildings is both affected by the physical properties of the building and the environmental
conditions (location, solar radiation, the external air temperature, relative atmospheric humidity, etc.)
(Nikolowski et al., 2013).
Droughts may lead to building damage due to shrinking and swelling of soil. Thus, a vulnerability curve due
to drought correlates the intensity of drought, possibly expressed with a soil subsidence parameter, with
the building damage. Several damage functions exist in the literature. Naumann et al. (2015) developed
damage functions for droughts by the application of Equation 6. Examples for these damage functions with
different β values are depicted in Figure 27. Further damage functions are included in Annex O.
D(s) = as

β

Equation 6: drought damage to buildings (Naumann et al., 2015)

Figure 27: theoretical damage curve in function of drought severity for different β values (Naumann et al.,
2015)
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Wildfires
“In general, it has been found that house losses due to wildfires are mainly influenced by fire characteristics
(fire intensity, spread rate, burning ember density), by house location, surroundings (defensible space,
distance from forest, fuel accumulation), design and construction materials, and by fire suppression
effectiveness” (Papakosta et al., 2017). Usually, two damage levels are noticed: partial damage or destroy.
The construction materials and design are significant parameters for the extension of fire. “Heat is affecting
the strength and stiffness of all construction materials with reduction of mechanical strength. Especially
steel structures can lose their loadbearing function relatively rapidly due to the high thermal conductivity of
the material. Concrete and timber are less conductive, but concrete can be sensitive for spalling and timber
is a combustible material, and therefore the cross section will decrease. Also the effect of fire-induced
deformations can be significant” (Botma, 2013).
Xanthopoulos (2004) identifies factors which cause the vulnerability of a building to wildfire:


fire behaviour (affected by fuels, weather and topography),



location, design and construction materials of the building,



flammable materials in close vicinity of the house,



flammable materials inside the house,



fire protection infrastructure and



firefighting capacity by firefighters and owners.

The structural fire design of EN 1991-1-2 (European Union, 2002) procedure takes into account the
following steps:
1. selection of relevant fire scenarios,
2. determination of corresponding design fires,
3. calculation of temperature evolution within the structural members,
4. calculation of the mechanical behaviour of the structure exposed to fire.
Damage functions for fire damage to buildings are included in Annex Q.
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Figure 28: Vulnerability curves relating building loss (as percentage of its value) to the ember density for
varying fuel moisture content (Cechet et al., 2014)

4.2

Functional/operational damage assessment

4.2.1

Energy sector

Extreme weather conditions can affect energy sector Performance as well, leading to a percentage loss of
capacity for:


generation (input),



distribution (output) and



transmission.

All over the world, electricity is generated in TPPs which require water for cooling. The water demand from
the energy sector is projected to increase significantly, while droughts are expected to become more
frequent and severe. Furthermore, TPPs will be affected by the decreasing efficiency of thermal conversion
as a result of rising ambient temperatures. Reduced water for cooling and increasing water temperatures
could lead to reduced power operations or temporary shutdowns. According to Hulme et al. (2009), a rise
in ambient air temperatures of about 1 °C would reduce the thermal efficiency of a power plant by 0.1–0.5
%. The total capacity loss accounts for 1.0–2.0 % per 1 °C higher air temperatures, including decreasing
efficiency of cooling processes and shutdowns. When the water temperature increases, a power plant
operator can maintain maximum production capacity by increasing water intake, despite plant efficiency
loss (efficiency reduction effect). Environmental regulations, plant design characteristics and low river flow
levels are all factors that limit the use of this short-run adaptive measure, so that at some point the
production must diminish (load reduction effect). Decreased efficiencies of power generating equipment
like gas turbines also occur in case of temperature increase. On the other hand, a decrease in thermal
efficiencies of power equipment affects marine life at discharge and sometimes leads to generation
curtailment (Chandramowli and Felder, 2014). Sathaye et al. (2013) describe changes in turbine capacity as
a function of ambient temperature (see Figure 29). Photovoltaic cells might lose efficiency for several
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reasons. Cell temperature coefficients differ according to technology and producer (efficiency, power,
current, voltage). However, for silicon based cells, for each °C temperature rise efficiency lowers for 0.5%.
Thus, for a desired efficiency of a photovoltaic module, it can be determined what temperature ambient of
module is needed, so by changing temperature around a photovoltaic module, efficiency can be controlled.
Additionally, heat waves result to lower efficiency.

Figure 29: Combustion turbine efficiency and temperature rise

Distribution or even transmission lines are designed using a multitude of design approaches and structural
loading criteria. The principal cause of structural failures is associated with weather events that produce
loads that exceed the structural loading design criteria. According to Espinoza et al. (2016), most frequent
faults happen at a distribution level. However, less common but with a higher impact faults might occur at
both the transmission and generation level. During hot days, overhead line problems can occur due to an
expansion of material and resulting cable sag (EPRI, 2009). The resistance of aluminium and copper wires
increases by 0.4 % per 1°C rising air temperatures between, leading to -0,5% to -1% line load (A) per °C rise
(Feenstra et al., 1998). Fires in and around distribution lines can burn down the lines and damage
distribution poles. Conductors can become annealed or damaged and subsequently fail. Lines can be
damaged simply by the heat of the fire, even if they are not burned directly. In case of a wildfire event
wooden poles are totally burned. In case of a wildfire event, the operator should shut the line down in
order to protect the transmission facilities. The conductors are susceptible to physical damage from the
heat of a wildfire, and conductor damage is not repairable (conductors must be replaced). A fire can force
the outage of a transmission circuit if it raises the ambient temperature of the air around the conductors
above the line’s operating parameters (Sunrise Powerlink Project, 2008). In general, extreme heat and
drought can affect power generation capacity, limit the current-carrying capacity of transmission
conductors, and increase peak loads. On the other hand, with higher temperature the air can hold greater
amounts of water resulting in humidity within substations (Byrne, 2014). While underground cables are
protected from a number of extreme weather effects such as high winds, they could be vulnerable to
decreased soil moisture levels that can indirectly affect their load ability. In DHS networks, the magnitude
of distribution heat losses generally increases in extreme low conditions (Azevedo de Almeida and
Mostafavi, 2016). Losses are slightly lower in summer compared to winter due to the lower supply
temperature set by the utility during the non-heating season. Therefore, while absolute losses are rather
uniform throughout the year, relative losses are the highest during summertime when loads are the lowest.
Higher ambient temperatures affect the hot spot conductor temperature within transformers, which in
turn reduces the peak load capacity of the bank of transformers (Sathaye et al., 2013). Li et al. (2005)
report transformer load capacity as a function of ambient temperature. The authors report decreased
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transformer capacity of approximately 0.7 percent for each 1°C of higher ambient temperature, with slight
variations dependent on the hot spot conductor temperature limit allowed (e.g., 120°C) and type of cooling
equipment installed. Heat waves can lead to distribution transformer failures (and not necessarily only old
ones) (Abi-Samra and Forsten, 2010). Physical and chemical effects governing the interaction between
materials are generally dependent on temperature. Chemical reaction rates typically increase with
increasing temperature. Beyond this temperature, it is assumed that the rate of ageing doubles for every
increase of 6℃. At temperatures of the order of 150℃, accelerated ageing tests in the laboratory
demonstrate that the useful life of the paper may only be a few days. This clearly limits the life of the
transformer and is one of the governing factors on the maximum load that should be used (Simpson, 1998;
Hashmi et al., 2013). Additional damage functions for the operational damages of energy sector assets are
included in Annex S.
Energy models regularly employ scenario analysis to examine several assumptions regarding the technical
and economic conditions at play. Although a wide range of techniques are engaged, ranging from roughly
economic to roughly engineering, outcome might contain the system feasibility, cumulative financial costs,
natural resource use and energy efficiency of the system. Electricity sector models are used to model
electricity systems such as the high-voltage AC transmission grid, depending apparently on different
circumstances (national or regional). ENTSO-E for instance is the European network of transmission system
operators for electricity, representing 43 electricity transmission system operators from 36 countries across
Europe and is committed to develop appropriate solutions to the challenge of a changing power system
while maintaining security of supply. In the same manner ENTSO-E has already elaborated a cost and
benefit analysis methodology to assess the transmission and storage infrastructure projects. In that event,
considering that European power grid is one of the largest and most complex systems in the world,
challenging technological, social and regulatory modifications should be performed regularly. Upgrading
and reshaping the existing networks is of paramount importance to foster sustainability, increase energy
efficiency, enhance grid security and attain the internal energy market objectives. Table 16 refers to the
models portfolio presented by the Joint Research Centre.

Table 16: JRC models portfolio (https://ses.jrc.ec.europa.eu)

EUPowerDispatch

EUPowerDispatch is a European electricity transmission network model for
the analysis of future impacts from the increase of variable renewable energy
on the European cross-border transmission capacity needs and future plans.
The model can be defined as a minimum cost dispatch model whose
optimisation is coded in the General Algebraic Modeling System using CPLEX,
a high-performance mathematical programming solver. The offline
input/output data processing is performed using Matlab.

resLoadSim

resLoadSim is a tool for residential electric load simulation. It uses a
probabilistic approach based on statistics to predict the electric load profiles
of individual households by summing up the consumption of all appliances.

STUM MODEL

This continental Europe electricity transport model is based on the ENTSO-E
research model describing the UCTE winter and summer cases for 2008
(STUM2008). This detailed model represents the complete grid topology, as it
depicts the current network structure with all voltage levels and substations.
It includes all the UCTE member countries and all the parameters for current
transmission line and transformer impedances. Moreover, the thermal line
capacities on most of the circuits are represented.
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Openmode is a grass root initiative of modellers from various universities and research institutes across
Europe, with the aim to advance knowledge and lead to better energy policies. At this page list energy
models published under open source licenses, such as Balmorel, Calliope, DESSTinEE, DIETER, Dispa-SET,
EMLab-Generation, EMMA, Energy Transition Model, EnergyNumbers-Balancing, EnergyRt, Ficus, Genesys,
MOCES, MultiMod, NEMO, OSeMOSYS, Oemof, OnSSET, PLEXOS Open EU, PowerMatcher, PyPSA, Renpass,
SIREN, SciGRID, StELMOD, Temoa, TransiEnt &URBS. Open data sources for energy modeling like Electricity,
Thermal, Transport Demand etc. are important aspects for the models development (Openmod, 2016).
METIS is a mathematical model used by the European Commission to further support its evidence-based
policy making, for electricity and gas. It has already been used to inform the Commission’s proposals for a
new energy market design, as well as renewable energy and energy security issues.
“The commonly used method for the correlation of climate change with the buildings energy consumption
in buildings is the concept of degree days (DD). This method can be applied to heating and cooling systems
for a better management of environmental, economic and energy crisis” (Eleftheriadou et al., 2015). The
heating degree days and cooling degree days are usually calculated by the application of simple equations
in order to define the difference of ambient air temperature with a pre-defined base temperature.
Similarly, a heating or cooling degree hour is the difference between a specified base temperature and the
average ambient air temperature for the hour. The energy needs in the building sector for cooling and
heating are proportional to the number of cooling degree days and heating degree days, respectively.
Many different data sets and methodologies have been developed and applied for the evaluation of degree
days. The estimation of energy consumption for simulating energy behaviour of buildings either use data
derived from the monthly average dry bulb temperatures, according to the ISO 13790 method
(International Organization for Standardization, 2006), the heating and cooling degree-days at various base
temperatures according to the variable-base degree-days method (ASHRAE, 1967-1972), οr finally, the
ambient temperature occurrence frequency according to the bin method (Knebel, 1983).

4.2.2 Transport sector
Natural disasters cause disruptions of different assets, including transport assets, which lead to limitations
of accessibility and operability affecting diverse transport networks. In order to comprehend the effects on
the transport demand due to selective or extensive transportation network disruptions, different methods
for transport modelling are applicable. The following chapter provides an introduction to diverse
approaches for transport network and demand modelling. Further, it contains explications on operational
damages to transport network for different types of transport.
Transport network modelling
Transport models enable the visualisation of existing networks of different transport systems. The graph
theory is the commonly applied mathematical tool for the modelling of networks and associated route
search algorithms. Every transport network consists of nodes (confer junctions) and edges (confer roads,
rail tracks, etc.). The edges are bounded by the nodes (Winkler, 2012). Since the edges have specific
directions, the mapping of both the way there and the way back between two nodes requires the modelling
of two separate edges. The investigation area is divided into transport districts, whose area centroids are
likewise mapped as nodes. These nodes function as origins and destinations of transport flows into or out
of the transport districts. The connections between centroid nodes and the remaining network is depicted
by links, which are modelled as edges (Dugge, 2006).
A vital component of the transport network modelling is the quantification of costs for spatial covering of
the network elements. The sum of the costs for all network elements used by the traffic participants is the
basis for the modelling of decision making. Every user combines different network elements and uses them
with different probabilities. Therefore the network models characterise each network element by means of
its specific costs. The most important and with that the most commonly used influence to represent the
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costs is the travel time. Nevertheless, other relevant and quantifiable variables (e.g. travel distance) can be
included. The model requires the estimation of either constant or variable costs, whereby variable costs
allow an estimation closer to reality (Winkler, 2012). By consideration of costs that change during the
calculation, the modelling depicts real existing coherences between transport volumes and costs. Limited
capacities in existing complex networks lead to increased travel and waiting times. The network users are
likely to react to such changes by avoiding longer routes and waiting times. They diverge to alternative
routes, where, as a consequence, the remaining capacities change. For the modelling, specific CR-functions
(capacity restraint functions) are applied, which depict the variable costs as a function of transport volumes
and capacities (Dugge, 2006).
Transport demand modelling
In consequence of disruptions or otherwise occurring alterations in the transport network, the transport
demand changes. In order to reproduce these effects, different transport demand models are applicable.
Depending on the spatial scope of the case study, the modelling can be conducted at a micro-, meso- or
macroscale. Transport is defined as the sum of changes of locations, that people perform in order to fulfil
their need for activity (Winkler, 2012). Said needs raise the demand for changes of locations, due to the
spatial separation of sites for different activities (e.g. recreation, working or living). Thereof, the demand
for transport emerges. Within the transport demand approaches, the changes of locations are considered
as expedients for the fulfilment of needs. Since activities are conducted successively, the models express
them in way-chains. For instance, a traffic participant starts at home and gets to his workplace. At a later
time he visits a grocery store, before he finally gets back home. These way-chains can be divided into single
trips. With regard to way-chains, within the modelling the transport demand is defined as the sum of
subjects in groups with homogeneous behaviour, which conduct changes of locations from an origin to a
destination (Dugge, 2006). The sum of changes of locations conducted by a group with homogeneous
activities starting from an origin is referred to as the origin transport volume. Analogously, the destination
transport volume is the sum of changes of locations to a specific destination conducted by a group with
homogeneous activities. Transport demand models are used for the mapping of the transport demand in a
spatial area. Thus, impacts from infrastructural, operational and organisational changes or measures are
presentable. This enables the prediction of changes in transport demand, which is an advantage of the
models (Winkler, 2012). The modelling of changes of locations is conducted in four stages, namely the
transport generation (transport origins), transport distribution (transport destinations), transport mode
allocation (transport mode choice) and transport assignment (route choice).
The subject of transport generation models is the estimation of origin and destination transport volumes
for every transport district and the total transport volume for the investigation area during a certain period.
The calculations include the characteristic potentials of spatial structures and the favourable locations of
the previously determined transport districts. The quantitative estimation of the correlations between
potentials of spatial structures and transport volumes is realised by the use of empirically compiled
production and attractiveness rates (Winkler, 2012). The most commonly used model is the parameter
model. It is based on the differentiated examination of causes for the formation of changes of locations and
regards conditions with homogeneous activities (Winkler, 2012). The transport distribution models
estimate the transport flows between all possible sources and destinations in the network. As a result the
models generate a two-dimensionally matrix. Different models are existent, which use various approaches
for the calculation of the matrix entries. Frequently used methods are the gravity model and the entropy
maximisation models with possible enhancements. Despite the used calculation methods, the results must
abide by the row sum condition:
Total of the transport origin volumes = total of the transport destination volumes = total transport volume
The models apply different functions for the appraisal of costs. These functions describe the correlations
between the costs for the coverage of network elements and their acceptance on the part of the traffic
participants (Dugge, 2006). The appraisal function takes several costs into account, since an alternative is
customarily characterised by more than one parameter. The transport distribution and mode allocation are
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usually modelled simultaneously (Dugge, 2006), (Winkler, 2012). The commonly applied models are EVA
models with different possible enhancements, which use the FURNESS algorithm or MULTI algorithm for
the solution of the row sum condition. Further applied models are the Logit model and the Nested-Logit
model. Detailed information on the approaches in these models is provided in the corresponding literature.
The transport mode allocation models map the choice of one of the available means of transport. As
mentioned above, the transport mode allocation is closely linked with the transport distribution. The
methods attempt to reconstruct the decision of the network users for different means of transport, by
which they consider to reach their destination most cost-effectively. The mapping of the mode allocation
can be conducted by the use of two kinds of models, namely trip-end-models and trip-interchange-models.
The trip-end models are based on empirical principles. The choice of means of transport immediately
follows the transport distribution. The trip-interchange models map the choice of means of transport
following the transport distribution using stochastic discrete choice models (Winkler, 2012). The transport
assignment models allocate the transport flows to different routes, between which the network users
choose. The essential elements of transport assignment methods are the route searching and route choice
algorithms. Route searching models estimate all available routes between all transport districts for all
means of transport. Two algorithms are applicable for the identification of the reasonable routes. The bestway algorithm considers the routes with the lowest costs (e.g. travel time) as most likely to be chosen. The
multi-way algorithm determines several alternative routes with differing costs. With regard to previously
defined criteria (e.g. diversion factors), the method reveals the most reasonable routes. The route choice
models determine the allocation of calculated transport streams to reasonable alternative routes in the
network, considering the choice behaviour of the traffic participants. Again, there are two approaches
applicable for the mapping of route choice behaviour. The deterministic approaches assume every traffic
participant to have complete information on the current traffic situation and the properties of the routes,
whereas the stochastic models assume incomplete information on the part of both the modeller and the
traffic participants (Winkler, 2012). The amount of available information is the most influencing variable
within the modelling of route choice behaviour. Generally, the assumption of incomplete information is
ascribed to allow a modelling closer to reality.
Operational damages to transport networks
When parts of a transport network are disrupted, closed or otherwise inaccessible, the remaining network
is forced to integrate additional transport volumes. Different transport streams occur, including everyday
traffic and evasion traffic. Natural disaster events induce a shift within the transport flows. The common
daily transport is expected to decrease, whereas crisis situations generate increased transport flows for
evacuation, rescue and supply. Evacuation transport requires both fast access into and fast exit out of the
affected area. Furthermore different kinds of supply transport (e.g. food or medicine) increase the
transport volume. If parts of the network are disrupted, emergency escape routes can be affected from
closure or other impacts leading to inaccessibility. This hampers emergency procedures, which can lead to
severe consequences, if the rescue chain is inoperative. Within the modelling of operational damages from
wildfire, a distinction of operational damages due to fire itself and due to smoke is prerequisite. If a CI asset
is affected by fire, its operation usually stops (e.g. road closure), whereas assets affected by smoke are
occasionally not disturbed (e.g. sewerage system) or their functionality can be maintained until a certain
smoke density is reached (e.g. reduced speed on roads due to bad sight until transport stands still).
Assets accompanying transport networks are staffed or unstaffed facilities (e.g. route signalling, traffic
control centres, gasoline stations etc.). These assets are threatened by not only material damages, but also
by operational failure due to shutdowns. Cascading effects can have large impacts even in far afield areas.
If, for instance, traffic control centres are left inoperable due to natural hazards, the network users are
occasionally not able to access certain network sections, if the shutdown of control centres causes the
closure of railways, bridges, tunnels, etc. Furthermore, road users who are still on the network need to find
a safe exit from the affected parts of the network when the closure of the road comes to decision. Staffed
facilities have to be evacuated precautionary or at the latest with increasing hazard severity. This generates
evacuation costs as indirect costs and losses from business disruption. The infrastructure operators can
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decide whether to shut down an asset as a precaution, thereby causing operational losses even before the
asset is actually affected by the hazard. If certain facilities cannot continue their operations, revenue losses
can be expected, e.g. due to missed toll fees or public transport tickets. The staff of the facilities and assets
are affected by losses to their income, since they are not able to continue their work. If transport networks
which are important for delivery vehicles in the industry are disrupted, the impacts of blocked movement
of goods have repercussions on the economy even outside the affected area. Furthermore the economy
suffers losses due to blocked commutes, whereby people have to find alternative routes between their
working places and their homes.
In the aftermath of natural disasters, the affected parts of the network are mostly in need of cleansing in
order to continue operations. These procedures raise additional costs for the CI operators and defer the
resumption of standard operation. Many CI assets have to meet certain safety and security standards as
basic prerequisite for their service. Therefore the assessment of safety and security levels after the climatic
event is mandatory and requires time and expenses. Furthermore the operators may have to face increased
maintenance costs in order to meet said guidelines.
Roads
When roads are affected by natural hazards, their operational damage increases with the hazard severity
and duration. If parts of a road are inundated with only few centimetres of water, road users will likely still
access the road with reduced speed. Equally a road affected by smoke from wildfires is still passable up to a
certain smoke density. The transport velocity is attenuated until the transport flow stops. This procedure
can take different amounts of time. Rapid impassability, e.g. due to fire in close proximity can leave road
users on the network without being able to exit the road or to divert to alternative routes. Before reaching
the point of inaccessibility, roads can be closed in advance by the operators. As a consequence the
operation is ceased, resulting in cascading effects on the rest of the network. Road assets are vulnerable to
operational damages concerning economic losses. In many countries the network users are forced to pay
toll fees for the use of highways. When a highway is disrupted by a natural disaster and the tollbooths
cannot continue their operations, the revenues from tolls decrease. If a road is disrupted it will most likely
be closed due to impassability. The occurring losses are defined as additional costs. Penning-Rowsell et al.
(2005) provided a sequence of steps for the estimation of indirect damages to road disruption due to
flooding. They distinguish additional time costs and additional resource costs. Each vehicle on the road
network needs longer travel time and is often forced to drive further when using alternative routes in order
to reach the destination. The additional costs are computed by:
Number of delayed vehicles * additional costs per vehicle-km * disruption duration
Following the ascertainment of closed roads and the closure durations, information on the transport
volumes on each road in the network is required. On that account, if available, origin-destination transport
matrices are used to model transport diversification on alternative routes. Otherwise, these matrices are
derived based on the transport flows along single roads. Further, the alternative routes need to be
identified. Conclusively, the travel costs for the unaffected network and the disrupted network are
ascertained and compared. The travel costs are estimated as a function of travel speed.
For flood damage estimation, Dutta et al. (2001) adopt a methodology for earthquake damage estimation.
Therein, the service disruption losses due to infrastructure disruption are given by Equation 7:

Equation 7: service disruption loss of any lifeline system due to damage of any component x
(Dutta et al., 2001)
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Where nc = total numbers of lifeline component x,
P(dsi) = probability of being in damage state i,
n = total number of damage states,
SC = service loss per day due to disruption,
RFc = total restoration function and
RFi = Restoration for damage state i.
The operational damages due to transport disruption in flood events are referred to as „the total of
marginal costs and opportunity costs“ (Dutta et al., 2001). Operational damages regard the duration of
closure and the diversification of the transport to other roads. Following formulae (see Equation 8 and
Equation 9) for marginal and delay costs are provided:

Equation 8: Marginal costs from road disruption due to flooding (Dutta et al., 2001)

Equation 9: Delay costs from road disruption due to flooding (Dutta et al., 2001)
Where n = number of flooded roads,
m = transport mode in road i,
El(i) = extra length to be covered in road i,
a(j), b(j), c(j) = fuel consumption related constants for transport mode j,
Tv = total transport volume in road i per hour,
t = total duration of flood [h],
d = factor to consider the variation of transport volume in weekdays and week-ends and
Dc = delay cost per unit time for road i.

Further indirect impacts of road disruption result from the additional distances that network users are
forced to cover. This results in extra fuel consumption which generates losses to health and environment.
Information on additional emission factors due to longer travel routes can be abstracted from the HBEFA
(Keller et al., 2017). Hammond and Chen (2014) numbered losses of fuel consumption and losses of time
consuming among economic damages from flooding. Losses due to extra fuel consumption are calculated
regarding the relationship between vehicle velocity and fuel usage. Since the velocity of transport
decreases with rising hazard severity (in this case inundation depth from flooding), it often undercuts the
velocity of minimum fuel consumption. Thereby losses caused by fuel consumption (Z1) are calculated
using following formula (Equation 10):
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Equation 10: economic loss due to fuel consumption (Hammond and Chen, 2014)
Where Pe is the power of the engine [kW],
be is the efficiency of fuel consumption [g/KW/h],
vb is the velocity with minimum fuel consumption [km/h],
α is the unit price of fuel *RMB/l+,
v is the attenuated velocity and
n is the number of affected vehicles.
Further, the authors provide a calculation for the attenuation of the transport velocity v due to flooding
(see Equation 11):

Equation 11: attenuation of transport velocity with rising water depth (Hammond and Chen, 2014)
Where v is the vehicle velocity [km/h],
v0 is the design velocity [km/h],
x is the accumulated water depth [cm],
a is the water depth that causes vehicles to stop [cm] and
b is the coefficient of attenuation with a range of 3-5
(The smaller b, the faster the velocity is decreasing).
The economic loss of time consuming Z2 (see Equation 12) is the total of the economic time consuming
losses of private cars M1 (see Equation 13) and motor coaches M2 (see Equation 14).

Equation 12: economic loss of time consuming (Hammond and Chen, 2014)

Equation 13: economic loss of time consuming of private cars (Hammond and Chen,
2014)
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Equation 14: economic loss of time consuming of motor coaches (Hammond and Chen, 2014)
Where ∆t is the duration of damage [h],
β is the indicator of time value *RMB/h+,
m1 is the average seating number of a private car (1.5-2),
m2 is the average seating number of a motor coach (40-80)
n1 and n2 are transport numbers of private cars and motor coaches in the considered area.
Railways
A multitude of employees use railways to commute between their working places and their homes.
Resulting from the closure or otherwise disruption of the network, commuters are unable to access their
working places, respectively their homes. Assuming that many of the commuters are not in possession of
cars or have limited access to other transport modes (e.g. busses or car sharing), the changeover to other
transport modes is difficult or even impossible and therefore takes a certain amount of time. This leads to
losses of income on the part of the employees and to production losses on the part of the companies. Even
if the network users are able to change transport modes, this procedure does involve time losses due to
longer travelling distances or losses due to higher prices for the access to alternative transport modes (e.g.
long distance commuters, who need to travel by plane instead of travelling by train). Since the commutes
can cover quite long distances, the cascading effects can expand to large areas. The staff of the railway
network is affected from losses of income, since they are unable to continue their work. The railway
transportation operators and railway infrastructure operators suffer revenue losses due to less sold public
transport tickets and the repair or renewal of network assets. Furthermore the operators are likely to make
efforts for providing alternative transport possibilities to their customers. Thus, they have to bear
additional costs for rail replacement services. Such replacement services are often conducted by the use of
busses, which can generate additional pollution, correlating with losses for the environment.
Aviation
Facilities for aviation are highly dependent on other CI networks. During a disruption of electricity supply or
telecommunication, airports would be left inoperable, especially with increasing importance and structural
expansion. Some facilities may have emergency power supply installations, which however are only capable
to maintain the power supply to the vital facilities in a transitory period for large facilities. If roads or
railways in spatial proximity are disrupted, the passengers are unable to enter and exit access points, e.g.
airports. Damages to aviation assets can stop air transport and therefore have impacts at global scale.
Natural hazards do not always lead to closure of aviation assets, but even if the network is partly affected,
the high standards for aviation transport can lead to spacious restrictions of asset operability. If for
example communicational and navigational systems are damaged or disrupted, the air transport must be
interrupted due to the malfunctioning communication and navigation assets. Even if no structural damage
to certain assets occur, their operation can be interrupted due to precautionary measures. If a staffed
facility is evacuated, the operators must bear the costs for the evacuation and ensure a safe exit for the
passengers and staff. For airports the evacuation costs increase with more complex and spacious
construction conditions. The operators are presumably incapable of providing alternative transport
possibilities to all of their customers. The customers have to cope with inconveniences due to evacuation,
flight cancellations and finding alternative travelling possibilities. Due to the occasional lack of alternative
transport modes, the travel time delays can be rather protracted. Furthermore the customers may need to
pay for changed bookings, booking reversals or costs for accommodation. Often the operators bear these
costs in order to retain the customer satisfaction. Thus, the aviation asset operators suffer additional losses
due to changes in booking, reversal and accommodations to provide at short notice.
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Inland waterways
The navigability of inland waterways is often limited during or temporarily afterwards hazardous climatic
events (e.g. due to smoke, high water levels during storms or floods, freezing, low water levels during
droughts, etc.). Due to the blocked access to the infrastructure, the transport on inland waterways is
disrupted. Inland waterways are often highly frequented by industrial shipping, whereby a limited
navigability results in economic losses due to not feasible deliveries of goods. During a long- term
inaccessibility of inland waterways the remaining possibilities for the transportation of goods are to convey
them either by train or by land transport. The operators of good forwarding may face additional costs and
difficulties for providing alternative transportation. If intermodal connection points are inaccessible,
changes to other transportation modes (e.g. railway) become complicated or impracticable.
Inland waterways are dependent from the operability of assets in the own network, as well as from assets
related to other CI sectors. The majority of inland waterways is connected to other waterways or water
bodies and is hence at risk of flooding due to backwater from connected network segments. Even if an
inland waterway is not itself affected by the natural hazard, the cascading impacts, especially those
resulting from floods and storms, are likely to influence great parts of the waterway network and can cause
widespread disruptions of shipping operations. The communication and navigation systems are highly
dependent on telecommunication systems and electricity. If these systems are disrupted, a safe transport
processing cannot be ensured without communication opportunities between vessels and control centres.
In case of disturbances of the electricity supply, facilities like locks, floodgates and lift locks are left
inoperable, if an emergency power supply cannot be provided sufficiently. Power blackouts can cause all
waterway transport to stop at these points. The network users are left without possibilities to access and
exit parts of the network. As a consequence, time delays and losses due to delays in the delivery of goods
affect the users. If the inland waterway transport is disrupted, the CI operators are concerned with missed
earnings and costs for the evacuation of staffed facilities, if required. In the aftermath of natural disasters
the network assets are in need for technical inspection in order to ascertain their operability. This leads to
increasing maintenance costs for the operators. When staffed facilities are unable to continue their
operation, the employees are affected by loss of employment or losses of income, as long as their working
place is left inaccessible. Furthermore they have to endure inconveniences from evacuation and are at a
high risk, if rescue chains appear to malfunction. Depending on its duration and severity, the disruption of
the transport of goods on inland waterways can cause limitations of production. Thus, extensive long-term
effects to the economy at a far-reaching spatial scale can emerge, often with a certain time lag. The impact
of operation interruptions is dependent on the location of the disrupted assets in the network and the
importance for the national or international trade. Since inland waterways are also used for tourism,
revenue losses due to impassability can be expected as consequences of natural disasters, especially during
peak seasons.

4.2.3

Water sector

Extreme natural hazards often have profound impact to water supply, wastewater collection and
treatment, and storm water drainage networks. Similar to the transportation sector, earthquakes,
landslides or other hazards may damage water networks above and below ground and disrupt the services.
The ground movement could cause leakages, break pipes or channels, or even collapse the infrastructure
such as water treatment facilities. The debris may also block the network, leading to difficulties for water
abstraction or drainage. The Great East Japan Earthquake in 2011 affected 9 out of 14 hospitals in Mayagi
Prefecture from one to 20 days that posed a greater risk to human health, which was especially needed
during a catastrophic event (Matsumura et al., 2015). Similar condition occurred during the 2005 Pakistan
earthquake that the water-supply and sanitation facilities were heavily damaged (Amin and Han, 2009).
Grigg (2003) illustrated the consequences of different natural and human-caused hazards to water utilities
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and classified the threats to utility business in the US. The study shows that our understanding to the
vulnerability and consequences of hazard impacts to water utilities is limited such that it is difficult to
quantify the actual risk.
During flood disasters, the sediment or organic load in raw water could affect the capacity of water
treatment work to deliver safe drinking water (Arrighi et al., 2017), as well as reducing the performance of
drainage networks. Floods could also damage the water treatment plant and paralyses water supply
directly, which usually leads to a great knock-on effect. The 2007 flood in the UK, 5000 properties in
Gloucestershire were directly inundated but more than 140,000 homes (over half of the homes in
Gloucestershire) were left without drinking water for up to 17 days due to the Mythe water treatment
works was flooded (FloodProBE, 2011; Environment Agency, 2007). Storm Sandy in 2012 damaged water
distribution systems in Cuba that 1.5 million people had no access to safe water (European Union, 2012).
The water supply for many high-rise buildings in New York City was affected by Sandy because of the power
shortage (City of New York, 2013). The low temperature due to Storm Emma in 2018 caused many burst
water mains across the UK and damaged water treatment plants in Ireland, leaving tens of thousands
homes without drinking water for several days (BBC, 2018; Horton and Wright, 2018; Melia, 2018). The high
pressure in water supply forced the industry production to halt (Mullen, 2018; Birchall, 2018) that led to a
wider impact to socio-economic. The loss of safe water supply will influence the quality of product and the
health and safety of the employees because of lacking high quality of drinking water, it could also increase
the environmental impact due to insufficient water to dilute the contamination in the wastewater, and put
a great pressure on fire risk because of there is no water available for firefighting (Kročová, 2016).
For flood hazards, the unprecedented runoff often overloads the sewer and sewage networks and results in
combined sewer overflow (CSO) that poses threats to human health and environment. Ten out of 14
wastewater treatment plants in New York City discharged partially treated wastewater into receiving
bodies, and 42 out of 96 pumping stations in the system failed to operate due to either damage by flood or
power cut. It took two weeks for the system to recover completely. During the 2007 flood in England, over
300 sewage treatment works serving more than 2.5 million people were flooded (Ofwat, 2007). Studies
showed that the drinking water sources or floodwater could be contaminated from CSO (Marsalek and
Rochfort, 2004; Kay et al., 2008) that increase the exposure of the public to waterborne pathogens
(Veldhuis et al., 2010; Man et al., 2014). The World Health Organisation (2002) has highlighted the
disruption of water sector services could lead to a number of health risk, including waterborne diseases due
to contamination, chemical pollution due to damaged assets, vector borne disease due to expanded
habitats, food shortage due to disrupted water supply and transportation, etc. All the risks will affect the
functioning of health care systems.
4.2.4

Chemical sector

Climate conditions have to be strongly considered during the selection process of a site for chemical
processing or production facilities. As a matter of fact, climate conditions affect several design aspects and
parameters. Examples for climate conditions that should be taken into account during location and site
selection process include: temperature, humidity, wind, precipitation and natural disaster frequency
(hurricanes, tornadoes, earthquakes, tsunamis). Mainly, temperature can significantly change the operating
conditions of a plant. In many geographic locations, temperatures can fluctuate significantly, depending on
the time of year. In these cases, processing equipment should be able to withstand the stresses of gradual
annual shifts in temperature, as well as faster day-to-day changes. For instance, in areas where
temperatures come below 0 °C, cycles of freezing and thawing may weaken the structural integrity of pipes
and other processing equipment. Abnormally low temperatures may necessitate the addition of heating
and added insulation. Furthermore, the potential for a catastrophic burst or leakage is possible in cases
where freezing water has the possibility of touching or interacting with pipelines or processing equipment.
Specifically, in some circumstances a valve or joint might have a defect or crack that could propagate and
cause a catastrophic failure due to the constant freezing and thawing cycles on the equipment.
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On the other hand, abnormally high temperatures may require the provision of additional cooling systems
in order to control the process temperature and to avoid potential damages and the subsequent loss of
containment. In addition, extreme temperatures decrease the machinery efficiency. Heat, for example, can
impact machinery that uses belts: warm temperatures loosen the belts, leading to their slippage.
The increasing uncertainty to climate conditions due to global warming is increasing the risk of secondary
damages on chemical plants due to extreme weather events. It happens more frequently that all over the
world extraordinary weather phenomena take place and consequently, chemical plants have to work in
conditions definitely far from designed ones, leading to potential consequences as described above.
Empirical examples on how the production of chemicals is deterred due to climate hazards are provided in
the section pertaining to the energy sector.
4.2.5

ICT sector

Beyond the damage of physical and structural infrastructure of ICT sector due to climate change and
extreme weather phenomena, ICT sector can be affected in terms of performance leading to a percentage
loss of capacity and therefore to a set of degraded services (ITU, 2014). Wireless transmissions can be
affected by temperature increases (e.g. reduced signal range), by precipitation (e.g. weakened quality and
reliability of the service), and by changes in the physical environment (e.g. building construction, foliage
density), which can affect the sectors” redundancy (i.e. substitutability of functions and services in the
event of climatic disruptions). Extreme events can limit the access of industry workers to conduct repairs
or restore operations, affecting the rapidity of the sector’s response to climatic shocks (i.e. the speed at
which assets are accessed or mobilized).

4.3 Impact assessment
This chapter examines the applicable approaches for impacts which result from damages and losses due to
climate events. The regarded impacts include casualties, economic and financial perspectives,
environmental losses, impacts on reputation and societal impacts.
4.3.1

Casualties

This chapter deals with direct and indirect casualties in the way to propose a general framework for
casualty assessment. In general sense casualties can be quantified using numerically approaches (e.g.
number of people exposed or years of life lost). Klaver et al. (2008) define years of life lost for a specific
timespan as:
Half the life expectancies of people who lost their lives + total period for hospitalisation and
recovery, the percentage unable to live a normal life * period affected and decrease in life
expectancy
Data of historical events can be used to determine possible range of human casualties i.e. fatalities.
According to the Awareness and Preparedness for Emergencies at Local Level programme from 1987
instituted by United Nations Environment Programme, a major industrial accident was defined by the
following criteria:


25 deaths or more; or



125 injured or more; or



10000 evacuated or more; or



10000 people or more deprived of water
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According to Directive 2008/114/EC (The Council of the European Union, 2008), the significance of an
impact shall be assessed in terms of cross-cutting criteria which consist of the following three families of
criteria:


Casualties criterion – assessed in terms of the potential number of fatalities or injuries,



Economic criterion - assessed in terms of the significance of economic loss and/or degradation of
products or services including potential environmental effects and



Public effects criterion (assessed in terms of the impact on public confidence, physical suffering and
disruption of daily life including the loss of essential services).

It is noted, that cross-cutting criteria thresholds shall be based on the severity of the impact of the
disruption or destruction of a particular CI. The precise thresholds applicable to the cross-cutting criteria
shall be determined on a case-by-case basis by the Member States concerned by a particular CI. Each
Member State shall inform the Commission on an annual basis of the number of infrastructures per sector
for which discussions were held concerning the cross-cutting criteria thresholds.
An approach to numerically assess casualties due to a single disaster is the potential loss of life estimation.
For this purpose the following information are needed:


type of disaster and related physical effects that may be produced (flood, fire, release of toxic
substances etc.),



threatened area (locations that are potentially exposed to a certain level of the physical effects),



population affected (number of people that reside in threatened area by taking into account
potential population dynamics in the area),



exposed area (locations that are exposed to the physical effects associated with the particular
disaster),



population at risk (number of people that reside in the exposed area),



exposed population (population at risk decreased for the number of people that may be evacuated
or sheltered from the exposed area in an organised manner; self-evacuation may also be taken into
consideration).

Table 17 gives an overview of the models that are used for potential loss of life estimation in different fields
of application. The table is taken from Jonkman (2007).

Table 17: Overview of models for estimation of potential loss of life in different fields (Jonkman, 2007)
Disaster Type

Model Description and Applications

Various Natural
Disasters

Broad (conceptual) models that could be applied
to different hazards

Floods

Overview of methods for loss of life estimation
for rivers, coastal and dam break floods

Jonkman (2001)
McClelland and Bowles
(1999)

Earthquakes

Earthquake protection

Coburn and Spence (2002)

Volcanic
Eruptions
Tunnel
Accidents

Estimation of physical impacts and fatalities

Spence et al. (2005)

Assessment of consequences for fires and
explosion in road tunnels

Persson (2002)
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Airport Safety

Method for determination of fatalities on the
ground due to airplane crashes near Schiphol
airport (the Nederland)

Piers et al. (1992)

Chemical
Accidents

Dutch guidelines for estimation of consequences
for chemical accidents

CPR (1990)
Weger et al. (1991)
AIChE (2000)

Assumed that physical effects of a disaster are characterised with the intensity factor that represents the
type of physical effect, arrival time of physical effects, spatial extend of disaster etc., the number of
exposed people

, may be estimated in the following way (see Equation 15):

Equation 15: number of exposed people
where
is number of people at risk while
and
are the population fractions that are
able to be evacuated and sheltered, respectively. Let us further assume that fatality rate among exposed
population is described by so-called dose-response function,

, than number of potential fatalities,

, may be calculated by applying the following formula (see Equation 16):

Equation 16: number of potential fatalities,
The parameters
between 0 and 1.

,

and

should be defined as the distribution functions with values

Based on the above explanations the general framework for potential loss of life estimation is given in the
following figure (see Figure 30).
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Figure 30: Framework for potential loss of life estimation
The health consequences are expressed in terms of person life years lost (Klaver et al., 2008) are referring
to the sum of half the life expectancies of the people who lost their lives and the total period that people
are hospitalised and in recovery (injured/affected). Recovery also means the percentage of people unable
to live a normal life times the period affected, and the decrease in life expectancy. Using the person years
lost approach impact classes can also be derived.
4.3.2

Economic and Financial Perspectives

Financial perspective
While recognising that extreme weather events affect the core business of insurance, Hoeppe (2016)
identify the definition of a risk-adequate premium reflecting a dynamic hazard pattern as that of weather
related disasters as the main challenge insurance industry has to face. The main sources of information
available to insurers and reinsurers to conduct the insurance industry are losses data. The Munich Re
NatCatSERVICE database records all loss events caused by natural hazards resulting in property damage
and/or bodily injury. Broadly speaking, the NatCatSERVICE database focuses on financial losses, evaluated
by summing insured losses and economic losses, and present a classification of catastrophes into four
classes, ranging from a natural occurrence with small economic impact to a major natural catastrophe. The
upper end of the scale includes the formerly used class of “great natural catastrophes”, which, in line with
definitions used by the United Nations, a “great natural clearly overstretches the affected region’s ability to
help itself and interregional or international assistance is consequently required. In Figure 31, the four
classes of loss events are defined (losses expressed in millions of US$), an additional class “0” for natural
extreme events without noteworthy losses exists.
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Figure 31: Definition of intensity classes as used in Munich Re NatCatSERVICE database in 2015. Monetary values
are total economic losses in million US$. The factors between classes of different income groups are chosen
approximately proportionally to the income group ratios defined by Worldbank (Hoeppe, 2016).

In his study, Hoeppe (2016) points out that the data of insured losses are the most reliable natural
catastrophe loss data available as they reflect claims actually paid by insurance companies. On the contrary,
economic losses estimates are more prone to uncertainties which are inherent in available assessment
tools, especially when secondary economic losses occur like business interruptions, people leave
permanently the region of the catastrophe (loss of labour) or tourists avoid the affected areas.
In addition, according to the analysis by Hoeppe (2016), ratios or factors between the same classes in
countries with different income groups should be taken into due account. Indeed, they allow to account for
the fact that for example a 100 million dollar loss event in a developing country means a more severe
impact than the same loss magnitude in an industrialised country.
4.3.3

Environmental Losses

Natural and man-made disasters can result in large environmental losses to biodiversity, agricultural output
and cause large clean-up costs. Depending on the nature and extent of the produced pollution, the
environmental losses from these incidents may have to be covered by the CI operators/service providers
and hence are a source of great concern for them. Environmental losses are defined here as the losses
incurred due to the negative impact of damaged CI asset or its components as a result of a natural or manmade disaster. These losses can be understood as a result of structural and operational damages of a CI
asset that leads to negative environmental impacts such as chemical and oil spills, toxic and noxious
emissions in the air, physical damages to the environment, and other adverse environmental impacts. Table
18 indicates some of the potential impacts that occur due to CI damage in selected natural disasters.

Table 18: Associated environmental impacts in selected natural disaster led technological disaster
(NATECH) events (Urlainis et al., 2014)
Type of NATECH
Disaster
Earthquake impacts on
chemical industries
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Special case: Izmit,
Turkey earthquake,
1999

infrastructure
Damaged infrastructure leading to secondary environmental threats
Release of hazardous material by damaged tanks/storage containers

Hurricane/typhoon
cyclone/flooding impact
on petroleum
refineries/storage

Loss of vegetation cover and wildlife habitat
Short-term heavy rains and flooding
Mud slides and soil erosion
Soil contamination
Damage to coral reefs and natural coastal defence mechanisms
Waste (hazardous and non-hazardous) and debris accumulation
Impacts associated with reconstruction and repair to damaged
infrastructure

Special case: Hurricane
Katrina in Gulf Coast of
US, 2005
Tsunami/heavy flooding
impact on nuclear
power facility
Special case: Fukushima
Nuclear Disaster, 2011

Ground water pollution due to sewage overflow
Saline incursion and sewage contamination of groundwater reservoirs
Marine pollution
Soil contamination
Waste accumulation
Radiation contamination across air, water and land resources
Loss of biodiversity

A number of pre-existing legislative frameworks in the EU may be able to assist in the assessment of
environmental losses due to damages to CI, documents such as Directive 2001/42/EC (The European
Parliament and the Coucil, 2001) (known as the Strategic Environmental Assessment (SEA) Directive) in
particular, and like Seveso-III (Directive 2012/18/EU (The European Parliament and the Coucil, 2012)),
which is concerned directly with the impacts of technological hazards resulting from damage to CI. This
Directive is known as the environmental impact assessment (EIA) Directive. Directive 2001/42/EC (The
European Parliament and the Coucil, 2001) requires that all such information relating to the potential
impact from the building, operating and potential damage of the CI asset be included in the EIA and SEA.
The purpose of this legislation is to encourage decision makers to fully consider the potential
environmental impacts of constructing a CI asset or structure before building and operating it. The EIA
contains information, for example, on the extent of potential impacts (geographical area and size of the
affected population), the trans-frontier nature of the impacts (across administrative and national borders),
the magnitude and complexity of the impacts, the probability of impacts, the duration, frequency and
reversibility of the impacts. The EIA uses a mix of qualitative and quantitative tools such as the Leopold
matrix, fuzzy Logic sets and quantitative indices for environmental impacts (The European Parliament and
the Coucil, 2001) (EU Directive 2001/42/EC). The Seveso-III document Directive 2012/18/EU (The European
Parliament and the Coucil, 2012) on the other hand requires that a safety report is to be prepared for CI
assets clearly identifying the potential hazards, the implementation of adequate safety measures, and to
establish emergency plans. The directive also calls for the analysis of “external events”, as well as the
analysis of potential domino effects and land use policies (e.g., keeping safe distance between facility and
community). Both these processes (ESA and EIA) can help investigators have more information about the
likely hazards and their potential environmental impacts.
Environmental loss according to type of impact
The effects on the environment of a NATECH event can be divided into three broad categories for the
detailed assessment of losses due to pollution resulting from a damaged CI, e.g. in terms of losses
calculated due to the resulting air pollution, water pollution or land pollution. Damaged CI could result in
losses due to increases in one, two or all of three types of pollution (Lobdell et al., 2011). For example,
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flooding of a fuel storage facility may result in increased water pollution where oil may spill out into the
surface water that gets distributed over land across a larger area resulting in increased clean-up costs and
loss of agricultural output.
Indices to measure air, water and land pollution
Air pollution may be a significant by-product caused by the destruction or degradation of a CI system or
asset where the damage results in either increased emissions of gases used during the production process
(e.g. Greenhouse gases (see the IPCC Emissions Factor Database (Greenhouse Gas Protocol)) or the
emission of other hazardous materials into the air which can be measured according to established
guidelines (e.g. EEA (2013)). It is difficult to estimate the loss from such emissions but a reasonable indirect
cost is to estimate the cost of air cleaning programs that might be undertaken as a result of restoration
policy after the disaster. Another potential method to assess loss due to temporary air pollution might be
to measure the corresponding change in economic flows, i.e. higher current expenditures on health and
defensive measures as a result of continuing work in the polluted environment till normality is reestablished (van der Kamp, 2017).
Hazardous materials and toxics resulting from NATECH events can be identified and classified according to
the type and nature of the materials as identified in the Globally Harmonised System of Classification and
Labelling of Chemicals (United Nations, 2005). This information will help in determining the extent of the
total environmental impact that exposure to these materials can have on air, water and land resources.
Accordingly, environmental losses from water pollution can be considered in two ways; either as the cost to
clean up the pollution which led to a change in the quantity and quality of water available or the cost of
restoration of water works and distribution systems that might have been affected by the destruction of
the CI (Ho Oh et al., 2010). Estimating indirect losses in the case of water pollution resulting from CI
damage may be possible based on the higher operating costs and lower income of operators over the
period. Additional losses can be attributed to defensive/mitigation costs (like using water filters) and/or
due to the health costs of people living/working in built environment/structures affected by polluted water
(Deshmukh et al., 2011). For example, if water distribution systems or water works are the primary CI
affected then the loss could include the higher costs or lower income of the operators providing the service
due to the water log damage incurred on the buildings, pumps, pipes or other assets damaged by the
event. Damage to CI can also have a permanent or temporary effects on land use as well. Land can be
directly affected in terms of land value, productivity (in terms of agricultural, tourist, commercial or other
values), ecology, bio-diversity and aesthetically as well (Urlainis et al., 2014). Although these losses can be
primarily assessed in other headings such as financial, socio-economic or reputational capacities, there may
be a case where a CI operator may consider calculating environmental loss resulting from a damaged CI
asset or network as part of estimating its own overall loss. An extreme example of this might be the
Fukushima nuclear disaster where all three types of pollution were generated and where considerable
environmental losses were incurred by the energy operator (in addition to the local town and district
governments) and are now inaccessible for the foreseeable future (Blandford and Ahn, 2012).

Table 19: Three categories for assessing environmental impact with example of measures (Strathclyde,
2018)
Type/Category
Air Pollution

Measures (example)
CO2 emissions by level (g/kWhe)
Level 1: 0-199 g/ kWhe
Level 2: 200-399 g/ kWhe
Level 3: 400-599 g/ kWhe
Level 4: 600-799 g/ kWhe
Level 5: 800-1000 g/ kWhe

Grant Agreement 653824

PUBLIC

Page 66

EU- CIRCLE

Water Pollution

Land pollution

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

CH4 emissions by level (g/ kWhe)
Level 1: 0-4.9 g/ kWhe
Level 2: 5-9.9 g/ kWhe
Level 3: 10-14.9 g/ kWhe
Level 4: 15-20g/ kWhe
Level 5: >20 g/ kWhe
Acid Rain
SO2 emissions by level (g/ kWhe)
NOx emissions by level (g/ kWhe)
Air Quality
NOx/SO2/CO or other emissions by level (g/ kWhe)
Volatile HC emissions
Particulates
Land and ground water contamination hazards
Liquid metals
Toxic chemicals
Chemical pollution
Flow and temperature effects
Hazard to range of natural species or biodiversity
Damage to wildlife habitats
Soil erosion
Land use effect on urban development
Land use effect on agriculture or forestry

EU-CIRLCE’s emphasis on climate change also indicates that any assessment of environmental losses will
also include information about the increase in the emission of Green House gases resulting from damages
to CI. In cases of emissions resulting from spills, leaks or exposure the amount of material needs to be
specified before losses can be estimated. The information on these will likely be specified in the EIA report
issued prior to the construction of a CI asset or structure. The above explained indices categories can be
used to differentiate between the different types of environmental losses potentially suffered due to
damage to a CI asset. These categories have a number of indices in the literature that can be used to
measure the impact of that type of pollutant on the environment. In most cases, once an amount of
hazardous/noxious material (emission, spillage or leak) is identified then a dispersion model can be applied
to it depending on its type (air-wind dispersions, water flow dispersion or land soil impact) and this can
then generate a defined impacted area for which losses can be estimated (Strathclyde, 2018).
Valuation of Environmental Impacts
There is a large number of valuation methods in the literature for environmental damage (source) but they
are only useful for decision makers if the methods of estimation are accepted a priori as they can produce
different results depending on the used approach. Researchers can use a number approaches such as

1) Valuation based on market prices
2) Indirect valuation methods
3) Direct valuation methods and
4) Valuation by means of avoidance costs.
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It is important to note that the valuation methods discussed in this section can quantify only part of the
environmental loss/damage therefore they can only provide an estimate of the lower limit of damages and
should be used with this in mind. Table 3 below summarises some of these methods and indicates some of
their main applications (Bickel and Friedrich, 2005; Schwermer, 2012). Schwermer (2012) gives a summary
of the different valuation methods (Table 20)

Table 20: Summary of Valuation methods (Schwermer, 2012)
Valuation method

Main applications
Valuation based on market prices

Added value methods

Estimating costs of reducing
damage

Costs of compensating for
environmental damage

Yield losses in agriculture and forestry;
Increase in production costs due to impaired environmental quality
(increase in water treatment costs, increase in cost of maintaining soil
quality).
Material damage to facades;
Noise (costs of noise abatement measures);
Costs of medical treatment and loss of income due to environmental
diseases.
Estimate of costs of market goods as a functional substitute for
environmental goods, e.g. costs of technological waste water treatment
for the value of the cleansing performance of a reed zone;
Compensation of damage to ecological goods in the context of
environmental liability;
Compensation measures under nature conservation law as an indicator
of disutility.
Indirect valuation methods

Hedonic valuation method
Expenditure and travel
expenses methods

Assessment of the influence of environmental quality on the housing
environment.
Recreational value of natural landscapes, cost-intensive uses.

Direct valuation methods
Contingent valuation

Conjoint analysis
approaches
Participatory valuation
methods
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Most comprehensive approach for determining WTP for changes in
environmental quality, applicable on principle to all cost and utility
categories, such as
noise (WTP for noise abatement measures);
individual disutility due to health risks, reduced life expectancy;
WTP for the preservation of biodiversity, for the conservation of virgin
nature.
Fields of application as for contingent analysis, but method is more
complicated.
Applicable to those categories where reference to individual preferences
does not serve interest of the target (e.g. because there are large
variations in individual WTP, because lack of information plays an
important role, or the risks that need valuation can only be decided on by
societal consensus).
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Valuation by means of avoidance costs and costs of achieving the target
Avoidance cost approach

Second-best approach to include categories for which knowledge about
effects is insufficient, adverse effects are very complex or no confirmed
estimates exist yet of the assumed damage (damage to ecosystems,
acidification, eutrophication).

The valuation by market prices approach can be used for valuing a change in the added value (for example,
in agriculture loss or productivity cost) and also when the types of damage that can be wholly or partially
reversed through restoration measures. This could be used by CI operators and service providers to look at
how much restoration of environment will cost after a NATECH event like an oil spill or chemical leak
(Bachmann, 2006). Another approach is to use indirect valuation methods to measure the value (or loss in
value) of a public good based on market behaviour that can be observed. Indirect here means that
estimates are derived from the demand for goods traded in the market. For example, damages to
recreational land from a NATECH event can be estimated in terms of expenditures on recreational visits by
the public prior to the incident and can be used to partially determine environmental losses in some cases
(Schwermer, 2012).
On the hand, direct valuation methods use participatory methods like special interview techniques to
determine the WTP of consumers, or their claims of compensation. This method is particularly resource
intensive costing time, money and high level of expertise. Accordingly these survey methods are only used
when it is impossible or extremely difficult to use the other indirect methods. The benefit of using this
method is that it might reveal existence values (e.g. improvement of living conditions for people which will
most probably not be experienced by the interviewed persons themselves) and option values (i.e. the
preservation of the potential option to experience natural landscapes). Hence, these methods can be used
to estimate both use and non-use values if these are required for assessment of long term environmental
losses (Schwermer, 2012). These environmental/ecological impacts will most likely be identified in the EIA
or SEA and the Seveso-III documents that are a requirement according to EU law (Directive 2001/42/EC
(The European Parliament and the Coucil, 2001) and Directive 2012/18/EU (The European Parliament and
the Coucil, 2012)). These documents can provide a baseline for information for the EU CIRLCE’s CIRP on the
potential extent of the impact (geographical area and size of the affected population), the trans-frontier
nature of the impact (across administrative and national borders), the magnitude and complexity of the
impact, the probability of the impact, the duration, frequency and reversibility of the impact. Additionally,
these losses can be categorised based on the type of impact on the environment; either as air, water or
land pollution. Finally, economic valuation methods can be employed to attach cost values to the impacts
determined through the pollution indices. Using these methods depends on the context and objectives of
the assessment but they can be valuable in estimating lower limit damage costs that can be of help to
decision makers.
4.3.4

Reputation

Reputation is considered a quite stable feature but can be rapidly disrupted by severe events. According to
many authors reputational risk could be defined as a “risk of risks” because it emerges as a consequence of
other risks, as well as the perception impact of stakeholders, based on corporate past actions and future
perspectives. Fombrun et al. (2000) define the reputational risk as the range of possible gains and losses in
the reputational capital for a given firm. Reputational impact can affect the overall credibility and
attractiveness of a company in comparison to its competitors. Concepts of formal risk management have
been around for a number of years, businesses still find it easier to focus on risks that have a clear and
quantifiable financial impact. Despite the efforts of the scientific community, there is no existing method
for the assessment of reputational risk manages quantitatively measure the reputational risk (Professione,
2013/2014). As a result, risks to the reputation which may have “soft” root causes are hard-to-quantify
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impacts, are frequently ignored, underplayed or, at best, side-lined (Rayner, 2004). While there have been
numerous proposals for quantitative assessment methods, qualitative approaches are much more used.
Most companies admit they find it very difficult to quantify the financial impact of the reputational risk
(ACE European Group, 2013).
Impact assessment within EU-CIRCLE is supposed to follow proposed impact classes:


Negligible/minor,



Small,



Medium/moderate,



High and



Severe.

Qualitative approach
According to the definition by Fombrun (1996) and considering the reputation impact, reputation is based
on perceptions. It is the aggregate perception of all stakeholders and it is comparative. This highlights two
important components of the reputation: the social/collective concept and the perceptions of all
stakeholders. Stakeholders may have different perceptions regarding the organisation. Also, a good
reputation is less advantageous than a poor reputation in absorbing the impact of product defects, and so
high reputation firms are more likely to be punished by the market (Rhee and Haunschild, 2006). An
organisation’s reputation resides with a wide range of interested parties. The most important ones are
customers, investors, regulators and the general public.

According to Gaultier-Gaillard et al. (2009), reputation may impact the relationships of the company with
its stakeholders:


Stockholders’ decisions to hold onto their shares,



Customers’ desire to buy products and services,



Suppliers’ desire to establish partnerships,



Competitors’ eagerness to enter the market,



Media coverage,



Pressure groups/NGO activity,



Control and regulatory authority attitudes,



Cost of capital,



Recruitment of high potential individuals,



Motivation of current workforce and



Inclination of stakeholders to grant the benefit of the doubt when a crisis emerges.

Enjoying a good reputation has several rewards among which the continuing trust and confidence of
customers, investors, regulators, employees, suppliers and other stakeholders, the ability to differentiate
the business and to create competitive advantage. On the contrary, a bad reputation can result in a loss of
customers, low employees’ motivation, shareholders’ dissatisfaction and ultimately the fall of the business
itself (Gaultier-Gaillard et al., 2009). Damage to the reputation will differ depending on the nature of the
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business and the basis for stakeholder trust. In assessing the reputational impact, the view of relevant
stakeholders should be considered to ensure that the impact is not underestimated. In addition, according
to Rayner (2008) the impact could be linked to the level of diffusion of the harmful news. Reputation
impact category should be determined by the owner of the CI via corporate standards in a subjectivequantitative estimate from subject matter experts-CI operators. To avoid subjective bias in assessing
impact, relevant data should be used where possible like past experiences of similar companies or the
results of internal or external reviews. Also, duration of the incident can have negative contribution to the
overall reputation especially if there is lack of timely and sufficient response to an incident. Actions that
deviate from the normal pattern, the taking of manifestly ill-advised decisions can seriously impact the
reputation and trigger additional express of anger concerns. Negative media coverage can have a negative
impact on the reputation, which can incite public outrage with more serious and long term impact on
reputation. A negative image, once acquired is difficult to alter, pertaining to assigning responsibility for the
cascade effect of the event. Figure 32 shows a general methodology framework which explains reputational
impact in a way that is relevant and meaningful for a given business. Table 21 provides an example of
impact scale derived from Rayner (2008).

Stakeholder(s)
perception

Media coverage

Duration of impact

Reputational impact

Figure 32: Framework for qualitative reputational impact assessment
Table 21: Reputational impact categories (Rayner, 2008)
Reputational impact
Class
Negligible/minor
Small

Medium/moderate

High

Severe
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Description
Potential effects that can become more significant
Impact lasting less than one week
Local complaint or recognition
Minimal change in stakeholder confidence
Impact lasting less than one month
Local media coverage
Moderate change in stakeholder confidence
Impact lasting between one and three months
National media coverage
Significant change in stakeholder confidence
Impact lasting more than three months
Attracts regulator attention or comment
National headline/international media coverage
Dramatic change in stakeholder confidence
Impact lasting more than 12 months or irreversible
Public censure or accolade by regulators
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Potential reputational losses estimation
Reputational impact can sometimes be determined in monetary terms. For example, expected reduced
income resulting from loss of customers or license to operate; or impact on share price or on brand value.
Damage to the reputation will differ depending on the nature of the business and the basis for stakeholder
trust, in the financial services sector the reputation damage would result from a financial irregularity.
According to Perry and Fontnouvelle (2005), the reputational losses can also be materialised when
shareholders infer that there may be direct negative consequences for the future cash flows. There are
several paths by which can be used to determine possible impact range of the induced reputational losses
for a firm:


Loss of current or future customers,



Loss of employees or managers within the organisation, an increase in hiring costs, or staff
downtime,



Reduction in current or future business partners,



Increased costs of financial funding via credit or equity markets and



Increased costs due to government regulations, fines, or other penalties

Historical data offers a review of historical events that can also be used to determine possible impact range.
The financial and reputational cost of a catastrophic event can be extremely high and may not be fully
apparent for months and years after the event, according to examples in Table 22 given by Regester and
Larkin (2008).

Grant Agreement 653824

PUBLIC

Page 72

EU- CIRCLE

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

Table 22: Historical examples (Regester and Larkin, 2008)
Company

Event

Financial cost ($)

Exxon

Valdez spill

13bn

Barings Bank

collapse

900m

PanAm

Lockerbie crash

652m

Union Carbide

Bhopal

527m

Perrier

benzene accident

263m

P&O Ferries

Zeebrugge sinking

70m

Occidental Oil

Piper Alpha explosion

1.4m

In addition, BP oil spill from 2010 caused by the blowout on Deepwater Horizon rig had widespread impact
beyond the operational losses from containment and cleanup. In financial terms, it brought to a 50% fall in
the share price, the failure to pay dividends for three quarters, litigation with individuals and affected US
states involving more than $42 billion of payouts and the need for $38 billion asset sales (Professione,
2013/2014). An example of criteria for a five-point impact scale is derived from a financial impact on the
reputation guide chart for a major international business (Rayner, 2008) (see Table 23).
Table 23: Financial impacts on reputation criteria (Rayner, 2008)
Financial loss
Class

Million of euro (€)

Negligible/minor

< 0.1

Small

0.1 < 1.0

Medium/moderate

1.0 < 10

High

10 - 100

Severe

> 100

Accidents and disasters often have a negative impact on the reputation. A loss of reputation can result in
impaired relationship with the stakeholders which give rise to the following division of reputation impact
classes:


Slide,



Small,



Local,



National and



International.
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Slide and Small impact categories can be explained with no significant reputation impact, usually limited to
company area in time duration less than one month. Local reputation impact is limited to local area (media
coverage, criticism) with maximum duration of three months and moderate disruption on operational
performance with change in stakeholder confidence. National and International impact usually means
national and international media coverage with impact duration longer than three months, substantial
disruption in operational performance and substantial change in stakeholder confidence with followed
activities from regulatory authorities.
Reputation impact category should be determined by the owner of the CI via corporate standards in a
subjective-quantitative estimate from subject matter experts-CI operators. To avoid subjective bias in
assessing impact, relevant data should be used where possible like past experiences and company
standards, experiences of similar companies, exercises or the results of internal or external reviews. Also,
duration of the incident can have negative contribution to the overall reputation especially if there is lack of
timely and sufficient response to an incident. Ability is defined by needed resources to deal with the
incident and management competence. Actions that deviate from the normal pattern, the taking of
manifestly ill-advised decisions can seriously impact reputation and trigger additional express of anger
concerns. Negative media coverage can have a negative impact on reputation, which in turn can incite
public outrage, which can have more serious and long term impact on reputation. A negative image, once
acquired is difficult to alter, pertaining to assigning responsibility for the cascade effect of the event.

4.3.5

Societal impact

As a concept, social vulnerability has been defined in terms of people’s “capacity to anticipate, cope with,
resist and recover from the impacts of a natural hazard” (Wisner, 2004). When considering the overall
impact on societal groups, several categories need to be considered. Generally there can be the following
three groups of categories to consider:


Social effects,



Psychological effects and



Political effects.

According to the definition provided by the Interorganisational Committee (1995), social impacts include all
social and cultural consequences to human populations of any public or private actions that alter the ways
in which people live, work, play, relate to one another, organise to meet their needs, and generally cope as
members of society. Psychological effects can be viewed as a disruption to the people’s daily routine.
Political effects can be described as discontinuity or disruption of public services. For each category there
will be five classes used to describe the impact of each category.
It is important to recognise that these actions are not specific to the private sector (Clark et al., 2004), as
both governments and non-profit organisations undertake actions to provide value for society. The
demands for more tangible accountability in these sectors have also increased their attention on the need
for social impact methods (London, 2009).The physical impacts of a disaster are usually the most obvious,
easily measured, and first reported by the news media. Social impacts, which include psychosocial,
demographic, economic, and political impacts, can develop over a long period of time and can be difficult
to assess when they occur. Despite the difficulty in measuring these social impacts, it is nonetheless
important to monitor them, and even to predict them if possible, because they can cause significant
problems for the long-term functioning of specific types of households and businesses in an affected
community (Lindell et al., 2006). The concept of vulnerability hotspot analysis is illustrated in Figure 33.
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Figure 33: Disaster Impact Vulnerability Assessment Model (Lindell et al., 2007)

Social impacts, which also include psychosocial and political impacts, can develop over a long period of time
and can be difficult to assess when they occur. Despite the practical and theoretical importance of
categorising social impact measurement methods, a system to do so has not yet been developed. Multiple
reasons could have contributed to this absence. For one, social impacts are often difficult to measure and
quantify. This is because of the qualitative nature of social impact, which makes it hard to attach an
objective value to the impact and to sum the various qualitative expressions of impact (Maas and Liket,
2011).
Societal Impact
This category accounts for the part of society whose demand for CI services is not (or is partially) met due
to the CI not being able to meet the required demand. Because of the nature of the problem, the concept
of social impact has determined by context. Table 24 contains different definitions.

Table 24: Social impact definitions
Term
Social impact
(Burdge and Vanclay,
1996)
Social impact
(Latané, 1981)

Social Impact
(Freudenburg, 1986)
Social Impact
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Definition
By social impacts we mean the consequences to human populations of any
public or private actions that alter the ways in which people live, work, play,
relate to one another, organise to meet their needs and generally act as a
member of society.
By social impact, we mean any of the great variety of changes in physiological
states and subjective feelings, motives and emotions, cognitions and beliefs,
values and behaviour, that occur in an individual, human or animal, as a result
of the real, implied, or imagined presence or actions of other individuals.
Social impact refers to impacts (or effects, or consequences) that are likely to
be experienced by an equally broad range of social groups as a result of some
course of action.
Social impacts are the wider societal concerns that reflects and respects the
complex interdependency between business practice and society.
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(Gentile, 2002)
According to Burdge and Vanclay (1996), social impact assessment can be defined as the process of
assessing or estimating (in advance) the social consequences that are likely to follow from specific policy
actions or project development, particularly in the context of appropriate national, state, or provincial
environmental policy legislation and this process provides direction:


Understanding, managing, and controlling change,



Predicting probable impacts from change strategies or development projects that are to be
implemented,



Identifying, developing, and implementing mitigation strategies in order to minimise potential
social impacts,



Developing and implementing monitoring programs to identify unanticipated social impacts that
may develop as a result of the social change,



Developing and implementing mitigation mechanisms to deal with unexpected impacts as they
develop and



Evaluating social impacts caused by earlier developments, projects, technological change, specific
technology, and government policy.

For the purposes of this project, deliverable D 3.4 (EU-CIRCLE consortium, 2016b) defines that impact on
societal groups is determined by the following parameters:


Number of people exposed / affected,



Number of in-need societal groups (in people) not-served, such as infants, elderly, patients, etc.,



Number of houses not-served,



Number of enterprises not-served and



Number of special facilities not-served (elderly care, kindergarten, schools, etc.).

Where number of people exposed/affected refers to the overall population impacted by the event, namely
in the disturbance in their day-to-day life as well as overall number of in-need societal groups affected by
the event through a disruption of social services. The number of houses, enterprises or special facilities notserved refers to their overall number impacted by disruption of public services. Table 25 lists a sample set
of social vulnerability indicators recently used in analyses of social vulnerability to the impacts of
earthquakes in Shelby County (Memphis), Tennessee (Lindell et al., 2007).
Table 25: Indicators of social vulnerability (Lindell et al., 2007)
VULNERABLE GROUPS
Female headed households
Elderly
Low income/high poverty
Renters

Ethnic/racial/language minorities
Children/youth
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VULNERABILITY INDICATORS
Percent female headed households
Percent individuals over 65
Percent of elderly households
Percent of households below poverty level
Percent of households below HUD standards
Percent of households residing in rental housing
Percent of households residing in rental housing by type of dwelling
units
Percent of individual from Black, Hispanic, and other minorities
Percent of non-English speakers
Percent of population in selected age groupings
Percent of households with dependency ratios above a specified level

PUBLIC

Page 76

EU- CIRCLE

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

Social vulnerability hot spot analysis

Areas with combined social vulnerabilities

Thus, vulnerability is also measured by the infrequency and superficiality of social contacts with peers such
as kin (extended family), neighbours, and co-workers (Lindell et al., 2006). Facilities that have highly
vulnerable populations should be also considered. A list of such facilities is listed in Table 26 (Lindell and
Perry, 1992).

Table 26. Facilities with highly vulnerable populations (Lindell and Perry, 1992)
HEALTH RELATED
Hospitals
Nursing homes
Halfway houses (drug, alcohol, mental retardation)
Mental institutions
PENAL
Jails
Prisons
Detention camps
Reformatories

RELIGIOUS
Churches/synagogues
Evangelical group centers
HIGH DENSITY RESIDENTIAL
Hotels/motels
Apartment/condominium complexes
Mobile home parks
Dormitories (college, military)
Convents/monasteries
TRANSPORTATION
Rivers/lakes
Dam locks/toll booths
Ferry/railroad/bus terminals

ASSEMBLY & ATHLETIC
Auditoriums
Theaters
Exhibition halls
Gymnasiums
Athletic stadiums or fields

COMMERCIAL
Shopping centers
Central business districts
Commercial/industrial parks

AMUSEMENT & RECREATION
Beaches
Camp/conference centers
Amusement parks/fairgrounds/race courses
Campgrounds/Recreational Vehicle parks
Parks/lakes/rivers
Golf courses
Ski resorts
Community recreation centers

EDUCATIONAL
Day care centers
Preschools/kindergartens
Elementary/secondary schools
Vocational/business/specialty schools
Colleges/universities

There classes are highlighted to distinguish them as they refer to a category for which a class impact is
determined by class description instead of a numerical value. Although disruption can be numerically
determined as number of people or area impacted by a disruption and the disruption duration as time it
maybe be hard to find values which will be unified over all CI sectors.
Proposed impact classes are:


Negligible/minor,



Small,



Medium/moderate,



High and



Severe.

Grant Agreement 653824

PUBLIC

Page 77

EU- CIRCLE

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

Psychological effects
Additionally, psychological effects can be accounted for, as a measure of the citizen confidence in the CI
network and is directly related to their motivation in continuing using the network in the future. Ozer and
Weiss (2016) provide a summary of research on post-traumatic stress disorder (PTSD) concluded the four
categories of PTSD predictors were


A person’s pre-existing characteristics (e.g., intelligence, previous psychological trauma),



The severity of the personal impact of the disaster,



Psychological processes immediately after the impact, and



Life stress and social support after the traumatic event.

These include physiological effects such as fatigue, gastrointestinal upset, and tics, as well as cognitive signs
such as confusion, impaired concentration, and attention deficits. Psychological impacts include emotional
signs such as anxiety, depression, and grief. They also include behavioural effects such as sleep and
appetite changes, ritualistic behaviour, and substance abuse. In most cases, the observed effects are mild
and transitory - the result of “normal people, responding normally, to a very abnormal situation” (Gerrity
and Flynn, 1997). Population segments requiring special attention and active outreach after disasters are
children, elderly people and people with pre-existing mental disorders, racial and ethnic minorities and
families who have died in the disaster.
The psychological impacts are classified as:


Annoying: Irritating for the individual, but not disruptive for his/her daily routine,



Disruptive: The individual will have to adapt his/her daily routine,



Disturbing: The individual will have to make significant alternations to his/her daily routine and



Dysfunction: the individual is no longer able to continue his/her daily routine.

Table 27: Example of psychological effect criteria

Duration

Less than a
week

Less than a
month,
more than a
week

People
affected

> 10 000

> 100 000

Impact

Annoying
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More than a
month, less
than a year

One to ten
years

More than ten
years

> 1 million

> 10 million

> 100 million

Disruptive
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Political effects
Considering risk assessment of political effects, it is obvious that only those political aspects can be
considered that can be assessed beforehand. Risk assessment cannot and shall not take into account
heightened political sensitivities between parties such as that during an election period or sequences of
events which may have led to a political change, unless it considers the re-evaluation during or just after an
incident. The only political effects that can be qualitatively assessed are the risk of policy changes that
affect the process or structure of the business or the sector after an incident and the continuation of
governmental operations at all levels of government (Klaver et al., 2008). Also, a disaster impacts might
only produce a different set of victims and grievances and, therefore, a minor variation on the prevailing
political agenda (Morrow and Peacock, 1997). Political impacts of disasters often arise from conflicts over
the management of the emergency response and disaster recovery.
Considering risk assessment of political effects, it is obvious that only those political aspects can be
considered that can be assessed beforehand. Risk assessment, unless it considers the re-evaluation during
or just after an incident, cannot and shall not take into account heightened political sensitivities between
two parties election period sequences of events which may have led to a political change. The only political
effects that can be assessed are the risk of policy changes that affect the process or structure of the
business or the sector after an incident on near miss (Klaver et al., 2008).

Table 28: Example of political effects criteria
Class
Negligible (minor)
Small
Medium (moderate)
High
Severe

Grant Agreement 653824

Political effects
Description
No discernible effects or no direct business impact with limitations to
business flexibility as result of (potential) failure
Adaptations required to business process as result of (potential) failure
Adaptations required to business process and structure as result of
(potential) failure
Major national policy changes affecting the process or structure of the
entire national CI sector as result of (potential) failure
Major EU policy changes affecting the process or structure of the entire
European CI sector as result of (potential) failure
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Interconnection and interdependencies

5.1

State of the art review

5.1.1

Introduction

Modern CI are complex entities with many interactions and interdependencies, between and across the
various CI systems, that manifest themselves in many ways, including physical, cyber, geographical and
logical (EU-CIRCLE consortium, 2017a, 2016b, 2016c; Brown, 2007; Ouyang, 2014). Risk assessment and
management within the frame of infrastructure modelling requires the comprehension of how and to what
degree compound systems are interdependent. The Deliverable 1.2 (EU-CIRCLE consortium, 2016a)
contains a first approach for the understanding of interdependencies within each CI sector. In order to
model these interdependencies, the applied modelling approaches must be able to cover the resilience and
degradation of a CI system and the cascading effects disseminating into the connected networks. Ensuring
the resilience of CI to disruptive events such as hydro-meteorological events and future climate change
warrants the understanding of CI operations under normal conditions, the threats due to climatic hazards
and climate change, and the vulnerabilities of the CI complex system and the potential consequences of
these threats. The role of interdependencies in the potential for cascading failures across CI sectors and the
potential for magnification of the impact of a disruptive event must also be explored and assessed. All this
knowledge is necessary in order to determine, assess and implement protective and adaptive measures.
Modelling is a process that allows a simplified representation (e.g. mathematical, graphical, physical etc.
representation) of a very complex real-world system (such as modern CI networks) in which interventions,
future scenarios and alternatives can be tested in a controlled environment, especially in cases where such
interventions cannot be realistically tested in the real world. Accordingly, modelling is a tool that can
facilitate understanding of complex CIs, their operation in normal conditions, how they function in
disrupted conditions and how the interdependencies between the constituent CI systems affect each other
and the emergent CI ‘system of systems’.
The nature of the individual CI systems (e.g. energy, ICT, water, transport etc.) and the variations between
them; the range of locations; the different types of hydro-meteorological events, their magnitude and
frequency; future climate change and the timing of the various impacts; and the types of consequences
(e.g. economic, social and environmental) that may exist, require implementation of a wide range of
different analyses. As a result, no single model is in itself adequate to provide answers to the issues
addressed by EU-CIRCLE (Brown et al., 2004). Previous research discussed and applied diverse methods for
the modelling of interdependent CI. The EU-CIRCLE deliverable 3.4 already contains a broad overview about
different approaches for the modelling of interdependent structures and short explanations on the
associated methods (EU-CIRCLE consortium, 2017b). This section will present an overview of the main
modelling tools used in the field of CI, with an emphasis on modelling interdependencies. Approaches to
modelling of CI and their interdependencies can be broadly divided into the following types (Brown, 2007;
Eusgeld et al., 2008; Satumtira and Dueñas-Osorio, 2010; Ouyang, 2014):


system dynamics (SD) approaches



agent-based models (ABM),



input-output inoperability models (IIMs),



network-based approaches and



empirical models.
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5.1.2 System dynamics approaches
SD is a modelling method that builds computer simulations of complex systems for studying and
understanding the behaviour and underlying structure of a complex system over time (Eusgeld and Kröger,
2008). It is a top-down approach i.e. it looks at the real-world phenomenon from above and can be used in
the analysis of complex adaptive systems involving interdependencies. The real world is represented in a
conceptual way by a set of cause and effect relationships, with non-linear dynamics and feedback loops.
The main building blocks of SD models are stocks, flows and feedback loops (that link cause and effect,
either quantitatively or qualitatively). Stocks represent material, knowledge, quantities or the accumulation
of resources in a system. The flows between these stocks determine their value over time and represent
the rates of change that alter them. The feedback loops describe the connection and direction of the
effects between different system components i.e. CI assets. Thus the central principles of the system
dynamics approach are well suited for modelling any physical system. SD can represent interdependent CIs
by means of two diagrams (Ouyang, 2014):


feedback loop or influence diagram demonstrating the causal links between different variables and



stock-and-flow diagram describing the flow of information and products through the system.

The principal steps in the development of an SD model thus include:
1. understanding the system under study and its boundaries,
2. identification of key variables of the system (e.g. stocks and flows),
3. describing the interactions between the variables and representing physical processes (via
mathematical relationships),
4. mapping the structure of the model and
5. simulation of the model to understand its behaviour.
According to Brown (2007), SD models can be used to evaluate how a CI system may potentially behave
under disrupted conditions and to assess the ability to meet demand over time given system constraints
such as: initial storage volumes, storage, production and transportation capacities, priorities for delivery of
services and information about system conditions. SD models capture the evolutionary behaviour of CI
interdependent systems and model the dynamic response of CI systems during a disruptive event through
understanding key cause–effect relationships. This allows the understanding of non-linear relationships
where disproportionate responses or feedback exist (e.g. where threshold limits or tipping points exist
before large changes within a system) as well as time-delayed effects in feedback process where delayed
responses may result in unexpected and significantly different effects (if feedback was simultaneous).
SD modelling has been used in the development of the Critical Infrastructure Protection Decision Support
System (CIP/DSS) by the Los Alamos National Laboratory (Bush et al., 2005). The decision support system
uses SD modelling to simulate seventeen CIs (e.g. energy, water, ICT etc.) and their interdependencies and
to conduct consequence assessments and risk analyses in order to aid decision-making related to CI
protection. The CIP/DSS simulates the dynamics of individual infrastructures in consequence models and
links the separate infrastructures to each other according to their interdependencies. A separate model is
used as a ‘linker’ to build a unified multi-sector CI model from the individual CI models based on
interdependency variables. The applied generic SD feedback loop diagram is depicted in
Figure 34.
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The CIP/DSS utilises case studies which are made up of two scenario pairs:




Base scenario pair: This pair consists of two scenarios
o

Base Readiness Scenario: Business as usual conditions, no disruptive events or incidents.

o

Base Incident Scenario: A hypothetical event occurs which is dealt with using the measures
already available in the business as usual conditions.

Alternate scenario pair: This pair consists of two scenarios
o

Alternate Readiness Scenario: No disruptive event, a specific set of additional measures
are in place, over and above the business as usual conditions.

o

Alternate Incident Scenario: A hypothetical event occurs which is dealt with using the
additional optional measures.

The comparison of the alternate scenario pairs with the base scenario pairs demonstrates the effects that
different alternate strategies (which may include hardware or response and recovery strategies etc.) would
have if put into place by decision makers (Bush et al., 2005).

Figure 34: Generic SD feedback loop diagram, adapted from Bush et al. (2005)
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SD simulation modelling can be used to compare the performance of a CI asset, network or ‘network of
networks’ under different hazard conditions (e.g. performance of power generation unit under hazard
conditions like flood and forest fire) and simulate any cascading effects that may occur due to the
interdependencies of CIs. Therefore, SD approaches can aid CI operators and other decision makers to
address:


measures that make CI networks more resilient to hydrometeorological hazards (short-term) and
future climate change (long-term)



Reduction of service losses during disruptive events due to investing in these measures



Minimisation of the time for recovery due to this measures and thus, minimisation of total
cumulative loss of services

5.1.3

Agent-based models

ABM are bottom-up methods for the analysis of complex systems. The keynote is the assumption that
complex behaviour (e.g. of CI components) originates in the interactions of autonomous agents (Cimellaro,
2016). The ABM model the behaviour of decision makers and system components. Intelligent agents
represent the CI components (e.g. assets in EU-CIRCLE such as a power generator), CI operators, CI users
and other participants in the system. The agents have the ability for decision making and performance of
actions in order to achieve specific goals (Saidi et al., 2018). They interact with each other and the
environment based on specific rules, which are means to imitate the behaviour of real world assets (Brown,
2007; Eusgeld et al., 2008; Satumtira and Dueñas-Osorio, 2010; Ouyang, 2014). Figure 35 depicts the
interactions covered in ABM. Further, ABM are able to capture different types of interdependencies among
infrastructure and provide analyses for specific scenarios (what-if analyses) (Cimellaro, 2016). As an
example, the Spot Market Agent Research Tool (SMART) II developed by Argonne Laboratory uses two
different kinds of agents to model the electric spot market: agents are either electricity generators or
consumers (North, 2001). The generator agent rules are the following:


If the agent made a profit in the last hour, then attempt to increase sales.



If the agent posted a loss in the last hour, then attempt to decrease sales.



If the total profit has risen above the investment level for a new unit, then purchase a new
generator.



If the total profit has fallen to zero, then go bankrupt.

The consumer agent rules are the following:


If the agent made a profit in the last hour, then attempt to increase purchases.



If the agent posted a loss in the last hour, then attempt to decrease purchases.



If the total profit has risen above the investment level expansion, then grow by creating new
consumers.



If the total profit has fallen to zero, then go bankrupt.
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Environment
Interactions
ABM

Agents
(Behaviours)

Figure 35: structure of ABM approaches
In complex CI networks, human participants (agents) are critical in disruptive events particularly in response
and recovery. Thus, modelling CI networks should include human thinking and behaviour (Balducelli et al.,
2005). ABM can be used to simulate various infrastructures and social systems and model complex
behaviour patterns providing information about the relationships and responses of the real-world system
being modelled (Eusgeld et al., 2008). An example of this can be found in Balducelli et al. (2005) whereby a
CI can be represented in three layers:
1. The ‘Physical’ infrastructure layer made by the assets producing the infrastructure’s physical
outputs and/or services (this layer includes physical and geographical interdependencies),
2. The ‘Cyber’ automation and control layer made by hardware/software assets producing
automation and control services (this layer includes cyber interdependencies), and
3. The ‘Managerial’ layer made by human organisations that utilise the components of the other two
layers to operate the entire infrastructure and make decisions (this layer includes logical
interdependencies).
The three-layer representation takes into account that every constituent CI produces and uses output or
‘services’ to or from the other CI (Electricity, Transportation, Telecommunication, etc.), and that the nature
of such services may be very different in relation with the typology of the considered infrastructure. In the
case of a railway transport system, the produced service is the transportation of users to their destination
while the requested services are electrical energy supply and telecommunication availability. ABM thus, can
be used to model the behaviour of CI operators (decision makers) and other participants in an
interdependent CI system, to provide scenario-based what-if analyses, to assess the effectiveness of
different adaptation and protection strategies and to investigate CI interdependencies and their impact
through discrete-event simulations. ABM is useful for simulating reactive and time-evolving behaviours of
agents and their relationships; in cases where it is important that agents learn and engage in strategic
behaviour; when learning and adaptation of agents are important at the organisation level and when the
past may be a poor predictor of the future (as in the case of climate change).

5.1.4

Input-output inoperability models

Originating from economic models, the input-output inoperability models (IIMs) for the modelling of
interdependent systems are based on production, flow, and consumption of commodities within CI
systems. In principle, a system (confer CI network) is understood as an entity that receives various
resources as inputs and provides outputs, such as products or services. In general, the models follow a
linear, aggregated and time independent analysis (Saidi et al., 2018). The development of an IIM initially
requires the identification of the system objectives, respectively the services the system is expected to fulfil
or provide. Within the modelling of CI networks affected by natural hazards, the regarded objective is the
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system performance (EU-CIRCLE consortium, 2017b). With respect to the required levels of service which
are usually defined by the operators, the approach measures the CI network performances. Thereby, IIMs
are well suitable for the identification of inefficiencies and failure points (EU-CIRCLE consortium, 2017b).
The approaches are extendable in order to include further aspects and CI system properties. The
computable general equilibrium model is a popular example for such an enhancement. It inherits the main
features of the IIMs, but is able to eradicate certain limitations of the original approaches (Ouyang, 2014).
IIMs are used to analyse how a disruptive event, which initially affects one infrastructure, cascades to other
infrastructures through the exchange of input and output commodities that link the various CIs. IIMs are
based on Leontief’s input-output model of an economy which traces resources and products within an
economy. Under Leontief’s model an economy or system is made up of n interacting economic sectors or
industries, where each economic sector or industry produces one commodity or product. Each industry
requires inputs to produce its commodity in the form of labour, other outside inputs e.g. raw materials and
inputs/goods from other interacting industries. Each industry must produce enough goods or outputs to
meet the demand from other interacting industries as well as outside demand e.g. end-user consumption
(Miller and Blair, 2009). Leontief’s models assume a constant ratio whereby:


Inputs of goods and resources needed to make a commodity= output of a commodity and



outputs of a commodity= input of commodity used in the production of other commodities plus
final demand.

These assumptions result in Equation 17, the balance equation, on which Leontief’s model is based:

Equation 17: Leontief’s balance equation

where:
xi= total production output from industry I,
aij= ratio of inputs of industry i to industry j in terms of the production requirements of industry j and
ci= portion of industry i’s final production for final consumption.
Equation 18 is a simple linear equation which accounts for the way in which industry i distributes its
product by means of sales to other sectors and to final consumption. IIMs thus use the monetary values of
the transactions between pairs of sectors as data.
Haimes and Jiang (2001) developed a Leontief-based IIM for accounting for the intradependencies within
CIs and interdependencies across CIs. In the IIM a system is considered which is made up of n
intraconnected and interconnected CIs, with the output of the IIM being the risk of inoperability triggered
by one or several failures (which can be as a result of natural hazards, accidents, terrorism etc.). The
inoperability of a CI is defined as the inability of a CI to perform its intended functions and can quantify the
percentage of a CI’s production that is affected relative to the ideal level (Santos, 2006). Haimes and Jiang
(2001) assume that inoperability is a continuous variable with a value between 0 and 1, with 0
corresponding to perfect operation and 1 corresponding to the CI being completely inoperable. The authors
state that inoperability of a CI may not always be a continuous variable, but that may also take discrete
values depending on the case. The risk of inoperability is defined as the quantity that represents the
expected value of the failure level of a CI during a certain period of time ( i.e. probability and percentage of
the inoperability of a CI). In the IIM the Leontief balance equation can be re-written as in Equation 18:
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Equation 18: Leontief’s balance equation
where:
xi = overall risk of inoperability of the complex intraconnected and interconnected jth infrastructure
that can be triggered by one or multiple failures. It is a measure of both the degree of inoperability and its
probability.
aij = the probability of inoperability that the jth infrastructure contributes to the ith infrastructure due to
the complexity of their interconnectedness i.e. it describes the degree of dependence of the ith
infrastructure on the jth infrastructure. For example, if aij=1, this means that complete failure of
infrastructure j will lead to complete failure of infrastructure i.
ci= the additional risk of inoperability that is inherent in the complexity (i.e., intraconnectedness) of the ith
CI, and that also can be caused by accidental events, natural disasters, or acts of terrorism.
A= the interdependency matrix that indicates the degree of coupling of the industry sectors. The elements
in a particular row of this matrix can tell how much additional inoperability is contributed by a column
industry to the row industry (Santos, 2006).
As the IIM equation is linear it can be processed using matrices, where xi is a column vector, ci is also a
column vector and A equals [aij ] n X n matrix. The risk metric used to define the overall risk of inoperability
is the percentage of inoperability of an infrastructure (e.g. if the percentage of inoperability of an
infrastructure is 100% then the infrastructure is completely out of operation).
Defining the A matrix is the most challenging part of the modelling process and requires considerable data
collection and data mining. Haimes and Jiang (2001) offer a few guiding principles:


Define the boundary conditions of each infrastructure. The boundary conditions are critical in
identifying the interconnections between different infrastructures.



Define the level of resolution of each infrastructure, this will be determined by the quality, accuracy
and availability of the requisite data.



Identify physical connections among the infrastructures. If there is no physical connection between
infrastructures i and j, then aij =aii=0.



Identify all deterministic correlations among infrastructures e.g. if the failure of infrastructure i will
definitely lead to failure of one of the two components of infrastructure j, which performs 50% of
that infrastructure’s functions, then aji = 0.5.



Identify stochastic correlations among infrastructures. In the case of stochastic correlations, all
possible scenarios must be analysed and a statistical average must be taken to obtain aij and aii.

IIMs can take into account significant cross-regional interdependencies and risks that may be
geographically concentrated through the construction of a spatially explicit multiregional inoperability
input-output model (MRIIM) (G. Crowther and Y. Haimes, 2009). MRIIMs account for cross-regional flows of
goods and services that interconnect regions. Taking cross-regional flows into account enables the
calculation of multiregional coefficients, which in turn adjust the intraregional interdependency matrix. To
the decision maker managing large regional systems of interconnected regions, these coefficients provide a
measure of economic intraconnections among smaller (sub)regions that will result in either cascades of
impacts or sources of resilience following a disruptive event (G. Crowther and Y. Haimes, 2009). The MRIIM
has been used to model disruptions to an inland port terminal facility and to measure the cascading
impacts to interconnected industries and on interregional commodity flows (Pant et al., 2011).
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Network-based approaches

CI systems are commonly described as networks consisting of nodes and edges. The nodes represent the CI
components, whose physical and relational connections are illustrated as the edges. Research often applied
concepts such as the graph theory and Markov chains in network-based modelling (Saidi et al., 2018).
Modelling CIs as networks provides intuitive visual representations of them that are easily used and
adopted, and which provide detailed descriptions of each CI’s topology, flow patterns and
interdependencies (Satumtira and Dueñas-Osorio, 2010; Ouyang, 2014). The models conduct analyses of
interconnected network performances during disruptions (e.g. due to natural hazards) according to a twostage procedure. Initially, the failure of components is modelled at asset level, followed by the simulation
of cascading failures and outages across the networks at system level (Cimellaro, 2016). Depending on
whether or not they are modelling the service flow, the network-based studies can be categorised into
topology-based and flow-based methods (Cimellaro, 2016).
The topology-based approaches are applicable for the assessment of vulnerability based on large-scale
datasets for infrastructure systems (Ouyang, 2014). The methods model interdependencies among CI
networks solely with regard to their topologies. Each node and link is represented by the vertices and edges
of a graph, so that each CI is a pair of sets G (V, E) where V is the set of vertices and E is the set of edges
that make up the graph. The centrality, redundancy and efficiency of a CI can be described by several
topological properties such as the degree of a node i.e. the number of edges that touch the node; the path
length between the nodes; the extent of local clustering; and the number of node-independent paths i.e.
redundant paths. The interdependency of the CI network can be assessed by running multiple simulations
in which nodes are removed, for example as a consequence of a hydrometeorological hazard, and the
response of the CI system is measured either by the loss of global connectivity or service quality (Satumtira
and Dueñas-Osorio, 2010). Each node or edge can adopt discrete states, namely normal and failed. The
failure of nodes can emerge directly from the hazard or indirectly due to disconnections from the source
nodes within the same system. Additionally, failures can emerge from simultaneous outages of dependent
nodes in other systems or from various other factors. Topology-based models can identify the critical
assets/components of interdependent CIs however they do not offer adequate information on the flow
performance of CIs, limiting their use for decision-making in real-world CIs (Ouyang, 2014). However,
following a disruptive event, the main performance metric, especially in the eyes of the public, for
evaluating restoration efforts is how well the services provided by the CI system come back online (Nurre et
al., 2012). Topological properties such as degree distribution, pk, the probability distribution of degrees
over a whole network (i.e. the fraction of nodes in a network that have degree k), can be used to
understand the effects of failures on interdependent CI networks. Buldyrev et al. (2010) used the degree
distribution to calculate for two randomly constructed interdependent networks the critical average degree
below which both networks collapse and compared it to a single network. For two interdependent
networks kci was found to be 2.445 compared to kci = 1 for a single network. This work indicates that while
for a single network a broader degree distribution of the network nodes results in higher robustness to
random failure, for interdependent networks, the broader the distribution is, the more vulnerable the
networks become. In other words, the nodes that play such a major role in the robustness of single
networks become vulnerable when a cascade of failures occurs in interdependent networks. This approach
however, is not considered suitable for investigating the effects of natural hazards, as it considers that all
assets/components have identical failure probabilities, whilst under natural hazards different assets have
different failure probabilities.
In contrast, flow-based methods consider the services, respectively flows, provided by the CI systems. The
nodes and edges are ascribed to hold capacities for the production and delivery of services (Ouyang, 2014).
Some nodes produce or generate goods/services, some nodes accept or consume goods/services and some
nodes are transmission/transshipment nodes where incoming services/goods are distributed (but are not
produced or consumed) and edges represent flows of services/goods between the various types of nodes
(Lee II et al., 2007). Network flow models can be produced which represent a CI network(s) under normal
operating conditions, with services corresponding to a preferred level of flows. Network flow models can
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also be produced under post-disruption conditions and during restoration, which can allow decision makers
to identify the impacts of interdependencies on CI operations following a disruptive event and to identify
and assess suitable solutions (Lee II et al., 2007). Restoration network flow models can be produced, which
are constrained with regards to the available resources and unmet demand, and different solutions can be
simulated (Lee II et al., 2007; Nurre et al., 2012). In network flow models, the damage to the assets or
components of an infrastructure can be modelled as the removal of nodes and arcs. Restoration activities
such as installation or repair of physical assets or components within a CI system can thus be modelled as
installing nodes and arcs into the network. Combining fundamental concepts from network flows (the
residual network optimality conditions) and scheduling (the weighted shortest processing time dispatching
rule) can further aid in selecting optimal restoration solutions over time, as the restoration plan is being
implemented (Nurre et al., 2012; Cavdaroglu et al., 2013). Restoration network flow models can further aid
in understanding how restoration plans of a CI account for the impact of their service on the restoration of
services provided by the other CI systems (Ozog et al., 2008; Cavdaroglu et al., 2013). Since they are able to
capture the properties of interconnected CI networks related to the flows, the flow-based methods may
provide a more realistic modelling of CI operations. The models focus their analysis on the disruption of
assets instead of scenarios with unimpaired operation.
For investigating the performance of interdependent CIs under natural hazards, topology-based simulation
modelling which takes into account the heterogeneity of the different nodes of the interconnected CIs
using various metrics, is often more suitable. Metrics that can be used in such simulation modelling include
the number of normal or failed components, the inverse characteristic path length, the vertex degree
ordering, vertex betweenness rank ordering, the connectivity loss, the damage level using network fragility
curves (Dueñas-Osorio et al., 2007a), the redundancy ratio, the duration of the component unavailability,
the number of customers affected, the hours of service lost etc. (Ouyang, 2014). Dueñas-Osorio et al.
(2007b) uses topological properties to characterise two real interdependent CI networks and investigated
the effects on these properties of several disruptive events. The two real interdependent CI networks
(electricity and water distribution) were described using the following topological metrics:


Node (Vertex) degree and node distribution



Characteristic path length, L, of a graph is the mean of the means of the shortest path lengths,
connecting each node to all other nodes



Clustering coefficient which characterises the extent to which nodes adjacent to any node v are
adjacent to each other



Redundancy ratio is a parameter that counts the number of existing node-independent paths i.e.,
paths that only share their start and end nodes

Dueñas-Osorio et al. (2007b) were able to represent the two networks using graph theory. The electricity
and water distribution networks were characterised in terms of their global and local connectivity, their
vertex degree distribution, and their redundancy ratio, RR. The analysis of the topological properties of the
networks and their response to disruptions indicated that both networks shows high sensitivity to the type
of interaction they have with other infrastructures. The work by Dueñas-Osorio et al. (2007b) used
geographical proximity of network elements and conditional probabilities of failure to explore the
interdependencies among real networks. The response of one network given the state of another network
was investigated for various levels of the strength of coupling among them. Network based models can also
be used to account for the effects that redundancy and the presence of back-up systems have on
interdependent CI networks during a disruptive event. Understanding the interplay between
interdependencies and redundancy can allow CI operators to better plan and prioritise in the event that
some CI assets or part of the CI network is disrupted and becomes unavailable (Svendsen and Wolthusen,
2007).
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Empirical models

The empirical models are primarily based on recorded data and expert knowledge. The approaches are
widely used to conduct empirically-based risk analyses. Empirical studies are rather applicable for CI
networks affected by extreme events, than for situations with unimpaired functionality (Ouyang, 2014).
Since interdependencies among CI systems are usually not visible during their unimpeded operation,
standard data collection methods cannot capture them. Interdependencies are revealed in the aftermath of
incidents (e.g. disruption due to natural hazards). The empirical approaches analyse CI interdependencies
and coherences according to historical data on accidents or disasters, complemented by expert experience.
Approaches of this type allow the identification of frequent and significant failure patterns, the
quantification of interdependency metrics, empirically based risk analyses and provide alternatives to
minimise the risk (Ouyang, 2014). Information that can be extracted and analysed include (Luiijf et al.,
2009; Rahmann et al., 2006):


CI sector and service affected;



the initiating event;



the organisation(s) affected;



start and end times/dates;



affected geographic area;



origin of failures;



description of the cause;



if and how failures propagated across the CI sectors;



Identification of frequent multievent failure patterns



threat category and subcategory;



consequences/damages and impacts;



the recovery process.

Restoration data and restoration curves from CI operators can be collected and utilised to identify CI
interdependencies and their relative strengths. Dueñas-Osorio and Kwasinski (2012) used restoration data
following the Mw 8.8 Chile Earthquake in 2010, obtained from CI operators and from field observations and
post-event reports from the Technical Council on Lifeline Earthquake Engineering. Restoration data was
collected from CI operators of the electricity, water and telecommunication systems. This data was plotted
and restoration curves were produced. The strength of the interdependencies between the different CI
systems were then measured using the metrics cross-correlation function and time lag. These metrics
combined thus allowed a quantification of how the restoration of one CI predicts the restoration of another
one via the parameter Sj,k.
Lambert and Patterson (2002) conducted interviews with local and state agencies and other stakeholders in
the USA involved in disaster recovery, in order to understand the dependencies on the transportation
network in post-recovery activities of past disaster events. Respondents from transportation agencies, state
police, health departments, environment, and emergency management organisations were interviewed.
These interviews were further supplemented by post-event reports compiled by transport agencies. Over
200 dependency scenarios were constructed and characterised.
Other empirical studies use data maintained by CI regulators and utility service providers and other CI
operators (Park et al., 2006; Reed et al., 2009). Such data sets are useful because they measure actual
restoration processes in terms of customers served or other quality indicators. For example, in investigating
the performance of a CI after a natural disaster fragility curves can be generated using indicators such as
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the percentage of outages per number of customers per area, or the percentage of damaged network
facilities per area, which relate the probability of failure to hazard intensity levels. These empirically-based
fragility curves enable the evaluation of the performance and resilience of individual and coupled
infrastructures given the occurrence of a disruptive event. Fragility curves can also be used in the validation
of theoretical and computational models of CI network interactions (Dueñas-Osorio and Kwasinski, 2012).
However, Menoni (2001) found in an analysis of the Kobe Earthquake in 1995 that following a natural
disaster knowledge—not always complete—is often fragmented among a variety of offices, agencies,
organisations, and is not always easily accessible.

5.2
5.2.1

Discussion/recommendation
Advantages and limitations of existent approaches

The presented models and different approaches capture various aspects of interdependencies in
infrastructure systems. The results of the models may vary in direct comparison or even may reveal
contradictory results. Furthermore, the models are not able to cover all facets of CI interdependencies.
The SD approach examines the coherences between causes and effects and therefore enables the
modelling of the dynamic behaviour of a system. The approach facilitates the understanding of
bidirectional relationships among assets or across different systems. The main advantage of the models is
their ability to capture both the short-term behaviour of complex CI systems to natural hazards and longterm consequences emerging from climate change (EU-CIRCLE consortium, 2017b). This enables the
visualisation of delayed impacts. Brown et al. (2004) report that SD models can support a wide range of
analyses including: identification of system limitations, limiting elements or conditions, potential
vulnerabilities, potential unintended consequences of preventative, regulatory or other system changes,
indicators of system manipulation, and economic impacts. By means of the SD approach, the CI operators
are able to assess the effects of measures for the enhancement of the network resilience. The construction
of what-if situations is easily attainable. Thus, the model can compare scenarios for one network influenced
by different hazard conditions, as well as the behaviour of different networks under consistent hazard
conditions. Furthermore, the SD approach enables CI operators to compare various alternative strategies
for the improvement of the system performance. The basic principles of the SD approach are applicable for
the modelling of any physical system. The simulation tools even apply to different sectors, which enables
an enhancement of the models by adding e.g. social, economic and ecological aspects (EU-CIRCLE
consortium, 2017b). The models contain various parameters and functions that warrant calibration. This
requires extensive data, which is not easily accessible. The SD models are based on assumptions or expert
knowledge, which restricts the validation only to the conceptual level (Cimellaro, 2016). As SD models
describe system-level behaviours they are not useful for analysis of component-level dynamics such as the
change of infrastructure topologies (Ouyang, 2014). For the case studies within the EU-CIRCLE project, the
applicability of SD approaches may be problematic due to the above-mentioned difficulties concerning the
access to data.
The ABM approaches enable the analysis of the adaptive behaviour of infrastructure system components.
Since it is based on microscopic modelling, the advantage of the method is the possibility of modelling at
asset level and simulating decision making (e.g. on the part of the CI operators). By means of discrete event
simulations, the ABMs can capture all kinds of interdependencies among infrastructure systems (Ouyang,
2014). The models provide flexible what-if scenario analyses and therefore facilitate the assessment of the
effects and effectiveness of different mitigation strategies. It is possible to integrate an ABM with other
modelling techniques, subject to the condition that they provide detailed analyses (Ouyang, 2014). Since
the ABM is a microscopic modelling method, the modeller needs to make several strong assumptions in
order to imitate the behaviour of the agents. In doing so, the modeller may face difficulties in the
justification of the assumptions, both theoretically and statistically (Cimellaro, 2016). Furthermore, the
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simulation quality is highly dependent on said presumptions regarding the agent behaviour and is therefore
subject to possible high extents. The ABMs require large amounts of detailed data about the CI system itself
and the agents. The calibration of the modelling parameters can be challenging due to insufficient data and
the difficulties in capturing the component behaviour. Further, CI operators may tread warily at providing
sensible information on their infrastructure systems, whereby sufficient data is often inaccessible (Hasan
and Foliente, 2015). With regard to the spatial modelling scopes within the EU-CIRCLE case studies and the
restricted accessibility of the required data, the applicability of ABMs, respectively microscopic approaches
in general can be questionable.
The IIM constitute a simple approach for the analysis of the inoperability of infrastructure networks
affected by different incidents (e.g. natural disasters). The methods allow an easy examination of
impairments cascading among interconnected infrastructure systems. Input-output inoperability models
require large-scale databases such as Economic Analysis databases of national Input–Output accounts and
Regional Input–Output Multiplier System accounts, that support the model and from the maturity of the
field of input-output analysis (Santos and Haimes, 2004; G. Crowther and Y. Haimes, 2009). The models are
comparatively easy to compute, since they do not include simulations. The method mainly covers the
interdependency analysis in the aftermath of natural hazards (Ouyang, 2014), whereby the applicability of
the approach for predicting the losses from future events is dubious. Certain limitations of the input-output
inoperability models emerge from the application of economic models to infrastructure systems. The
approaches assign contributions from infrastructure sectors to other sectors underlying their linearity
which may not pertain to several coherences. IIMs are less useful for determining the coupling strength of
CIs following a disruptive event such as a natural disaster. Following a disruptive event, the impact of
interconnected CIs is not limited to the direct influence on the functionality that one CI has on another
based on the input and output of resources and information (physical and cyber interdependencies) but
also on the ability of CI operators to coordinate amongst them, deploy resources and restore services as
other systems come back online i.e. logical interdependencies (Dueñas-Osorio and Kwasinski, 2012). IIMs
are thus not suitable for capturing the behaviour of CI operators and other related agencies (i.e. logical
interdependencies, which often have a significant role during post-event activities). The IIM has several
underlying assumptions, which give rise to the model’s main weaknesses (Santos, 2006; Bess and Ambargis
Z., 2011):
1. Equilibrium Assumption. The IIM assumes an industry’s inputs and outputs will being in
equilibrium with the final consumption of the outputs of the whole sector. In disruptive events
(such as natural hazards which result in large-scale destruction and prolonged disturbance) this
assumption is invalid. In large scale disruptive events, non-equilibrium conditions occur, meaning
that an IIM will not accurately reflect the real effects of the disruptive event. Use of IIMs for
determining the effects of natural hazards on CI operation may not be accurate and thus the results
may be misleading.
2. Deterministic Assumption. The technical coefficient, the A matrix in Equation 18 in the IIM is
constant, implying that the prices and production means remain fixed. These constant values are
thus deterministic and stationary in time which is not a reflection of the real world (not all CIs or
industries within a given sector use the same production means) and furthermore is an assumption
that is unlikely to be realistic under disruptive events. Disruptive events damage or destroy
production facilities, and therefore they may reduce the output capacity below the demand and
lead to a shift in production and changes in price (Kujawski, 2006). Because the coefficients aij
depend on the final demand rather than simply the sector or system characteristics, they are not
appropriate proxies for physical, geographic, and cyber interdependencies.
3. Linearity Assumption. The A matrix in the IIM further assumes that the contribution of one sector
to another sector is constant and linear and that the output of the first sector is perfectly
proportional to the inputs required by the second sector.
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4. Fixed inputs. IIMs assume that inputs are used in fixed proportion, without any substitution of
inputs, across a wide range of production levels. In others words, the model assumes that if an
industry wants to double its output it must double its inputs, substitution with other inputs or
imports is not possible.
5. Fixed prices and no supply constraints. IIMs assume that prices are fixed and that in times of
supply constraints (e.g. during a disruptive event) or other factors there will be no corresponding
price adjustment. In other words, CIs can increase their use of inputs as needed to meet additional
demand for their outputs. This assumption however, does not hold in the event of a large-scale
disruptive event such as a natural disaster.
6. Final demand remains constant. Dynamic IIMs are used to model the dynamic recovery of CIs or
industry sectors following a disruptive event. However, the DIIM assumes that final demand of
each CI following a natural disaster remains the same (Lian and Haimes, 2006), an assumption that
is not realistic. Following a natural disaster, certain CIs such as emergency services and hospitals
may increase their demands on other CIs whilst responding to the disaster.
IIMs require the input of a matrix structure denoting the relationship between each sector of CI, and
methods regarding how to generate the matrix have not been elaborated well in literature (Chou and
Tseng, 2010). The input-output inoperability approaches do not allow the analysis of interdependencies at
the asset level. Therefore, they are not suitable for decision making concerning measures for mitigation and
resilience of single assets (Hasan and Foliente, 2015). Finally IIMs cannot account for the complexity of CI
networks, and particularly the complex adaptive nature of CIs (Santos, 2006).
The network-based approaches are comparatively easy to compute. Since the models are based on graph
theory, they provide a topological representation of interconnected networks (Grubesic et al., 2008). The
approach is adapted for the detailed description of the structures and flow patterns of interconnected
infrastructure systems. For every infrastructure network the failures emerging from a disruption can be
modelled at component level, as requested for the EU-CIRCLE case studies. This enables the analysis of the
performance response of the whole infrastructure system (Hasan and Foliente, 2015). The topology-based
approaches model the network components in two kinds of condition. They are either fully operational or
completely inoperative. Since these properties are static, the method cannot model the dynamic
degradation of functionality. Due to the omission of the functional relationships between different network
components, the topology-based approaches are likely to disregard important information on
infrastructure (Ouyang, 2014). The application of flow-based models requires detailed data on the
characteristics of the network components, which may cause discrepancies with privacy and security
regulations and measures on the side of the CI operators. Within the network-based approaches, the
topology-based methods are limited due to the omission of the functional relationships among the
different network elements. The flow-based methods capture said coherences. Due to the simplicity of the
modelling, the network-based approaches can be suitable for the case studies. In doing so, the application
of flow-based models is recommended on condition that sufficient data is accessible.
Empirical approaches enable the identification of the vulnerability of CI systems and facilitate the decision
making concerning mitigating strategies. Since they do not comprise simulations, the models are
comparatively easy to compute. There are two major weaknesses in the empirical approach: 1) failure
reports normally provide only brief amounts of information and may not record all possible useful
information and 2) they do not have any standardised structure (Park et al., 2006; Rahmann et al., 2006).
The analyses predominantly make use of historical failure data, complemented by expert judgements.
Therefore, the method is subject to various biases. The data can be derived from a multitude of databases.
Insufficient data is likely to produce large errors in the results (Ouyang, 2014). The reliance on previous
records makes predictions for future events difficult and therefore hampers the analyses of what-if
scenarios (Cimellaro, 2016). The post-event data that is available and the methodologies used in collecting
and collating the data do not often follow standardised data collection methodologies, particularly for
information on CI interdependencies, as data is collected primarily as a response to an event and is thus
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guided by the characteristics and needs of the specific event (Dueñas-Osorio and Kwasinski, 2012). Lambert
and Patterson (2002) further report that empirical approaches that are based on interviews are subject to
the biases of the individuals interviewed. Caution should be exercised so that anecdotes of individuals are
not taken as representative. Small datasets and reliance on interviews may result in underrepresentation of
important interdependencies and may skew the results. Such weaknesses can be addressed by gathering a
large amount of data which reduces errors. Collection of large and complex data sets in combination with
other methods (e.g. statistical learning theory) can draw conclusions from and provide important support
for risk management both immediately before extreme events and in the longer term.

5.2.2

Criteria for model selection

Focus and Objectives of Modelling Framework
The focus of the modelling framework and its objectives will determine the type of model that can be used.
The focus can be at the individual asset level i.e. taking a bottom-up approach or at the system level i.e.
taking a top-down approach. A bottom-up approach, however can lead to overlooking system-level effects
and can lead to errors if the input data is insufficient. As discussed in chapter 5.1, bottom-up approaches
such as ABMs often require large quantities of high quality data. Conversely top-down approaches focus on
the overall system properties and as a result may overlook component level factors. The two approaches
can be combined, in order to capture the strengths and compensate for the weaknesses of each approach
Eusgeld et al. (2008). According to Satumtira and Dueñas-Osorio (2010) combining scales, from the lower
asset/component level to the high ‘network of networks’ level, is a novel approach to modelling
interdependencies between CIs. The choice of modelling method is also further determined by the
objectives of the modelling exercise. Beyond modelling the interdependencies between infrastructures, a
single model may have several other objectives. Such objectives may include information generation (i.e.
gaining first system data and information on black boxes related to interdependencies), risk and
vulnerability analysis, risk mitigation and prevention measures and failure propagation analysis (Eusgeld et
al., 2008; Satumtira and Dueñas-Osorio, 2010). A study may have more than one objective, as is the case of
EU-CIRCLE, and a mixed-model methodology may be the most appropriate.
Data Needs
This criterion refers to the quantity and quality of input data that is needed for a particular modelling tool.
Based on the modelling approach selected, input data may include information on the topology and
spatial/geographical layout of the network; failure reports; asset characteristics or attributes;
interdependency relationships; economic input-output quantities; corporate and emergency policy related
information; information on redundancy and other technical parameters. The quantity and accessibility of
the required data is a major challenge in infrastructure modelling and simulation. Often vast amounts of
data are required in the validation of the model. Input data can be obtained from several sources including
published reports from relevant public and private organisations, report data related to disruptive events
such as natural hazards from emergency agencies or from direct elicitation of CI operators and other
stakeholders. Some modelling approaches, such as IIM, use data published by public organisations such as
transactions data within an economy (Haimes and Jiang, 2001; G. Crowther and Y. Haimes, 2009) while
other CI modelling studies have used information reported by news agencies, government agencies and
post-event expert reconnaissance studies as sources of data for analysing cascading failures and CI recovery
after a disruptive event such as a natural disaster (Satumtira and Dueñas-Osorio, 2010). Direct elicitation of
data from CI operators and other stakeholders through questionnaires, surveys and interviews have also
been used in modelling studies. Questionnaires and interviews have been used to collect information to
understand the CI system location, operating assumptions, assets/components requirements, standard
operating procedures and practices, back-ups, alternative processes, legal constraints (e.g. regulations,
permits), Identify and rank the consequences of concern, physical constraints etc. (Brown et al., 2004) and
to identify dependencies and dependency scenarios (Lambert and Patterson, 2002). Currently there is no
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standardised data collection methodology for interdependent CI and thus such a large variety of data types
and sources often results in data that is of varying quality, completeness and level of detail and may require
homogenisation (Satumtira and Dueñas-Osorio, 2010; Ouyang, 2014). Furthermore, access to such data is
often difficult, due to privacy and confidentiality issues. There are modelling approaches that have low data
requirements, for example they can work and give plausible outputs with data differences in quality
(Eusgeld et al., 2008). According to a review of CI modelling by Ouyang (2014) most approaches require
considerable amounts of data, with only the topology-based methods having low data requirements. ABM
approaches have large data requirements whilst IIM, SD and empirical models require medium to large
data requirements, depending on the analysis undertaken (Ouyang, 2014).
Types of interdependencies
Not all modelling approaches take into account all types of interdependencies. Modelling and simulation
studies often only take into account one or two interdependencies. However, each type of
interdependency (physical, geographical, cyber and logical: see EU-CIRCLE consortium, 2017a) has its own
impacts on interdependent CI networks (Eusgeld et al., 2008). For example, IIMs can model and simulate
physical and cyber interdependencies but not geographical and logical interdependencies. SD approaches
are also not ideal for taking into account of geographical interdependencies. Network based, agent based
and empirical based modelling approaches, however, are able to simulate all types of interdependencies
(Ouyang, 2014).
Types of events
The type of event that will be modelled is an important criterion in the selection of the appropriate
modelling tool. Types of events that can be simulated include events such as natural disasters, attacks and
failures (which may be due to design, manufacture or operational errors). Not all modelling approaches are
suitable for modelling scenarios involving hydrometeorological events, see for example IIMs (Eusgeld et al.,
2008). The aim of EU-CIRCLE is to develop a framework for strengthening the resilience of CIs to climate
change. As discussed in EU-CIRCLE consortium (2016c), climate change is predicted to change both the
frequency and intensity of hydrometeorological hazards. In addition, CIs are constantly evolving and in
combination with climate change, means that historical data may not be sufficient to reflect these changes.
Any modelling methodology must take this into account, particularly in the validation of the model.
Maturity
This criterion relates to how mature and developed a modelling methodology is. It refers to the number of
applications and publications of each methodology, information which will facilitate implementation of the
methodology. According to an analysis by (Ouyang, 2014), ABM, SD, IIMs and network based tools are
mature methodologies and have been applied and tested in many problem areas, with a large publications
record. Table 29 compares the previously discussed modelling approaches concerning their maturity.
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Table 29: Comparison of modelling approaches, adapted from (Ouyang, 2014; Eusgeld et al., 2008)

Comparison of modelling approaches
Criteria
Approach

Focus and
Objectives

Data
Needs

Types of
Interdependencies

Types of
events

Maturity

Systems
Dynamics (SD)

Systems level
or network of
network level

Medium
to large

Not suitable for geographic
interdependencies

All types

Mature

Agent-based
model (ABM)

Individual
asset or agent
level

Large

All types

All types

Mature

Input Output Systems level,
Inoperability
not suited to
Models (IIM)
asset level

Medium
to large

Suitable for physical and
cyber interdependencies,
not suitable for geographic
and logical
interdependencies

Weaknesses
for modelling
natural
hazards

Mature

Network
based

Both

Low

All types

All types

Mature

Empirical
approaches

Both

Medium
to large

All types

All types

Less
mature

As illustrated by section 5.1:


almost all modelling approaches require medium or large amounts of data as input, topologybased analytical methods require less data



IIM based methods use easily accessible analysis data



data for agent-based methods and flow-based methods are difficult to access, because agent
based methods require many types of data (e.g. policy decision variables, human behaviour
variables) and flow based methods need detailed information on component characteristics



empirical approaches, IIMs, and network topology based approaches are easy to compute (no
simulations required).
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Recommendations

Developing a modelling framework which can simulate: a) several CI sectors (six sectors in EU-CIRCLE, see
EU-CIRCLE consortium, 2017a), and b) the number and type of interdependencies between them; both
under normal operating conditions and under disruptive conditions caused by hydrometeorological hazards
is incredibly challenging. The scope of EU-CIRCLE requires that any modelling framework developed must
be useful for a broad range of analyses (e.g. network analysis, vulnerability analysis, impact analysis,
resilience analysis, risk analysis, etc.) under varying spatial and temporal resolution. As a result, any such
modelling framework will need to access a large amount and wide variety of data. There are many models
and simulations available for aspects of CI, but most models focus either on individual infrastructures or on
two or three coupled infrastructures. A useful modelling framework should take advantage of such existing
software and modelling tools, but remain cognisant that simply combining several different existing models
is risky, as each model has its own unique assumptions and often does not couple multiple infrastructures.
Holistic and detailed approaches for the assessment of integrated infrastructure systems are sparse. The
integrated modelling of infrastructure networks requires the derivation of uniform frameworks in order to
integrate the different approaches. This requires a high level of multi-disciplinary knowledge and methods
for enabling the compatibility of the approaches. Usually, the models are validated by comparison of the
results to historical data and expert opinions. In consideration of the increasing efforts to enhance the
infrastructure resilience, CI systems tend to change significantly over time. It is questionable, whether
historical data and developments are able to reflect this kind of evolution (Ouyang, 2014). The methods
have different advantages and limitations concerning their applicability for the EU-CIRCLE case studies. The
key factors that need consideration for the selection of a suitable approach are the availability and volume
of data on the infrastructure systems and the scale of the modelling. With increasing complexity of both
the mapped CI networks and the spatial extent of the investigated area, the choice of more simplified and
abstract models can reduce computational efforts. The application of comparatively simple methods can be
realised when results are needed in a short time frame, on condition that a degree of approximation in
results is tolerable. Since the modelling within the case studies is ought to map the CI system behaviour at
asset level, several approaches (e.g. system-dynamics and input-output approaches) remain a priori out of
consideration. The different models and approaches reviewed capture different aspects of
interdependencies in CI networks. The results of the models may differ in direct comparison or even may
reveal contradictory results. There is no holistic approach available for the assessment of integrated
infrastructure systems. The holistic modelling of infrastructure networks requires the derivation of novel
frameworks which integrate the different approaches. This requires a high level of multi-disciplinary
knowledge and methods for enabling compatibility of the approaches. The scope of EU-CIRCLE relates to
improving the resilience of interconnected CI networks to hydrometeorological hazards and climate
change. In order to achieve this a series of analyses must be undertaken (e.g. vulnerability assessment, risk
assessment, interdependency modelling etc.). It is therefore evident that EU-CIRCLE must develop a
modelling framework that takes a mixed methods approach for use in the case studies.
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Managing uncertainty in impact assessment

Irrespectively of the chosen approaches for the damage estimation, the impact assessment process is
expected to produce uncertainties which need to be considered in the modelling. This chapter covers the
handling of uncertainties in impacts or damages. The project consortium proposes the application of a
Monte-Carlo based approach. This method is flexible since it allows the simultaneous incorporation of
uncertainties for multiple variables and thus reduces calculation complexity. The same procedure can be
used to estimate the second component of risk which is the probability/likelihood of occurrence. Therefore,
this approach is also explained in the deliverable D3.5.
6.1

Generation of distribution of solutions

Initially, the EU-CIRCLE analysis results in a new state of the network and the calculated indicators
demonstrate the response of the CI to a hazard. The first stage of the error estimation approach is the
generation of the distribution of inputs. The steps are:
1. Generation of distribution:
Assuming a Gaussian distribution generation, the initial value of data is used as the mean value, μ,
and an interval around that value is chosen as a variance, σ2. A Gaussian distribution of inputs
(N(μ ,σ2)), is produced. Any kind of distribution can be used (Gaussian, Median, Weibull etc.).
2. The step 2 is repeated for each type of input
Each type of input (a distribution) represents a sample (strata) to which a stochastic method, like Monte
Carlo, can be performed.
6.2

Stratified Monte Carlo

In case of different groups samples (strata), a method of variance reduction is the Stratified Sampling
Monte Carlo (SSMC) (Press and Farrar, 1990). The latter produce a weighted mean that has less variability
than the arithmetic mean of a simple random sample of the overall population. Equation 19 and Equation
20 are presented below:

Equation 19: overall mean value of strata i

Equation 20: overall variance of strata i

Where G is the number of stratas, Ni is the size of strata i, ni is the number of values used from strata i, and
xi and σi is the mean value and the variance of strata i accordingly. Moreover, except from the overall mean
value and variance, the sampling of the strata is independent and for each strata a mean value and variance
are calculated, thus, the effect of the perturbation of the data values of each group in the solution, is
derived. The error estimation process is illustrated in Figure 36.
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Figure 36: Illustration of error estimation of CIRP framework

6.3

CIRP implementation

The EU-CIRCLE framework is a computational approach and as such the solution comes with a confidence
interval. The lack of data, the use of theoretical ones or the use of data from the literature etc. makes the
solution of the system uncertain in a way that the effect of a small variance of an input value to the solution
is unknown. CIRP takes these parameters into account and incorporates them in the calculation of the
overall error. A two level process is implemented for the error estimation. The first is the use of (a) input
data uncertainty in order to generate a distribution of input values and the second is (b) the sampling of the
generated values efficiently and calculation of the overall error of the method.
The flow-process, described in the previous paragraphs, could be implemented in CIRP framework in order
to estimate the error of the solution. For better understanding the SSMC method in EU-CIRCLE framework,
a simple example is presented below. It is assumed that three type of input is given (a) the climate data, (b)
the CI description: asset, connections, interconnections, capacities, demand etc., and (c) the reaction of the
asset to a hazard (aka damage function). The result of the analysis is a specific indicator that the user wants
to assess. Following the SSMC method, type (b) is taken as a detailed description of the CI network with no
uncertainty and the (a) and (c) inputs comprise the two types that introduce the uncertainty of the solution
to our system. The user can choose the uncertainty (variance of the initial value) from a cardinal scale that
corresponds to a predefined value of variance, in-line with the process described in D3.4. For each input
((a) and (c)), a generation of distribution is applied, a MC sampling is performed and a solution is calculated
for each type of input separately. The solutions are summed up in weighted average alongside the variance
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of the calculation. That way the uncertainty of the input data and the sensitivity of the solution to a small
perturbation of the input values, are taken into consideration. Analytically the steps are presented in Table
30.
Table 30: Steps of SSMC followed in EU-CIRCLE framework in order to incorporate the uncertainty of input
data and estimate the variance of the solution.
Steps
0
1

2

3
4
5
6
7
8

Climate Data - Input type (a)
Damage function - Input type (c)
Identify input data that introduce uncertainty (type (a) and (c) in our case)
Choose Gaussian distribution

Choose Gaussian distribution
Give mean value, μ(c), and an interval
Give mean value, μ(a), and an interval
2
around that value as variance, σ (c)
around that value as variance, σ2(a)
As μ(c) is the initial value of input data
As μ(a) is the initial value of input data
and σ2(c) is chosen by the user
2
and σ (a) is chosen by the user
Sample randomly (MC) a value, i, from
the distribution

Sample randomly (MC) a value, j, from
the distribution

Perform CIRP analysis with the new
value
Calculate the indicator of interest, IN(a),i
Repeat N time the steps 3 to 5
Calculate mean value of the solution,
IN_μ(a) and IN_σ2(a)

Perform CIRP analysis with the new
value
Calculate the indicator of interest, IN(a),j
Repeat N time the steps 3 to 5
Calculate mean value of the solution
IN_μ(c) and IN_σ2(c)

Calculate the IN_μoverall and IN_σ2overall (Equation 19 and Equation 20)

In the end of all model phases, the whole uncertainty of the process may be calculated as a number but
also a category from a scale that consists of five classes from very low to very high (see Figure 37).
VERY LOW

LOW

MEDIUM

HIGH

VERY HIGH

Figure 37: Categorisation of uncertainty in the EU-CIRCLE process
The different levels of uncertainty can be broadly expressed as:
 Very High: high modelling error >80% or relative terms & estimate based upon no supporting
scientific evidence.
 High: Expert view based on limited information, e.g. anecdotal evidence, & modelling outcomes
with important error 60-80% on relative terms.
 Medium: Estimation of potential impacts or consequences, grounded in theory, using accepted
methods and with some agreement across the sector, quantified modelling error between 40-60%
in relative terms
 Low: Reliable analysis and methods, with a strong theoretical basis, subject to peer review and
accepted within a sector as 'fit for purpose', quantified modelling error for a specific process
between 20-40% in relative terms
 Very Low: Comprehensive evidence using the best practice and published in the peer reviewed
literature; accepted as an ideal approach (received a very high confidence score)

Grant Agreement 653824

PUBLIC

Page 99

EU- CIRCLE

7

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

Conclusions

With the present deliverable D3.3, the framework to assess the physical and functional/operational
damages and impacts from infrastructure failure due to climate hazards is provided. Multiple different
approaches to assess these effects are explained and discussed. Direct and indirect impacts are addressed.
The final choice of approaches for damage and impact assessment depends strongly from aspects such as:


Infrastructure type, asset composition and hazard category,



requirements on the result (e.g. accuracy, level of measurement),



data availability (e.g. infrastructure data, damage models), and



possible extent of the involvement of experts.

In many cases simple damage functions can be used to predict the physical/structural losses with sufficient
accuracy. For many common infrastructures and hazard types, extensive empirical knowledge exits already,
such as for buildings and inundation due to flooding. Such estimations can even be very detailed, taking
into account different types of construction and usage. Another example is the electrical grid. It is possible
to model the damage due to flooding or wildfire to distribution networks and its assets power-substation,
electrical lines and towers by means of damage functions.
On the contrary, for some infrastructures and hazard types empirical data is insufficient and it is therefore
difficult to estimate functional/operational damage and impacts. One example is the modelling of complex
infrastructure elements that are comprised of multiple different assets such as power production plants.
Knowledge gaps on damage functions are obvious.
Turning to the approaches to assess the impacts for economy, society and environment: the choice of the
approach is mainly determined by the nature of the required result: physical units (e.g. tons of emissions,
casualties), monetary units or impact categories (e.g. 5 classes from negligible to severe). With the
empirical knowledge available, business interruption costs and restoration costs can be estimated
straightforward, but the assessment of qualitative aspects such as social, political or environmental losses
remains rather difficult.
For modelling of interconnections, interdependencies and thus the propagation of failures through
networks, a wide variety of approaches with strengths and weaknesses exists. For infrastructure
operators/owners it might be possible to use detailed models that capture the behaviour of every single
part of an assets in a network-based approach, even with a high temporal solution. Whereas for
researchers or consultants aiming to support regional decision making, this level of detail may never be
available and simplier modelling approaches, e.g. to networks consisting on only few different network
assets are modelled, without considering the temporal dimension is a valid option. The case studies show,
that even with little data exchange, meaningful results can be produced.
Input data is typically associated with uncertainty. Such uncertainties are not avoidable, especially since
time-horizons for modelling spans years and decades. However, such uncertainties should not be
neglected, instead, modellers and decision makers should explicitly take them into consideration. The
present deliverable describes the approach of stratified Monte Carlo simulation as the suggested way to
handle uncertainty in input data.
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Annexes

Annex A: Work example
In this section an illustrated example is provided for the damage assessment according to the EU-CIRCLE
approach.
In case that there is a flood event with inundation depth of 3m (WP2) in specific asset (WP3) regarding a
reinforced concrete (RC) building of 2 stores with basement. This building could represent several uses
from the registry of assets: public sector, governmental or a public health building, transportation stations,
etc.

Figure 38: EU-CIRCLE work example for the damage assessment for t=1.

The EU-CIRCLE damage assessment approach is applied. Immediately after the hazard event (for the time
step t=1) the 5 categories of the damage are examined (Figure 38):
1. Taken for granted the inundation depth of 3 m the building is evacuated choosing from Table 7
either the logic (Yes) or binary (1) value.
2. At the same time (t=1) there is already a physical damage loss (DL). Applying one of the proposed
relations f(H/DL), for the characterisation of axe y, which correlate the specific hazard (H) with the
level of the developed damage, the physical damage (DL) is assessed. In this example, an existing
damage function has been used regarding a 2 store RC building type with basement. From the
curve and for inundation depth = 3m the damage is estimated equal to 26%.
3. At the same time (t=1) there is already a performance damage loss (PL). Applying one of the
proposed relations f(H/PL), for the characterisation of axe y, which correlate the specific hazard (H)
with the level of the performance loss, the damage of the performance loss (PL) is assessed. Having
evacuated the building, which is added to the performance loss, the performance loss for the time
step t=1 is estimated equal to 60%.
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4. At the same time (t=1) there is already a loss casualties/injuries (CL). Applying one of the proposed
relations f(H/CL), for the characterisation of axe y, which correlate the specific hazard (H) with the
loss of casualties/injuries, the damage of the casualties/injuries (CL) is assessed equal to 2.
5. At the same time (t=1) there is possibly a release of harmful substances (EL). Applying one of the
proposed relations f(H/EL), for the characterisation of axe y, which correlate the specific hazard (H)
with the release of the harmful substances, the damage of the harmful substances (EL), is assessed
taken as YES.
Once this time loop has been completed, the total % damage loss has been estimated regarding the 5
categories for the specific asset and the level of the damage assessment has been recognised. However, the
5 types of damage are interconnected with each other. Thus, another the damage is revaluated for the time
step t=2, having taken into consideration the interconnection (Figure 39).
1. At the time step t=2 the already developed physical damage (DL) 26% affects


With a specific relation f(DL/PL) the loss of performance. Taking into account the 26%
physical damage and the relation f(DL/PL) the loss of performance (PL) is reevaluated equal
to 80%.



With a specific relation f(DL/CL) the loss of casualties/injuries. Taking into account the 26%
physical damage and the relation f(DL/CL) the loss of casualties/injuries (CL) is reevaluated
equal to 4.



With a specific relation f(DL/EL) the release of the harmful substances. Taking into account
the 26% physical damage and the relation f(DL/EL) the loss harmful substances (EL) is
reevaluated equal to YES.

2. At the time step t=2 the already developed performance loss (PL) 60% affects


With a specific relation f(PL/CL) the loss of casualties/injuries. Taking into account the 60%
loss of performance and the relation f(PL/CL) the loss of casualties/injuries (CL) is
reevaluated equal to 3.



With a specific relation f(PL/EL) the release of the harmful substances. Taking into account
the 60% loss of performance and the relation f(PL/EL) the loss of harmful substances (EL)) is
reevaluated equal to YES.

3. At the time step t=2 the already developed loss of 2 casualties/injuries (CL) affects


With a specific relation f(CL/PL) the loss of performance. Taking into account the loss of 2
casualties/injuries and the relation f(CL/PL) the loss of performance (PL) is reevaluated
equal to 70%.



With a specific relation f(CL/EL) the release of the harmful substances. Taking into account
the loss of 2 casualties/injuries and the relation f(CL/EL) the loss harmful substances (EL) is
reevaluated equal to YES.

4. At the time step t=2 the already developed release of harmful substances (EL) YES affects


With a specific relation f(EL/DL) the physical damage. Taking into account the release of
harmful substances YES and the relation f(EL/DL) the physical damage (DL) is reevaluated
equal to 50%.



With a specific relation f(EL/PL) the loss of performance. Taking into account the release of
harmful substances YES and the relation f(EL/PL) the loss of performance (PL) is
reevaluated equal to 85%.
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With a specific relation f(EL/CL) the loss of casualties/injuries. Taking into account the
release of harmful substances YES and the relation f(EL/CL) the loss of casualties/injuries
(CL) is reevaluated equal to 8.

After the completion of the time step t=2 and the interconnection of the 5 damage types the final damage
assessment for the asset is fulfilled keeping the maximum values for each category. Thus,


The physical damage (DL) is assessed equal to 50%.



The loss of performance (PL) is assessed equal to 85%.



The loss of casualties/injuries (CL) is assessed equal to 8.



The release of harmful substances (CL) is assessed equal to YES.

Figure 39: EU-CIRCLE work example for the damage assessment after the interconnection of the 5 types of
damage for t=2.
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Annex B: EU-CIRCLE damage estimation process
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Annex C: Damage and vulnerability assessment
Under climate hazard conditions, CI assets experience stochastic damage and malfunction in their capacity
with possible disruptions in supply and demand. These empirical or stochastic characteristics are generally
assessed by damage-functionality relationships. In turn, uncertainties related to fragility curves or damagefunctions result in uncertainties in the network states. For probabilistic disaster risk assessment, the
vulnerability of exposed elements is assessed using functions that relate the intensity of the phenomenon
that the hazard represents to the mean damage ratio or relative direct physical impact. Such functions are
called vulnerability functions and they must be estimated for each one of the construction classes, so that a
particular vulnerability function can predict the state of damage for a particular intensity level of hazard for
a group of buildings with similar structural performance. Each vulnerability function is characterised by a
value known as the mean damage ratio (MDR) and its corresponding variance for each level of hazard
intensity. That enables estimating the loss probability function at each level of intensity for the hazards
under study (Cardona et al., 2013). In general, in terms of the level of detail, different methodologies of
vulnerability assessment have been defined, that are grouped into three categories, scale of evaluation and
use of data (first, second and third level approaches). First level methods use qualitative information and
are ideal for the development of vulnerability assessment for large scale analysis. Second level approaches
are based on mechanical models and rely on a higher quality of information (geometrical and mechanical)
regarding building stock. The third and final level involves the use of numerical modelling techniques that
require a complete and rigorous survey of individual buildings. The definition of the analysed criteria
(qualitative and quantitative) and the scope of the research determine the methodologies and their
respective evaluation level, which can vary from the evaluation of numerous buildings based on visual
observation to the most complex numerical modelling of single structures. The methods of vulnerability
assessment for buildings can be generally classified into four groups: judgement-based,
empirical/statistical, analytical, and hybrid methods, depending on the sources of damage information. The
judgement-based method relies on the statistical treatment of the knowledge provided by a team of
experts and it depends on the subjective experience. Analytical methods adopt damage distributions from
statistical treatment of the results of analysis of structural models under increasing hazard loads. Their
reliability depends on the modelling capabilities and the number of assumptions that are necessary to
model a real structure as a computational model and only a limited number of structures can be analysed
for practical reasons. A simplified analytical method, which constitutes a sub-method of analytical,
estimates the structural behaviour of building models by using simple mechanic parameters or
mechanisms. Hybrid methods typically involve the combination of analytical or judgement-based data with
observational or experimental data, although the additional sources of the latter are often limited in
quantity, thus mitigating the scarcity of observational data, the subjectivity of judgemental data and the
modelling deficiencies of analytical procedures. Empirical methods use the distribution of damage reported
in post-event surveys as their source and treat these data according to statistical procedures. Score
assignment method, which constitutes a sub-method of empirical/statistical, defines scores in several
structural deficiencies. They often form the first phase of a multi - phase procedure for identifying hazardous
buildings which then must be analysed in more detail in order to decide on upgrading strategies. Potential
structural deficiencies are identified from observed correlations between damage and structural
characteristics. Survey data can rarely provide a complete set of data mainly due to the limited number of
damage databases and to the high number of structural types that are found in a building stock. For
obvious reasons, the observational source is the most realistic as it represents a physical experiment in a
scale 1:1. It includes the real response of the exposed building stock, taking into account all the structural
characteristics, topography, site conditions, environment-structure interaction.
Empirical approach
The empirical approach utilises damage data collected via polls or by building surveyors after hazard
events, where a substantial number of properties have been involved. Empirical data contains the actual
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damage and thus this method of damage assessment is considered the more realistic one. These losses are
real experienced at one point in time, given the community’s preparedness, length of warning time and
other specific circumstances. The fact that the collected values are values for a specific, unique event can
have a negative impact on future damage assessments for which these values will be used. There is often
the difficulty of adopting the damage in another event data due to different structural types, surrounding
and conditions from place to place. These specific event damage estimates have to be scaled up or scaled
down for larger or smaller scale hazard event or used for another moment of time proving the
transferability in time and space difficult. Another shortcoming of empirical approach is that not always the
surveys regarding damage are based on the exact same surveying method, therefore the dataset might not
be homogeneous.
Synthetic approach
Synthetic approach employs damage data collected using “what if” questions (for example, what would be
the loss, if the water depth was 1 meter?) and the damage is estimated for standardised, typical property
types and not for actual properties. The major advantage of this approach is that the specific hazard type
damage can be calculated for any hazard in any area, which is valuable for areas where no hazard event
have occurred previously and the empirical data is not available. In contrast with the empirical approach,
the synthetic assessment results in potential damage and no account is taken of warning time, population
preparedness, emergency actions or the variability of characteristics within property type. Therefore, a
major issue in the synthetic approach is the conversion of potential damage into actual damage (damage
that might be reasonably expected). Another disadvantage of the synthetic approach is that by being a
standardised methodology, it is only an approximation of local conditions.
Vulnerability and risk assessment methodologies depend on the quality and availability of information,
characteristics of the building stock inspected, scale of assessment, methodology criteria, degree of
reliability of the expected results and use by the end-user of the information produced: (i) Direct
techniques use only one step to estimate the damage caused to a structure by a hazard, employing two
types of methods; typological and mechanical: typological methods classify buildings into classes depending
on materials, construction techniques, structural features and other factors influencing building response.
Vulnerability is defined as the probability of a structure to suffer a certain level of damage for a defined
intensity. Mechanical methods predict the (natural hazard) effect on the structure through the use of an
appropriate mechanical model of the entire building or of an individual structural element. Methods based
on simplified mechanical models are more suitable for the analysis of a large number of buildings and
require only a few input parameters. (ii) Indirect techniques at the first step involve the determination of a
vulnerability index, followed by establishment of the relationships between damage and hazard intensity,
supported by statistical studies of post-event damage data. (iii) Conventional techniques are essentially
heuristic, introducing a vulnerability index independently of the prediction of the level of damage. They are
used to compare different constructions of the same typology in a certain region, analysing features that
affect the building’s resistance and calibrated by expert opinion. (iv) Hybrid techniques combine features
of the methods described previously. Qualitative and quantitative parameters must, thus, be defined and
vulnerability indexes be calculated as the weighted sum of these parameters, classifying the building
according to their vulnerability. They constitute a reliable large-scale assessment. The evaluation of loss
due to building damage in an area struck by a natural hazard depends both on the hazard and the
vulnerability of the building inventory in the certain region (Applied Technology Council, 1985).
As already mentioned, the physical risk assessment due to natural events requires a representation of the
exposed assets, the inventory of physical infrastructure components that are susceptible to damages and
losses due to the natural events. The physical loss in each asset is the direct damage that may further
produce losses with secondary level effects with medium and long term impacts. The general objective of
damage analysis is to describe the expected behaviour (in terms of vulnerability) of the different
construction classes of assets when faced by the different hazards under study as well as to establish a
reasonable procedure for assigning the functions to specific countries according to variables such as
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construction quality and the compliance level of expected design codes. The vulnerability functions, if it is
possible, should allow differentiation of structural behaviour by construction class in the different regions
as well as the expected behaviour for different types of hazard zones on a global level. A very well-known
software is HAZUS (Department of Homeland Security FEMA, 2013a) applied for the estimation of potential
losses due to various hazards including floods, earthquakes, and hurricanes. The HAZUS methodology
provides estimates of losses due to structural and non-structural damage in terms of repair costs,
expressed as a percent of building replacement costs. However, the repair costs, provided by building
occupancy class and model building type, are deterministic. Moreover, HAZUS is intended to provide
estimates at the regional scale. For example, vulnerability functions for wind according to HAZUS Hurricane
Model caused by cyclones enable estimating the mean damage ratio (MDR) for different maximum wind
velocities sustained for five (5) seconds at a reference height of 10 meters above ground level on a
relatively flat terrain. Similarly, flood vulnerability functions in HAZUS are stated in terms of maximum
water inundation depth measured at ground level. In this analysis, a series of simplifications were made in
order to obtain consistent flood vulnerability functions. Expert opinions were used to complete the set of
curves required for representing the variations associated with different construction classes and
construction qualities.

Figure 40: Flood vulnerability functions (Cardona et al., 2013)
Flood consequence analyses focus only on direct flood loss, which is estimated by damage or loss functions.
Most loss models have in common, that the direct loss is a function of the type or use of the building
(structural class) and the hazard intensity (i.e. inundation depth-damage curves). Some hazard intensitydamage curves are constructed using empirical damage data and others are defined based on expert
judgment in combination with artificial hazard scenarios. The outcome of the functions can be the absolute
monetary loss or relative loss functions, i.e., the loss is given as a percentage of the building or content
value and to calculate (the monetary) value of the damage, percentages are multiplied by the maximum
damage value of proprieties. The values can be expressed as either replacement costs or
depreciated/repair costs, i.e., an estimate of the cost of replacement or reparation. Replacement costs
represent total expected monetary costs and are estimated to be higher than depreciated costs, which
express real economic loss. Moreover, the function gives expected losses to a specific property or land use
type. In most cases, the classification is based on economic sectors, such as private households, companies,
infrastructure, and agriculture, with a further distinction into sub-classes. This is based on the
understanding that different economic sectors show different characteristics concerning assets and
vulnerability.
Damage relations (functions)
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Several damage scales and methodologies exist for the qualitative or quantitative assessment of damage
due to different natural hazards. The recording of the developed damage depends both on the affected
exposure, the type and severity of the hazard event and the applied methodology. Once the CI network
(WP3) is thoroughly described and the hazard scenario (WP2) is selected, the analysis is conducted
producing as output a quantifiable information on how different assets react to different hazards and
intensity levels in different time steps. Many parameters, approaches and damage/loss indicators are
involved in the CI damage assessment. First of all the type of the damage itself and the selected
characterisation for each CI damage. In EU-CIRCLE the quantifiable damage refers to 5 categories: Physical
damages, Loss of performance, Casualties/Injuries, Evacuation, Release of harmful substances. Secondly
the type of the hazard event and the selected scenario constitutes part of the damage assessment: wind,
flood, precipitation, extreme temperature, etc. Last but not least the type (structural types of the assets)
and the density/crowd of the exposure located in the affected region is a crucial parameter for the damage
assessment. Damage statistics are usually very rare in order to develop damage scales for several damage
types, hazards and CI structures. In addition, whenever damage scales exist, due to the heterogeneity of
the parameters that influence the various scales, it is difficult to make a comparison between them and to
combine statistical data derived from different sources.
The calibration of the levels of damage may be based on qualitative or quantitative damage or loss
indicators. The different structural types of assets after the registry categorisation have a different
response to different hazards, as the intensity level of the hazard increase. The consequence of the hazard
on an asset differentiate its performance, usually with a reduction from its pre-hazard normal condition.
The recording of the developed damage gives a quantifiable information according to the severity/ intensity
levels in different time steps, leading to the construction of a damage scale for a specific hazard and type of
asset. The severity of damage increases with the increase of the severity/intensity level of the hazard.
Several mathematical forms or logic relations try to attribute the correlation between the developed
damage and the severity/intensity level of the hazard. These formulas are neither proportional nor always
familiar. As it has been mentioned, they depend on the type of damage, hazard and structural type asset.
They are used to be called in a generic term as “damage functions”. Several types of damage functions can
be found in the literature or can be produced expressed with fragility/vulnerability equations, vulnerability
tabulated values and/or vulnerability indices. These functions, in fact, assess the direct consequences in CI
asset caused by a specific type “hazard event” on the CI-network-network operation and intensity level. In
damage functions, the x-axis usually demonstrates the severity (intensity level) of the specific hazard. For
example, for flood, inundation depth is often selected to characterise the severity of flood. The question is
the proper selection of the parameter for axe Y which will demonstrate the assessed damage
(consequence), through mathematical functions, numerical/logic/categorical/binary/etc. values as
aforementioned. The damage analysis plugins calculate the damages for a given hazard and asset
inventory. Damage functions relate the intensity of the phenomenon with the level of damage, the mean
damage ratio or relative direct physical impact or direct physical effects on each component, expressed as a
percentage of physical damage or the relative economic loss. Each vulnerability function is defined by an
average value of damage and its variance, from that we are able to estimate its respective probability
function. The variance gives an account of the uncertainty associated in this disaster risk calculation process
(Cardona et al., 2013).
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Figure 41: Wind vulnerability functions (Cardona et al., 2013)

Damage functions (hazard versus damage) for all damage categories express the correlation between the
severity of hazard and the state/level of the developed damage as consequence to the hazard event. These
functions can be demonstrated in several types denoting the changes in CI asset due to a specific type of
hazard and intensity level. The damage functions may be expressed through mathematical functions in
order to evaluate the damage that can affect an asset/network/NoN-at-risk:


Fragility is connected with the estimation of loss using probabilities and uncertain quantities.
Probability is denoted by P[ ], and conditional probability is denoted by P[A|B], that is, probability
that statement A is true given that statement B is true. Random variables are quantified using
probability distributions. Three kinds of probability distributions are frequently discussed:
probability density functions, probability mass functions, and cumulative distribution functions.



Probability density functions apply to quantities that can take on a continuous range of values. The
probability density function for a continuous scalar random variable can be plotted on an x-y chart,
where the x-axis measures possible value the variable can take on and the y-axis measures the
probability per unit of x that the variable takes on that particular x value. A probability density
function of x can be denoted with by fX(x). Virtually all mathematical software provide a built-in
function for the Gaussian probability density function, e.g., in Microsoft Excel, φ(z) is evaluated
using the function normdist(z).



Fragility function represents the cumulative distribution function of the capacity of an asset to
resist an undesirable limit state. Capacity is measured in terms of the degree of environment
excitation at which the asset exceeds the undesirable limit state. “Cumulative distribution function”
means the probability that an uncertain quantity will be less than or equal to a given value, as a
function of that value. Three general classes of fragility functions connected to the method applied
in order to create them: 1. Empirical. An empirical fragility function is one that is created by fitting a
function to approximate observational data from the laboratory or the real world. 2. Analytical. An
analytical fragility function is one derived for an asset of defined structural types by creating and
analysing a structural model of the asset class. 3. Expert opinion or judgment-based. An expert
opinion fragility function is one created by polling one or more people who have experience with
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the asset class in questionnaires, where the experts guess a failure probability as a function of
environmental excitation. Among the first developed and most important achievements within the
judgment based method is ATC- 13 (Applied Technology Council, 1985) which compiles a large
number of judgment-based fragility functions for California buildings regarding seismic events.
Note that, in the scientific community the term fragility curve is often used having the same meaning with
fragility function. A function allows for a relationship between loss and two or more inputs, which a curve
does not, so “function” is the broader, more general term. In addition, the terms fragility and vulnerability
are referred interchangeably, although regarding loss assessment they differ significantly.
Fragility curves: provide the probability for a particular group of element at risk to be in or exceeding a
certain damage state under a given hazard intensity. Given a particular level of hazard intensity the several
damage stages have different probabilities. Fragility curves are used often in earthquake loss estimation,
mostly for physical loss estimation. However, fragility curves can be constructed for other natural hazards,
too. Cumulative Distribution Functions - CDF are often applied of normal or lognormal Probability Density
Functions – PDF.


Vulnerability: The sense of vulnerability differs significantly from fragility. In a simplified
explanation vulnerability measures loss, fragility measures probability. Vulnerability functions are
referred with different expressions: damage functions, loss functions, vulnerability curves, and
probably others. Three general approaches are followed for the estimation of vulnerability:
empirical, analytical, and expert opinion. Many vulnerability functions are expressed with
conditional probability distributions that give a probability that loss will not exceed some specified
value given the excitation, for a particular asset class. The distribution is often expressed in a
lognormal or beta form. When a vulnerability function measures repair cost, it is commonly
normalised by replacement cost new (RCN), a term which means the cost of a similar new asset
having the nearest equivalent utility as the asset being appraised. When a vulnerability function
measures life-safety impacts, it commonly measures the fraction of indoor occupants with the
possibility to become casualties (those that are killed or experience a nonfatal injury to some
specified degree) as a function of excitation. There are a variety of human-injury scales, some used
by civil engineers and others used by public health professionals.
o

Empirical vulnerability functions

Empirically derived vulnerability functions are generally the most desirable and realistic from a
risk management viewpoint because they are derived entirely from observations of the actual
performance of assets in real natural hazards. For that reason they are highly credible. One
collects observations of many facilities without preference to degree of damage, recording:
xi = natural hazard intensity (water depth, windspeed, etc.) at each asset i
yi = loss (repair costs, damage level fatality rate, duration of loss of function, etc.) at
asset i
ci = attributes of asset i (structural material, structural system, structural performance, height,
age, design code, use, number of users, etc.)
One then groups samples by one or more attributes (e.g., by model building type) and for each
group performs a regression analysis to fit a vulnerability function, usually to the mean and to
the standard deviation as functions of environmental excitation. The vulnerability function can
be expressed in a table of mean and standard deviation of loss at each of many levels of
excitation for the given class of facility. Empirical wind and flood vulnerability functions date at
least to the 1960s (e.g., Friedman 1984). Wesson et al. (2006) offer one of the most thorough
studies of the empirical vulnerability of buildings.
o

Analytical vulnerability functions

Grant Agreement 653824

PUBLIC

Page 124

EU- CIRCLE

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

In the method, one first defines the asset at risk in some detail: its location, site conditions,
structural design, architectural design, and even inventories the damageable mechanical,
electrical, and plumbing elements, as well the furnishings, fixtures, equipment, and people in
the facility. One next performs a hazard analysis, estimating the probability or frequency with
which various levels of environmental excitation occur. The next stage is structural analysis, in
which one estimates the member forces and deformations, storey drifts, throughout the facility
at each level of excitation. The structural responses are then input to component fragility
functions to estimate probabilistic damage to each damageable component at each level of
excitation. Probabilistic damage is then input to a loss analysis, in which one estimate the
uncertain cost to repair damage, life-safety impacts, and time to repair damage (the dollars,
deaths, and downtime). The analytical method can be applied to develop vulnerability
functions for multiple specimens of a class of assets. The vulnerability functions are treated as a
probabilistic mixture of individual buildings to estimate the vulnerability function for a building
class. This method can be applied only to a particular number of buildings and not to numerous
sample due to its increased needs in order to be executed and is used usually in a 2 nd and more
detailed vulnerability assessment.
o

Expert opinion vulnerability functions

Where empirical data are lacking and analytical methods are too costly, one can draw on
expert opinion, as was done in the seminal work ATC-13 (Applied Technology Council 1985).
Expert opinion is very efficient, capable of produce a new vulnerability function at the cost of a
few person-hours each, of estimating the performance of buildings that have not yet
experienced strong motion, and of estimating the effects of building features such as softstorey conditions. Its great disadvantages are: (1) lack of credibility because it cannot be
objectively tested other than through cross-validation; (2) underestimation of uncertainty; (3)
strongly affected from experts subjectivity, who are familiar usually with the climatic condition
and exposure of a specific region.


Vulnerability curves present the assessment of the developed damage in scale (0-1 or 0-100%)
versus the severity of hazard. Note that, fragility curves are related with the calibration of damage
expressed through Probability Functions, whereas vulnerability curves are related with the
calibration of % loss of damage in the y-axis. Vulnerability curves are constructed on the basis on
the relation between hazard intensities and damage data. They provide a relation in the form of a
curve, with an increase in damage for a higher level of hazard intensity. Different types of elements
at risk will show different levels of damage given the same intensity of hazard. This method is
mostly applied for physical vulnerability. Vulnerability curves are also named damage functions, or
stage-damage curves. They can be subdivided into two types: - Relative curves: they show the
percentage of property value as the damaged share of the total value to hazard intensity. Absolute curves: show the absolute amount of damage depending on the hazard intensity; i.e. the
value of the asset is already integrated in the damage function.



Vulnerability table: the relation between hazard intensity and degree of damage can also be given
in a table. In that case the smooth vulnerability curve is actually divided into a number of hazard
intensity classes, and for each class the corresponding degree of damage is given.



o

Numeric values (a quantity expressed in a unit)

o

Logic values (description of damage)

o

Categorical values (damage state calibration or damage grading)

o

Binary values (Yes-NO or 0-1)

Damage and loss indicators: damage and loss indicators, describe the level of damage on individual
assets or on a number of damaged/destroyed assets/ network to thoroughly assess the impact of
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the disasters. The degree of detail of damage depends on the availability of quantitative
information in the area affected. The damage and loss indicator is accompanied with the value and
the physical unit, the metadata including the time of recording, the source, the uncertainty and
information on the assessment methodology. Loss and damage can thus take both material and
non-material forms with economic or non-economic results (see Figure 42).

Figure 42: Νon-economic and economic losses, material and non-material (Morrissey and Oliver-Smith,
2013)

Loss indicators describing damage/loss may be based on:


a numeric value (a quantity expressed in a unit),



class value (e.g. damage grading) and



textual description (e.g. narrative) of loss.

Loss indicators are dependent not only on the type of affected element (type of asset/sector but they may
also be hazard dependent, especially at asset level for the disaster for risk assessment purposes.
Nevertheless, at the higher scale of aggregation loss indicators should allow comparability of
damage/losses among different hazard types, which requires universality and independence from the type
of hazard event. For risk modelling the connection of the loss indicators to hazard information is crucial.
This can be done within the loss database or by links to external information sources (Groeve et al., 2014).
The damage and later the vulnerability assessment needs the clear description both of the exposure and
hazard. The exposure may refer to built environment, infrastructure, social system etc. Each sector is
constituted by several components, for example in the build environment belong the residential buildings
and the public facilities. For each of these components different damage or loss indicators and damage
methodology assessment exist.
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Annex D: NATECH study findings from Cozzani et al. (2010) and Renni et al. (2010)
Catastrophic
(R3)

Severe
(R2)

Minor
(R1)

Collapse, implosion, impact of adjacent floating
vessels

Complete failure of connected piping; tank
floating; roof failure and/or shell rupture.

Partial failure of flanges and connections; damage
due to impact with floating objects.

All levels refer to structural damage with release

Figure 43: type of damage to equipment of the O&G and chemical industry due to floods Cozzani et al.
(2010) (left), categories of equipment of the O&G and chemical industry damaged by lightning (Renni et al.,
2010) (right)
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Annex E: Wind damage functions for electricity assets
Dunn et al. (2015) also describe that after 30 m/s potential faults might occur. Faults related to wind speed
start to occur after 25m/s according to Figure 44. López López et al. (2009) examine the failure of
substation placed at basement ground floor level. Substation failure probability curves for substations
designed for 200 to 300 km/h were plotted considering wind hazard (López López et al., 2009) (see Figure
45).

Figure 44: Proportion of customers / of faults related to wind speed (Dunn et al., 2015)

Figure 45: failure probability for substation designs to withstand wind speeds of 200 and 300 km/h (López
López et al., 2009)
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Annex F: Power outages due to extreme weather
Figure 46 shows the resulting trend of power outages due to different hazards. Major power outages (that
affect more than 50,000 households and businesses) increased tenfold in the timespan of 1984 – 2012
(Kenward and Raja, 2014). It is interesting to focus on years between 2003 and 2012 when reporting
criteria were improved and standardised respect to previous years, which show that the average annual
number of weather-related power outages doubled. Kenward and Raja (2014) report that 59 % of the
analysed failures were due to storms and severe weather. Approximately 19 % were caused by cold
weather and ice storms and 18 % resulted from hurricanes and tropical storms. Tornadoes caused the
failure in 3 % of the outages. 2 % of the failures occurred during extreme heat events and wildfires
(Kenward and Raja, 2014).

Figure 46: Trend of power outages due to extreme weather 1984-2012 (Kenward and Raja, 2014)
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Annex G: Example for calculation of wildfire damage to steel transmission towers

Figure 47: wildfire damage function for steel transmission towers directly affected by wildfire (left), wildfire
damage function for steel transmission towers affected by wildfire of medium exposure (right)
Required Inputs:
i.

Fireline intensity I (kW/m)

ii.

Rate of Spread (m/min)

iii.

Ambient temperature Ta(C)

iv.

h = height above ground;

v.

Output:

vi.

Structural damage (%)

Steps:
1. Fireline intensity per computational cell (I)
2. Estimate temperature eq[5] of Alexander
ΔΤ ( C ) = 3.9 * I2/3 /h -> temperature at height h above ambient temperature
Τ (h) = Ta(h) + ΔΤ (h) -> temperature at a computational cell
3. Find strength of structure
Use Figure 1, selecting appropriate plot – depending on material.
4. Determine HIGH or MEDIUM exposure (our proposal)
If strength factor (y-axis of Fig 1) < 0.6 , THEN HIGH EXPOSURE (use Fig 2)
If strength factor (y-axis of Fig 1) > 0.6 , THEN MED EXPOSURE (use Fig 3)
5. Determine fire duration
Time is approximated as Computational Cell length (m) / Rate of Spread (m/min)
Suggested value for computational cell = 50 m
6. Find damage
Use Figure 47 (left or right) (based on step 4)
Fire duration from step 5.
Damage is (in our opinion) is structural damage leading to replacement / maintenance costs.
Operational damage TBD
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Annex H: Examples for flood events which caused damages to water and wastewater assets
The 2007 flood in England damaged the Severn Trent Water’s Mythe water treatment work that 350,000
people did not have portable water for up to 17 days (Ofwat, 2010; Environment Agency, 2007). The
overall costs for the single event were estimated at £29.6 million (Environment Agency, 2007), including
£25 million for delivering bottled water to the affected consumers, which could be classified as operational
damage. The total cost to the water utilities (including both water supplies and treatment) was estimated
at £186 million, accounting for 28% of the total economic cost of the 2007 flood (Environment Agency,
2007), while 65% of the cost to water utilities was related to the property or infrastructure damage.
Another example is the Hurricane Katrina damaged more than 1220 drinking water facilities and over 200
wastewater treatment works in Louisiana, Mississippi and Alabama, which affected more than a million
people for weeks (Copeland, 2016; Esworthy et al., 2016). The USEPA estimated USD 615 million was
needed to repair the damaged drinking water infrastructure in Louisiana and Mississippi. The low
temperature due to Storm Emma in 2018 caused many burst water mains across the UK and damaged
water treatment plants in Ireland, leaving tens of thousands homes without drinking water for several days
(BBC, 2018; Horton and Wright, 2018; Melia, 2018).
The 2007 flood in England cost £70 million for Yorkshire Water due to the failure of wastewater treatment
plants. One million households were affected and the total compensation to the consumers was £11
million. Seven Trent Water also reported a £1.3million cost for the affected homes (Environment Agency,
2007). For Hurricane Katrina, on top of the cost required for recovering the drinking water infrastructure,
another USD 1.3 billion was estimated to rebuild the waste water infrastructure in Louisiana and Mississippi
(Esworthy et al., 2016).
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Annex I: Flood damage functions for water assets from the literature

Figure 48: damage factor for buried collected river crossing during flood, adapted from Department of
Homeland Security FEMA (2013a)

Figure 49: Average flood damage to a wastewater treatment plant (top left), flood damage to wastewater
treatment plant with damage below average (top right), flood damage to wastewater treatment plant with
damage above average (bottom), adapted from Department of Homeland Security FEMA (2013a)

Grant Agreement 653824

PUBLIC

Page 132

EU- CIRCLE

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

Annex J: Examples for climatic events which led to damages to chemical assets
Chemical Plant affected by earthquake
During a severe earthquake that hit a large chemical facility, acrylonitrile was released to the atmosphere
from a failed tank roof, and into containment dikes from two other tanks which suffered pipe breaking at
the tank base. A significant amount of acrylonitrile overflowed the containment dikes and was lost in the
ocean through the drainage channel as surface runoff. With the concrete containment dikes been cracked
by the earthquake, a considerable amount of substance leaked into the soil and reached the coastal aquifer
below the site.
Flooding of a Pharmaceutical plant
Following a spell of torrential rains (about 300 mm from 31 October to 2 November with a 3-hour
extremely heavy rainfall), insufficient draining of the water from the catchment area housing the industrial
zone caused flooding. The water level in the entire site reached a depth of 20 cm to 1 metre. Since
manufacturing was underway, the staff sounded the alert even before observing a rise in the water level in
the plant. The operator triggered the internal emergency plan on Sunday 2 November around 4.00 a.m. and
set up a crisis management division comprising 6 units (intervention, communication, engineering,
information, operation and logistics). The operator deployed significant resources to raise or evacuate the
equipment and material, keep the most important (from a safety and financial standpoint) chemicals away
from water, stop manufacturing processes along with a safety fold back of equipment (safety stand-by
phases identified in the safety cases of chemical reactions except for a reactor being heated which had to
be cooled before shut down) and plan out power cuts before the water could flood sensitive equipment.
The chemical plant was completely flooded where the water level was between 0.2 and 1 metre. Damage
within the plant was relatively limited thanks to the prompt action taken by the operator. The flooding,
however, resulted in significant water damage on some equipment or in certain premises.
Effect of low temperature on Chemicals manufacturing plant
A cyclohexane leak was discovered at a chemical site due to a pressure drop on the supply line of a
production facility. The substance was being transferred at 20°C and at 2- 3 bar through lagged overhead or
underground piping. The leak occurred from the rupture of a DN 50 mm pipe due to the dilation of liquid
cyclohexane in the overhead part of the pipe between two blockages of crystallised cyclohexane. It took 30
hours to identify the leak, discovered only by following the odour of the cyclohexane. As a consequence,
1200 tonnes of cyclohexane were released causing environmental and economic damage to the company.
This accident was caused by a great changing of the temperature during a weekend of mid-december.
Lacking a functional temperature control, the varying temperature in the pipe caused the cyclohexane to
expand and contract. A malfunction of the pipe heating device (T < 6.5°C) led to the formation of the
blockages in the pipe canal. Ultimately, the DN 50 mm branch pipe ruptured at the expansion loop, creating
a hole about the size of the palm of a hand. The expansion loop was most exposed to the changes in
temperature because of its shape and position up above the pipe-way.
Thunderstorm at a refinery
During a thunderstorm, lightning may hit chemical plants leading to structural damages and affecting
power supply. As a result of a thunderstorm, a significant interruption to a refinery’s electricity supply
occurred that resulted in the loss of reflux cooling to a distillation column within the selective
hydrogenation unit. The initial trip of the reflux pump was noted and the pump restarted, but a second trip
went unnoticed. The steam supply to the column reboiler was controlled manually and therefore did not
trip, leading to a rise in column pressure. The pressure safety valves, designed to protect equipment against
overpressure, did not function properly, leading to overpressure in the column and overhead system. This
resulted in a large volume of gas being released into the atmosphere after gaskets failed at several
locations.
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Annex K: flood damage functions for buildings

Figure 50: Depth-damage curves formulated for urban damage estimation (Dutta et al., 2003)
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Figure 51: Depth- damage curves for urban damage estimation (CHARIM, 2015)
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The HAZUS Flood Model (Department of Homeland Security FEMA, 2013a) estimates direct physical
damage (e.g. repair costs) of the general building stock. The model distinguishes residential, commercial,
industrial, agricultural, religious, governmental and educational buildings and five general construction
classifications (wood, concrete, masonry, steel and manufactured housing). Damage is estimated in percent
and is weighted by the area of inundation at a given depth for a given census block. This percent damage is
multiplied by the full (and depreciated) replacement value of the occupancy class in order to produce an
estimate of total full (and depreciated) dollar loss. The damage states are derived from the percent
damage:


1-10% damage is considered slight,



11-50% damage is considered moderate,



51-100% is considered substantial damage.

There is a library with damage functions (including FIA “credibility-weighted” damage functions, as well as
various USACE District functions) where inventory data on foundation type and first floor elevation, the
presence of basements and estimates of the number of stories are required. Flood damage functions are in
the form of depth-damage curves, provided separately for buildings and for contents, relating depth of
flooding (in feet), as measured from the top of the first finished floor, to damage expressed as a percent of
replacement cost. For flood loss analyses, buildings are defined to include both the structural (load-bearing)
system, as well as architectural, mechanical and electrical components, and building finishes. The model
building type, design level and quality of construction, unlike to earthquake engineering, do not play a
major role in damage resistance to flooding. However, building age is an attribute for estimating expected
flood damage because building codes (and expected building performance) change over time. Furthermore,
the first floor elevation (as determined from foundation type) is another key parameter for the estimation
of flood damage. Within the HAZUS Flood Model, all census blocks have been assigned a code identifying
the primary local flood hazard type as well as a foundation mapping scheme. Only when the flood event
has a high velocity and the structure and the foundation become separated, or the structure is impacted by
flood debris, a building will suffer structural failure in a flood. In most cases the major structural
components of a building will survive a flood, but that the structural finishes and contents may be severely
damaged due to inundation. Note that structural failure should be distinguished from suffering substantial
damage, wherein the damage due to inundation exceeds 50% of the structure’s total replacement cost and
the building is considered a total loss.
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Figure 52: Examples of HAZUS-MH flood damage curves (Department of Homeland Security FEMA, 2013)
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Genovese (2006) developed damage functions dependent on several components: different land used
classes, flood depth factors, economical value per square meter.

Table 31: depth-damage factor for industrial/commercial sector, infrastructure, houses and building
content

Inundation
depth (m)
0
1
2
3
4
5

Industrial/Commercial
0
0.4
0.8
0.9
1

Damage factor
Infrastructure
0
0.4
0.8
0.9
1

Houses
0
0.05
0.11
0.35
0.68
1

Content
0
0.47
0.50
0.66
0.83
1

Depth-damage functions were taken from the UK’s Multi Colored Handbook (Penning-Rowsell et al., 2005)
These functions have been developed for the UK (Hammond et al., 2012). Standard sets of depth-damage
data curves are widely available in many countries (van der Veen and Logtmeijer, 2003).

Figure 53: Flood depth damage functions (van der Veen and Logtmeijer, 2003)
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Figure 54: Depth-damage curves
Custer and Nishijima (2015) assessed flood vulnerability, taking into account buildings parameters as
number of stories, building value, floor area, ground floor level and a basement indicator (see Table 32).

Table 32: List of building parameters (Custer and Nishijima, 2015)
Name

Description

nS

Number of stories

Number of excluding basement

wb

Building value

Monetary value of the building

afloor

Floor area

Floor area of the storey

hgf

Ground floor level

The height of the floor level above href

u

Floor area

Floor area of the storey
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Figure 55: structural model utilised for the assessment of wall loading and bending moment diagram
(Custer and Nishijima, 2015)

Table 33: damage states and respective limit state function for windows components (Custer and Nishijima,
2015)

Damage state DMj
dmj0 No damage
dmj1

Limit state function
-

Full damage

Table 34: Damage states and respective limit state functions for wall components (Custer and Nishijima,
2015)

Damage state DMj
No damage
dmj0
Cracking
dmj1
Partial collapse
dmj2
dmj3

Collapse

Grant Agreement 653824

Limit state function
-

g1 = Mc - Ms
g2 = Mu - Ms
g3 = 1.2Mu - Ms (The factor 1.2 is postulated and justified by the
fact that plasticity and horizontal load transfer were not
considered in the structural analysis)
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Figure 56: Comparison of model result with vulnerability curves from USACE (2000) and USACE (2003)

Figure 57: Comparison of vulnerability curves for masonry buildings with different number of stories and
with/without basement knowledge (Custer and Nishijima, 2015)
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Herath (2003) also developed depth damage functions for industrial buildings with the application of
Equation 21, where D is the damage percentage and h is the water level in cm. The coefficients are
presented in Table 35.

D = c0 + c1h + c2h2 + c3h3 + c4h4
Equation 21: depth damage function for urban damage

Table 35: Depth-damage function coefficients for urban damage (Herath, 2003)

Figure 58: Flood damage function example (Boettle et al., 2013): United Kingdom database and damage
functions of the Flood Hazard Research Centre (FHRC) from Middlesey University, synthetic depth-damage
curves for different residential house types (Penning-Rowsell et al., 2005)
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Figure 59: Flood example 3: Damage functions of the Dutch Standard Method, depth-damage functions for
low, intermediate and high rise dwellings (Kok et al., 2004)
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Table 36: Revised classification of building types in vulnerability classes and identification of ranges of
scatter (Schwarz and Maiwald, 2012)

Figure 60: Vulnerability function for masonry buildings and standard deviation for definition of probable
range of scatter (Schwarz and Maiwald, 2012)
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Figure 61: Specific Vulnerability functions for building types and vulnerability classes derived from observed
damage data and included within the EDAC Flood model (Schwarz and Maiwald, 2012)
The new FLEMOcs model (Kreibich and Seifert-Dähn, 2012) is applied for the estimation of flood losses in
the commercial sector considering the water depth divided into five classes, three sizes of companies in
terms of the number of employees and four different sectors in the first model stage. In the second model
stage, the effects of precaution and contamination can also be evaluated. The model can be applied to the
microscale, i.e. to single production sites as well as to the meso-scale, i.e. land use units, which enables its
countrywide application.
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Figure 62: Principle of flood damage assessment (Nikolowski et al., 2013)

Grant Agreement 653824

PUBLIC

Page 147

EU- CIRCLE

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

Figure 63: Synthetic depth-damage function for selected building types (Nikolowski et al., 2013)

In the framework of the review, a working terminology for cost categories was developed on the basis of
the classification of direct/indirect and tangible/intangible costs, introduced in relation to flood damages by
Parker et al. (1987) in order to take into account different definitions proposed in the literature. The
working terminology distinguished among the categories shown in Figure 64 and briefly defined in the
following. For further details on cost categories relevant chapters of Quevauviller (2014) and literature
cited therein should be referred to.
a) Direct costs are damages to property due to direct physical contact with the hazard, i.e. the physical
destruction of buildings, inventories, stocks, infrastructure or other assets at risk. Being the related losses
related predominantly to the assets’ susceptibility to the hazard characteristics, direct tangible costs are
regarded as a good indicator for the severity of an event.
b) Business interruption costs occur in areas directly affected by the hazard; related losses do not result
from physical damage to property but from the interruption of economic processes.
c) Indirect costs are losses induced by either direct damages or business interruption costs. They can occur
inside or outside of the hazard area and often with a time lag. These losses include, for example, induced
production losses of suppliers and customers of companies directly affected by the hazard.
d) Intangible costs, in contrast with tangible costs that imply an existing market for tangible assets, refer to
damages to goods and services which are not measurable (or at least not easily measurable) in monetary
terms because they are not traded on a market. Examples of intangible effects are environmental impacts,
health impacts and impacts on cultural heritage.
e) Risk mitigation costs. These costs include: risk management planning and adaptation plans, hazard
modification, infrastructure, mitigation measures sensu stricto, communication, monitoring and early
warning, emergency response and evacuation, financial incentives and finally Risk transfer. (Bouwer et al.,
2011; Meyer et al., 2013; Bouwer et al., 2014).
The main categorisation rationale was that they are likely to require different cost assessment methods.
The review by Meyer et al. (2013) also covers existing methods for cost assessment for each natural hazard
and cost category. Methods for the assessment of direct costs, business interruption costs, indirect costs
and risk mitigation costs are summarised in Table 37, Table 38, Table 39 and Table 40.
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Figure 64: Cost categorisation applied in this section (adapted from and extended based on (PenningRowsell et al., 2005; Smith et al., 1998), from Quevauviller (2014)

Table 37: Direct costs, application and examples (Quevauviller, 2014)

General
Method

Specific Method

Application and/or examples
Floods: Model of ICPR, 2001;

Susceptible
function

Single-parameter
Model of MURL, 2000, adopted by Glade (2003); Model of
models (based on Hydrotec (Emschergenossenschaft/Hydrotec, 2004);
single hazard impact
Coastal Hazards: Corti et al. (2011)
parameter)
Droughts: (Corti et al., 2011)
Floods: HAZUS-MH (Department of Homeland Security FEMA,
2013a; Scawthorn et al., 2006); FLEMOps and FLEMOcs models
(Apel et al., 2009; Elmer et al., 2010; Merz et al., 2010; Kreibich
several and Thieken, 2008);

Multi-parameter
models
(based
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hazard impact
and/or
parameters)

Model of Multicoloured Manual (Penning-Rowsell et al., 2005);
HIS-SSM (Kok et al., 2004); Model of Maiwald and Schwarz
resistance
(2015)
Coastal Hazard: Department of Homeland Security FEMA
(2013a), HIS-SSM (Kok et al., 2004; Nadal et al., 2010)

Market
valuation
techniques

Integrated
Assessment
Analysis

Computable
General
Equilibrium
Analysis

Market price method

Drought: Grafton and Ward (2008)

BiophysicalAgroeconomic Models

Droughts: Holden and Shiferaw, 2004, Fischer et al., 2005

HydrologicalEconomic Models

Droughts: Booker et al., 2005, Ward et al., 2006, Grossmann et
al., 2011

Computable General
Equilibrium Models

Droughts: Horridge et al., 2005

Table 38: Business interruption costs: methods, applications and examples (Meyer et al., 2013)

General
Method

Specific Method

Application and/or examples

Loss of value added

MURL (2000), Laternser (2000), SLF (2000), BMLFUW
(2008)

Sector specific models

Department for Transport (2014)

Event analysis

Comparison hazard and nonhazard time periods based
on reported cost figures

Benson and Clay (1998), COPA-COGECA (2003), Fink et al.
(2004), Martin-Ortega and Markandya (2012),
Projectgroep Droogtestudie Nederland (2004), J.
Nöthinger et al. (2005)

Share of direct
damage

Fixed share of direct damage
estimates

Resources and Mines (2002), Resources and Environment
(2000)

Sector specific
reference
values

Table 39: Business interruption costs: methods, applications and examples (Meyer et al., 2013)

General Method
Event analysis

Specific Method
Survey at firm level
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Intermediate
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Public Finance
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Idealised Models
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Survey at the household level

McCarty and Smith (2005)

Gross regional product effect
assessment

Noy and Vu (2009), Strobl (2011)

National Gross domestic
product effect assessment

Albala-Bertrand (1994), Cavallo and Noy (2010),
Hochrainer (2009), Jaramillo H. (2009), Noy (2009),
Loayza et al. (2009), Noy and Nualsri (2007),
Raddatz (2009), Skidmore and Toya (2002)

Input-Output Models

Hallegatte (2008), McCarty and Smith (2005),
Haimes et al. (2005), Okuyama et al. (2004), Rose
and Liao (2005), Rose and Miernyk (1989)

Computable General
Equilibrium Models

Berrittella et al. (2007), BOYD and IBARRARÁN
(2009), Horridge et al. (2005), Pauw et al. (2010),
Rose et al. (2007), Tsuchiya et al. (2007), Wittwer
and Griffith (2010)

Hybrid InputOutput/Computable General
Equilibrium Models
Analysis of the impact on public
finance
Modelling interactions of
hazard impacts with technical
change or business cycles
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Table 40: Risk mitigation costs: methods, applications and examples (Meyer et al., 2013)

General
Method

Specific Method

Application and/or examples
Fuchs et al. (2007), Morton et al. (2005), Schwarze and Pfurtscheller
(2010) (emergency response and evacuation),
Pattanayak and Kramer (2001a), Pattanayak and Kramer (2001b),
Stoffel (2005) (hazard modification),
Fischer et al. (2005), Kind (2014) (infrastructure),

Market
price

Cost of
implementation

Kreibich et al. (2011) (mitigation measures-sensu stricto),
European Commission DG Environment (2008), Hallegatte (2012)
(monitoring and early warning systems),
Fisher et al. (1994), Woo (1994), Ungern-Sternberg (2004) (financial
incentives),
Michelsen and Young (1993), Schwarze et al. (2011) (risk transfer)

Income Loss from
Disruption of
Economic Activity

Rogers and Tsirukov (2010) (monitoring and early warning systems)

The main conclusions of the review carried out by Meyer et al. (2013) were that:
i)

though there are already cost assessments available for various hazard communities, there is a
limited exchange of information between them. For example, extensive knowledge is currently
available for floods (especially for the estimation of direct costs) and this knowledge has, in
turn, been transferred to coastal floods. However, there is a need to adapt these approaches,
developed specifically for riverine flooding, to the special conditions of coastal floods in order
to identify differences in processes leading to damage (see e.g. Nadal et al., 2010).

ii)

methods for assessing direct costs are more hazard specific (i.e. less easy to transfer from one
hazard to another) than methods for assessing indirect costs. The potential to transfer direct
cost assessment approaches to drought, for instance, does exist (see Corti et al., 2009) but can
be seen as rather limited. This stems from the specific nature of drought hazards, which are
mostly slow onset, long lasting events. At the same time, it seems that for droughts more
experience is available on linking methods for direct and indirect cost assessments.

Grant Agreement 653824

PUBLIC

Page 152

EU- CIRCLE

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

Annex L: Comparison of flood damage models (damages to buildings)
Significant differences are observed between the models and in the produced results. Uncertainty in
depth–damage curves can affect the resulting damage estimates more strongly than uncertainty in the
applied maximum damage values. The JRC Model currently does this on the basis of available national
studies and by assigning an average curve to countries for which no study is available. The DSM, Flemish,
RAM and MCM models have average parameters defined, which are applied to their entire area of
application (Netherlands, Belgium, the Rhine basin and the United Kingdom, respectively). FLEMO
calculates damage using asset values differentiated on a municipality level, while applying the same depth–
damage relationships to all areas. The HAZUS model accesses an extended US-wide database with asset
values at the level of objects (e.g. important facilities, bridges) and census blocks (e.g. residential areas), in
combination with a set of standard values for most object types. The same depth–damage functions are
used nation-wide for the different types of objects. The JRC model differentiates maximum damage values
on a NUTS 2 administrative level based on GDP per capita data, and depth–damage functions on the
country level based on available studies. FLEMO, DSM and the Flemish model value assets at replacement
costs; MCM and RAM are based on depreciated values; the JRC model is a mixture of both; and HAZUS
allows the user to choose which of the value types to use. Replacement values are interesting from an
insurance perspective while depreciated values are an estimated factor 2 lower than replacement values
and give a better indication of the true economic costs associated with the (partial) loss of the asset. Note
that FLEMO, HAZUS and MCM do not have depth–damage curves for infrastructure and thus do not include
an estimate for this class. FLEMO, HAZUS and the JRC Model incorporate regional differentiation of asset
values in their approach, the DSM, Flemish Model, RAM and the MCM do not.
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Annex M: Wind actions

The response of structures should be calculated from the characteristic peak velocity pressure (qp) at the
reference height in the undisturbed wind field. EN 1991-1-4 (European Union, 2005a) indicates qp as a
function of:


Wind climate, through the basic wind velocity vb at a given site ;



Local factors, such as terrain roughness [cr(z)], orography [c0(z)];



Height above the terrain (z)



Reference area of the individual surface Aref, external surface parallel to the wind



Structural factor cscd.
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Figure 65: Wind actions in Eurocode 1-Part 1.4 (European Union, 2005a)
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Annex N: Damage functions for wind damage to buildings
Damage state functions for industrial buildings are also included in Department of Homeland Security
FEMA (2012). The damage state curves show the probability of achieving a certain damage state versus
storm-maximum peak gust speed (open terrain at 10 m above ground). Plots are presented for the overall
building damage states and for the individual building component damage states. Figure 66 exemplarily
shows the damage states and the damage function for the roof cover.

Figure 66: Damage states vs. maximum peak gust wind speed (Department of Homeland Security FEMA, 2012)

Similar state functions exist for residential buildings, manufactured homes, marginally or non-engineered
hotel/ motel, multi-family residential buildings, low rise masonry strip mall buildings, for pre-engineered
metal buildings and engineered residential and commercial buildings. The loss functions represent either
average building loss normalised by building value or average content loss normalised by content value.
Therefore, the loss ratios range between 0 and 1 in both cases. Note that the content value is set to 50 % of
the building value.
Based on a similar philosophy with HAZUS-MH Hurricane Model vulnerability curves are available in
Cardona et al. (2013) for numerous building classes with several occupancies, quality levels and heights,
which can be applied in several regions taking as wind hazard the wind speed. Most of the D3.1 registry of
assets (EU-CIRCLE consortium, 2017a) may be simulated with one of the existing wind damage functions.
Figure 67 shows an example for buildings with steel moment frame. Further vulnerability curves were
derived (among others) e.g. for buildings with steel braces frames, steel moment frames, concrete moment
frames, steel frames with unreinforced masonry infill walls and for wood buildings with commercial and
industrial use.
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Figure 67: vulnerability functions for buildings with steel moment frames derived from Cardona et al. (2013)

Damage bands with upper and lower bounds to building damage thresholds have been developed by
Unanwa et al. (2000) for 1-3 storey (low-rise) buildings as well as 4-10 storey (mid-rise) buildings. The
damage bands reveal that the wind damage response of individual 1-3 storey buildings is most easily
distinguished in the 43-60 m/s wind regime and that above 73 m/s sustained one-minute wind speed, 1-3
storey buildings experience near-total destruction of their superstructures, with the damage response of
the most wind-resistant and least wind-resistant building approaching each other. In contrast, the damage
response of individual mid-rise buildings is most easily distinguished in the 60-81 m/s wind regime, and
continues to depend largely upon the components and connections. The degree of damage is calculated
with Equation 22.

Equation 22: damage degree at hazard level I
Where DD(I) is the damage degree (or percent damage) at hazard level I,
Pfi is the component conditional probability of failure (or component fragility),
CCFi is the component cost factor, ai is the component location parameter (or component damage
localisation factor), and
n is the number of components used in the building damage model.
The authors express the wind damage in calculated damage bands (see Figure 68). The result of the
comparison is shown in Figure 69.
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Figure 68: wind damage band for 1-3 storey residential buildings; ◊ upper, ▪ lower (Unanwa et al., 2000)

Figure 69: comparison results for building damage from Unanwa et al. (2000)
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The vulnerability of a building exposed to windstorms is expressed by means of vulnerability functions.
These vulnerability curves represent the relationship between wind speed and the mean damage ratio.
Khanduri and Morrow (2003) defined the mean damage ratio, Dv; at wind speed v; as shown in Equation
23.

Equation 23: mean damage ratio for wind damage on buildings
where Li is the cost to repair the damage, or the loss to buildings at location I,
Vi is the total value of buildings at that location and
n is the total number of locations experiencing wind speed v.
The damage is expressed as a percentage of the total value of the building and represents the vulnerability
of a building to wind, a high MDR signifying higher vulnerability. The basic variables that define a class of
buildings are (a) occupancy: residential, commercial, industrial, etc., (b) construction material: wood,
masonry, reinforced concrete, steel, etc., and (c) height: low-rise, mid-rise and high-rise.
Figure 70 shows a set of typical vulnerability curves, C1 to Cn to a specific class of buildings from 1 to n. The
generic building curve that incorporates the vulnerability characteristics of all building classes is shown by
curve Cg. The mean damage ratio, MDR, Dg for the generic curve, can be expressed as a sum of the mean
damage ratios of each contributing building class, weighted by the percentage (w) of such buildings present
in the given region, as follows (see Equation 24):

Equation 24: mean damage ratio

Grant Agreement 653824

PUBLIC

Page 159

EU- CIRCLE

D3.3 Inventory of CI Impact Assessment Models for Climate Hazards

Figure 70: hurricane vulnerability curves from Khanduri and Morrow (2003)
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Damage scales are introduced in various studies. Dotzek (2009) correlates damage scales with the wind
hazard scales (e.g. wind speed), as it is presented in Figure 71.

Figure 71: The f-scale matrix, describing the relation of F-scale wind speeds (intensity) and structuredependent damage (f-scale) (Dotzek, 2009)
Several wind damage functions exist in the literature. Figure 72 depicts wind damage functions from
Stewart and Wang (2011). Heneka and Ruck (2004) present a review of storm damage functions (see Figure
73), while Heneka et al. (2007) produced functions based on two models: Damage model 1 is based on the
assumption that damage is only correlated to the wind gust speed and Damage model 2 that damage is
dependent on the relative wind speed (see Figure 74).

Figure 72: wind vulnerability curves from Stewart and Wang (2011)
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Figure 73: storm damage models (Heneka et al., 2007)

Figure 74: comparison of different loss ratio curves, derived from Heneka and Ruck (2004)
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Table 41: Previously published studies on the relationship between damage and loss ratios for wind events
(Friedland, 2009)

Figure 75: Expected wind damage state corresponding to HAZUS (Friedland, 2009)
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Table 42: Proposed wind and flood damage scale (Friedland, 2009)
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Table 43: Damage states for industrial buildings (Ham et al., 2009)

Figure 76: Fragility curves for prototype 2 buildings (Ham et al., 2009)
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Figure 77: roof panel fragility of three typical houses (top), roof-to-wall connection fragility of one-storey
house without roof overhang (second from above), panel and roof-to-wall connection fragility – one-storey
house without roof overhang (third from above), comparison of prediction with post-disaster (Andrew)
survey (bottom) (Ellingwood et al., 2004)
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The HAZUS Hurricane Model can be used to estimate losses for an individual building, while the results
must be considered as average for a group of similar buildings. The approach is based on a hazard-loadresistance-damage-loss methodology developed from an individual risk framework. The performance of a
building class under wind loading events is formulated probabilistically using the concepts of structural
reliability. The vulnerability functions for wind caused by cyclones were represented using the following
function indicated in Applied Technology Council (1985):

Equation 25: expected mean damage ratio value
where E*β+ is the expected mean damage ratio value stated as a percentage,
V is the measure of intensity, corresponding to the sustained wind velocity,
γ is the intensity for the mean damage ratio E*β+ = 0.50,
ρ is the curvature parameter which is adjusted according to the final shape of published functions
characteristic construction classes.

for

Four levels of construction quality were considered:


High: buildings designed to be wind resistant in high hazard areas, made using good‐quality
materials and good construction techniques. Indicator = 1.0.



Medium: buildings specifically designed to resist wind but built with materials and types of
connections not of the best quality and not certified as wind resistant. Indicator = 0.9 of the high
level.



Low: buildings not specifically designed to resist strong winds, constructed with average quality
materials and types of connections that do not have adequate capacity. Indicator = 0.8 of the high
level.



Poor: buildings that do not comply with any basic wind resistance requirement. Indicator = 0.7 of
the high level.

The Department of Homeland Security FEMA (2012) defines different damage states for average buildings.
Different damage states are applied depending on the building use (e.g. different damage states for metal
buildings, industrial buildings, fire station buildings or elementary school buildings). The damage classes
within the HAZUS Hurricane Model are defined as explained in Figure 78.
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Figure 78: Damage classes and the corresponding damage states
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Annex O: Damage functions for damages due to drought on buildings

Figure 79: Optimal vulnerability curves used to translate the soil moisture deficit to the damage per inhabitant (Corti et al., 2009)

Figure 80: Drought vulnerability function (Guo et al., 2016)
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Annex P: Estimation of roof snow loads (Liel et al., 2011)
This model acknowledges the many sources of uncertainty related to snow transport, drift distribution and
formation, weather conditions, and correlations between these factors. The model takes on the functional
form (Equation 26):

RSL = Ke*Kt*Ks*Km*Kgs*GSL
Equation 26: value of roof snow load (Liel et al., 2011)

where RSL is the predicted value of roof snow load,
GSL is the ground snow load,
Ke is the factor relating to exposure,
Kt is the factor relating to building thermal properties and insulation,
Ks relates to the roof slope,
Km relates to the roofing material and
Kgs relates to the amplitude of the ground snow load.
Roof snow loads can then be determined through Monte Carlo simulations which generate realisations of
the roof snow load, depending on the ground snow load and Equation 26 relating ground and roof loads.
The outcome of the roof load probability models is a set of possible realisations of roof snow load for each
value of ground snow load. Each realisation produces a different magnitude and distribution of roof load to
which the structure will be subjected. Accordingly, each of these different loading scenarios leads to a
different prediction of structural response, (Figure 81). The statistical analyses and structural simulations to
predict the effects of snow loads on structural response are applicable to a wide variety of structures.
These estimations of structural response are needed for probabilistic assessment of building performance
limit states. Metrics for performance-based snow engineering may include the probability of (i) repair
costs exceeding X% of building replacement cost, (ii) building closure or downtime exceeding Y days, or
(iii) structural collapse within a certain time frame, or given a particular ground snow load.

Figure 81: prediction of maximum roof deflection as function of ground snow load (Liel et al., 2011)
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Figure 82: probability of exceeding different deflection levels in the wide-flange (Liel et al., 2011)
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Annex Q: Wildfire damage functions for buildings

Figure 83: The fragility points are obtained by convolution of probability distribution function of damage
state and complementary cumulative distribution function of demand (Gernay et al., 2015)

Figure 84: building damage cost *€+ conditional on burnt area *km²+ (left), building damage cost *€+
conditional on dwelling density *Nr. dwellings/km²+ (Papakosta and Straub)
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Figure 85: housing economic loss *€+ conditional on burnt area *km²+ estimated by Bayesian network
(Papakosta et al., 2017)

Figure 86: average damage per fire per year (statistics by CBS) (Botma, 2013)
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Figure 87: proportion of the fires that occur in the different building functions (statistics by CBS) (Botma,
2013)

Figure 88: average amount of financial fire damage as a function of total floor space of a building (Botma,
2013)
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Annex R: Example for functional/operational damage in the energy sector
One of the main sources of damages to energy plants are extreme storms and hurricanes. Especially in the
Gulf of Mexico (GOM), hurricanes periodically lead to huge damages of oil and gas facilities. These damages
are not limited to assets, but they also refer to production profiles. As a matter of fact, when a hurricane
enters the GOM, oil production and transportation pipelines in the (expected) path of the storm are shut
down, crews are evacuated, and refineries and processing plants along the Gulf coast close. Drilling rigs pull
pipes and, if possible, move out of the projected path of the storm or anchor down. Supply vessels,
commercial ships and barges may be moved into a bayou where they have more protection from the
storm. Ocean-going vessels transiting into or out of the GOM near the time of the event use hurricane
forecasts to plot their course in order to avoid the storm. Rivers and coastal ports close ahead of the storm.
Immediately after the storm, landfall makes operators and service providers regroup and return to work.
Crews are transported back to production facilities, damage assessments are performed, and, if required,
facilities are repaired prior to the resumption of production. Production may resume within 2–3 days or be
offline for weeks or months (Kaiser, 2008). Considering these aspects, Kaiser (2008) correlated daily
production for an individual structure installed in the GOM with the occurrence of extreme weather,
showing a strong correlation between extreme events and abrupt decrease of production (see Figure 89).

Figure 89: Hydrocarbon production in the Gulf of Mexico and the number of extreme weather events
(1950–2003) (Kaiser, 2008)

The mining sector is affected as well. For instance, coal transport across the Midwest and Northeast of the
US will face more disruptions from flooding. Heavy rainfall events in these regions have increased by 31 %
to 67 % since the 1950s, a trend that will continue during this century. About 70 % of coal is transported by
rail lines that must navigate across or along rivers. In addition, rising temperatures will increase energy
demand for the cooling of underground mines and surface facilities. Greater demand and rising prices
(driven by limited supply of natural gas, the imposition of carbon taxes, and expensive alternative energy
sources) will add to costs (Nelson and Schuchard, 2011). When it comes to renewables, changes in regional
weather patterns threaten to impact the hydrologic cycle that underpins hydropower. Furthermore, an
increase in cloudiness in some regions would affect solar technologies.
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Figure 90 illustrates the power plant production isoquant. The blue line in Figure 90 a then represents a
production isoquant. All combinations of water inflow and temperature increase for which the firm
produces at full capacity. The line segment between a and b represents all feasible combinations of inputs.
At a, the inflow of cooling water is minimised and the increase in cooling water temperature is at its
maximum. At b the firm uses the maximum possible intake of water, limited either by natural constraints or
technical constraints, thereby minimising the increase in cooling water temperature. Figure 90 b shows a
situation where low river flow reduces the maximum possible intake of cooling water. Since it is impossible
to increase cooling water temperature beyond Tmax, capacity is restricted at c. Similarly, load reduction
can also take place when surface water temperature is high. In this case, the intake of cooling water would
have to increases to point d on the production isoquant, but the required level of river discharge, is
unavailable and therefore maximum production coincides with the selection of ’inputs’ at point e. Since
point e is situated below the blue isoquant, electricity production no longer takes place at full capacity. The
shaded areas in both figures represent the total loss of output due to hydrological constraints (up to a
scaling factor).

Figure 90: Power plant production isoquant (Bogmans et al., 2017)

Figure 91: Changes in turbine capacity as a function of ambient temperature (Sathaye et al., 2013)
Figure 91 shows that the average simple-cycle combustion turbine is more sensitive to changes in ambient
temperature relative to combined-cycle plants. Simple-cycle gas units, which have been shown to be more
sensitive to ambient temperature relative to combined-cycle units, decrease by 1.0% per degree Celsius
above 15 °C. For example, a 500 megawatt [MW] simple-cycle unit located in a place with a projected
average daily maximum temperature of 20 °C would have its nominal capacity reduced by 25 MW during
this time period (from 500 MW to 475 MW).
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Annex S: Damage functions for operational damage to electricity assets

Figure 92: Photovoltaic cell efficiency versus temperature (Jafari Fesharaki et al., 2011)

Figure 93: Lines and towers’ wind fragility curves (Espinoza et al., 2016)
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Figure 94: Extreme temperature’s effect in expansion of material and cable sag

Figure 95: Resistance of aluminium and copper wires due to increasing air temperature

Figure 96 Line load decrease due to increasing air temperature
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Figure 97 Effect of ambient temperature on load factor for distribution and power transformers (Hashmi et
al., 2013)

Figure 98 Tansformer load capacity as a function of ambient temperature according to Li et al. (2005)

Figure 99: Change in transformer capacity as a function of ambient temperature (Li et al., 2005)
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Figure 100: The effect of fire intensity and fire load density on breakdown voltage and distance in fire (You
et al., 2013)

Figure 101: Variations in the conductor's ampacity as fire approaches the line (Choobineh et al., 2015)
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