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9ȄŜŎǳǘƛǾŜ {ǳƳƳŀǊȅ 

EU-/Lw/[9Ψǎ ǎŎƻǇŜ ƛǎ ǘƻ ŘŜǊƛǾŜ ŀƴ ƛƴƴƻǾŀǘƛǾŜ ŦǊŀmework for supporting the interconnected European 
LƴŦǊŀǎǘǊǳŎǘǳǊŜΨǎ ǊŜǎƛƭƛŜƴŎŜ ǘƻ ŎƭƛƳŀǘŜ ǇǊŜǎǎǳǊŜǎΣ ŀǎ ǿŜƭƭ ǘƻ ƎŜƴŜǊŀǘŜ ǎŎƛŜƴǘƛŦƛŎŀƭƭȅ ǘǊǳǘƘŦǳƭ ŀƴŘ ǾŀƭƛŘŀǘŜŘ 
knowledge on the potential impacts of climate. In a like manner, first step of this effort should be to review 
and taxonomy of the existing knowledge in order to provide an extensive assessment of the impacts from 
climate hazards and extreme weather on critical infrastructures, on a categorized way. This deliverable, 
D1.2 state of the art review and taxonomy of existing knowledge, by the contribution of consortium 
ǇŀǊǘƴŜǊǎ ŀǎ ǿŜƭƭ ŀǎ ǘƘŜ ǎǘŀƪŜƘƻƭŘŜǊΩǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƻǿƴŜǊǎΣ ǘƘŜ ƴŀǘƛƻƴŀƭ ǇƻƭƛŎȅ ōƻŘƛŜǎΣ ŦƛƴŀƴŎƛŀƭ ǎŜŎǘƻǊ ŀƴŘ 
scientific community developed and extend an existing pool of knowledge, such as, climate hazards and 
their impacts, defined and implemented customized impact assessment models and generic frameworks. 

Critical infrastructures such as telecommunications, electric power generation and transmission, chemical 
industry, water supply systems, transportation, ICT networks and emergency services have become the 
components of a larger interconnected system. A disruption in one infrastructure has ripple effects into 
other infrastructures and eventually impacts the community and the broader economy. For each one of the 
CI sector a review about the climate changes and their impact is performed. In particular, the potential 
consequences and impacts of climate phenomena such as temperature, extreme winds, floods, wild fires, 
etc. are presented. Furthermore, for each sector, a relevant risk assessment, resilience strategies as well as 
a climate change adaptation framework are also provided. In terms of a practical manner, climate impacts 
on each Critical Infrastructure type and sub-type have been examined and provided on the ANNEXES part 
of this deliverable. 

Furthermore, in this deliverable an extensive analysis of related EU-Funded and international projects as 
well as holistic frameworks on CI risk and resilience assessment due to climate change are included. Finally, 
last section of this deliverable, provides the state of the art overview of risk assessment data and modelling 
tools including open access software packages for natural hazards. 
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1 LƴǘǊƻŘǳŎǘƛƻƴ 

According to EU-CIRCLE Statement, it is presently acknowledged and scientifically proven that climate 
related hazards have the potential to substantially affect the lifespan and effectiveness or even destroy of 
European Critical Infrastructures (CI), particularly the energy, transportation sectors, marine and water 
management infrastructure with devastating impacts in EU appraising the social and economic losses. 
According to the European Academies' Science Advisory Council, a 60 % rise in the cost of damage from 
extreme weatheǊ ŜǾŜƴǘǎ ŀŎǊƻǎǎ 9ǳǊƻǇŜ Ƙŀǎ ōŜŜƴ ŜǎǘƛƳŀǘŜŘ ƻǾŜǊ ŀ ол ȅŜŀǊ ǇŜǊƛƻŘΦ 9ǳǊƻǇŜΨǎ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜǎ 
have the largest merit in terms of monetary damages [1].  

As European Infrastructures have lifelines that span in several decades, it is imperative to generate 
scientifically truthful and validated knowledge on the potential impacts of climate, as a viable pathway for 
making resilient infrastructures. The main policy objective, as underline in the national policy briefs [2], is to 
move towards infrastructure network ǘƘŀǘ ƛǎ ǊŜǎƛƭƛŜƴǘ ǘƻ ǘƻŘŀȅΩǎ ƴŀǘǳǊŀƭ ƘŀȊŀǊŘǎ ŀƴŘ ǇǊŜǇŀǊŜŘ ŦƻǊ ǘƘŜ 
future changing climate. Furthermore, modern infrastructures are inherently interconnected and 
interdependent systems, therefore extreme events are liable to lead to cascade failures.  

Modern infrastructures are becoming more resilient comparing to the past. In the (Presidential Policy 
Directive 21, critical Infrastructure Security and Resilience, February 2013)1, άǊŜǎƛƭƛŜƴŎŜέ is defined as the 
ability to prepare for and adapt to changing conditions and withstand and recover rapidly from disruptions, 
including also the ability to withstand and recover from deliberate attacks, accidents, or naturally occurring 
threats or incidents. 

 

Figure 1 Overview of climate related impacts on infrastructures 

In the last decade, an increasing number of natural disasters have adversely affected regional economies 
and millions of people all over the world [3] [4]. Our cities, in particular, have become more vulnerable 
because of the increasing rate of urban migration and greater concentration of high-value assets and 
critical government and business operations, many of them located in coastal and other areas naturally 
vulnerable to major disasters. The potential for severe and widespread impacts of extreme events has 
never been greater in society than today. Critical infrastructures such as telecommunications, electric 
power generation and transmission, chemical industry, water supply systems, transportation, ICT networks 
and emergency services have become the components of a larger interconnected system. A disruption in 
one infrastructure has ripple effects into other infrastructures and eventually impacts the community and 
the broader economy [5]. 

                                                           
1 Presidential Policy Directive 21, Critical Infrastructure Security and Resilience, February 2013 https://www.whitehouse.gov/the-press-
office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil  

https://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
https://www.whitehouse.gov/the-press-office/2013/02/12/presidential-policy-directive-critical-infrastructure-security-and-resil
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1.1 Methodology 

The purpose of this deliverable is to provide an extensive assessment of the impacts from climate hazards 
and extreme weather on critical infrastructures, on a categorised way. Beyond the direct impacts on each 
critical infrastructure, this deliverable includes an extensive analysis of existing holistic frameworks on CI 
risk and resilience assessment due to climate change, related EU-Funded and International projects and 
open access software platforms. 

The structure of this document is as follows: 

¶ Related EU-Funded and international projects 

Under this section, a reference to the major related EU-Funded and international projects is 
presented. 

¶ Holistic frameworks on CI risk and resilience assessment due to climate change 

An extensive analysis of holistic frameworks on CI from risk and resilience assessment is described. 
Through this section, reader could find methods and approaches to measure the level of risk due to 
climate change. An introduction to HAZUS, a nationally applicable standardized methodology that 
contains models for estimating potential losses of disasters as well as reference to the Federal 
IƛƎƘǿŀȅ !ŘƳƛƴƛǎǘǊŀǘƛƻƴΩǎ ŎƭƛƳŀǘŜ ŎƘŀƴƎŜ ŀŘŀǇtation website for assessing the vulnerability of 
transportation assets to climate change and extreme weather events. Finally, the Disaster 
Resilience of Place (DROP) program is mentioned as well as the UK study for CI and their 
interconnections. 

¶ Introduction to CI sectors (More extensive analysis in ANNEXES part) 

In this section an analysis of the impact from climate change and extreme weather events to the CI 
is performed. For this review, we consider the major critical infrastructure sectors and their 
interconnections and interdependencies. Specifically, energy sector, water sector, chemical sector, 
transportation sector, ICT networks sector and public (health) sector. For each one of the sector, 
D1.2 presents the potential consequences and impacts from climate change for each natural 
phenomenon (i.e. temperature, extreme precipitation, extreme winds, etc.). Furthermore, details 
about relevant to each sector risk assessment methodologies and resilience strategies are 
presented as well as climate change adaptation measures. Sector interdependencies (of each 
sector with the other sectors) are also considered and described in this section. 

A more extensive analysis of impacts of climate change to the CI sectors including sub-sectors is 
included in this deliverable and can be found in the ANNEXES part. Under this section, detailed 
analysis of the impacts to CI including (examples, past events, damage functions) is presented. 

¶ Related Software 

Reference to open access software can be found in the latest section of this deliverable.  
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2 wŜƭŀǘŜŘ 9¦ ŦǳƴŘŜŘ ŀƴŘ ƛƴǘŜǊƴŀǘƛƻƴŀƭ ǇǊƻƧŜŎǘǎ 

The European Union is a major investor in public infrastructure projects. European, investment-based 
development policies such as EU cohesion policy, TEN-T and TEN-E, help overcoming gaps in infrastructure 
needs, especially in Convergence regions in order to generate the preconditions for growth and jobs. The 
EU primarily addresses this issue through EU cohesion policy and in particular in less developed Member 
States and regions which have a low endowment of basic infrastructure. The policy aims at creating growth 
and jobs through delivering Europe 2020 and thereby strengthening social, economic and territorial 
cohesion in the EU [6]. 

Examples of European financial institutions addressing climate risk and adaptation in project appraisal and 
development are presented in EU CIRCLE official page2. A list of EU Projects according to the European 
Commission - European Research on Natural Hazards (Catalogue of FP7 Projects) in 
http://matrix.gpi.kit.edu/EU%20Projects.php. 

The Critical Infrastructure Preparedness and Resilience Research Network or CIPRNet establishes a 
Network of Excellence in Critical Infrastructure Protection (CIP). CIPRNet performs research and 
development that addresses a wide range of stakeholders including (multi)national emergency 
management, critical infrastructure operators, policy makers, and the society. By integrating resources of 
the CIPRNet partners acquired in more than 60 EU co-funded research projects, CIPRNet will create new 
advanced capabilities for its stakeholders. A key technology for the new capabilities will be modelling, 
simulation and analysis for CIP. CIPRNet builds a long-lasting virtual centre of shared and integrated 
knowledge and expertise in CIP. This virtual centre shall provide durable support from research to end 
users. It will form the foundation for the European Infrastructures Simulation & Analysis Centre (EISAC) by 
20203. 

Driving Innovation in Crisis Management for European Resilience. Crisis management and societal 
resilience capabilities are regularly challenged and constantly need to evolve to cope with new trends, such 
as emerging natural and man-made hazards, and the continuing connectivity of citizens. DRIVER4 has the 
goal to enhance crisis management capabilities and societal resilience in Europe. It provides guidance and 
support for resilience and innovation in these areas by helping practitioners articulate their needs in a 
structured dialogue with researchers and industry. In doing so, it also fosters flexibility and adaptability to 
future threats and changing crisis situations. 

FRC stands for 'FloodResilienCity'. It is an EU-funded project which has enabled responsible public 
authorities in eight cities in North West Europe to better cope with floods in urban areas. This has been 
done through a combination of transnational cooperation and regional investments5. 

INFRARISK is developing a reliable stress test framework to establish the resilience of European Critical 
Infrastructure to rare, low frequency, extreme natural hazard events and to aid decision making in the long 
term regarding robust infrastructure development and the protection of existing infrastructure. In an 
integrated approach to hazard assessment, the project is focusing on the impacts of seismic, landslide and 
flooding hazards on road and rail transport infrastructure, considering the interdependencies of the 
networks, cascading hazards and cascading effects and spatial and temporal vulnerability6. 

INTACT brings together innovative and cutting edge knowledge and experience in Europe in order to 
develop and demonstrate best practices in engineering, materials construction, planning and designing 
protective measures as well as crisis response and recovery capabilities7. 

                                                           
2 http://www.eu-circle.eu/eu-funded-projects/ 
3 https://www.ciprnet.eu/summary.html 
4 http://www.driver -project.eu/ 
5 http://www.floodresiliencity.eu/ 
6 http://www.infrarisk-fp7.eu/ 
7 http://www.intact -project.eu/ 

http://matrix.gpi.kit.edu/downloads/ESA-y110102011-Natural_Hazards_Catalogue_on_FP7_2011_version.pdf
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RAIN will quantify the complex interactions between weather events and land based infrastructure 
systems. The output of RAIN will aid decision making in the long term, securing new robust infrastructure 
development and protection of existing infrastructure against climate change and increasingly more 
unpredictable weather patterns. Transport, energy and telecommunications infrastructure will be 
considered and risk mitigation strategies will be developed. This will be achieved through developing an 
operational analysis framework which considers the impact of individual hazards on specific infrastructure 
systems and the coupled interdependencies of critical infrastructure through robust risk and uncertainty 
modelling8. 

The aim of the PREDICT project is to provide a comprehensive solution for dealing with cascading effects in 
multi-sectoral crisis situations covering aspects of critical infrastructures. The PREDICT solution will be 
composed of the following three pillars: methodologies, models and software tools. Their integrated use 
will increase the awareness and understanding of cascading effects by crisis response organisations, 
enhances their preparedness and improves their response capability to respond in case of cascading 
failures9. 

SnowBall consists in a deep analysis of cascading effects and development of methods to anticipate them; 
and in a Decision Support System able to display current crisis monitoring and results of simulated decisions 
integrating cascading effects, thanks to a data collection system, an Events Log Database, Simulators and a 
Dashboard. SnowBall innovates in its modular approach to crises, its modelling techniques, its agent-
supported coupled grid simulations, its generic Events Log Database and tools to follow public behaviour 
(Emergency Alert, social networks, mobile application)10. 

River flood risks in urban areas across Europe will increase tremendously in the coming decades. STAR-
FLOOD (2012-2016) aims to design policies to better deal with these risks. The results of the project will be 
highly relevant for policies and law at the European, national and regional level and for the development of 
public-private partnerships11. 

STREST is an harmonized approach to stress tests for critical infrastructures against natural hazards12. 

The Territories of Rivers Action Plans (TRAP) project is about bringing together river basin & landscape 
protection, ǿƛǘƘ ǊŜƎƛƻƴŀƭ ƎǊƻǿǘƘ ƳƻŘŜƭǎ ŀƴŘ ǎƻƭǳǘƛƻƴǎΦ ¢Ƙƛǎ ƛǎ ŎŀƭƭŜŘ ΨƛƴǘŜƎǊŀǘŜŘ ǊƛǾŜǊ ϧ ǊƛǾŜǊ ǘŜǊǊƛǘƻǊȅ 
ŘŜǾŜƭƻǇƳŜƴǘΩΦ ²ƘƛƭŜ ǘƘŜ ǇǊƻǘŜŎǘƛƻƴ ƻŦ ǊƛǾŜǊǎ ōŀǎƛƴǎ ϧ ǊƛǾŜǊ ǘŜǊǊƛǘƻǊƛŜǎ ƛǎ ƴƻǘ ƴŜƎƻǘƛŀōƭŜΣ ǘƘŜ Ŏƻǎǘǎ 
associated with it must be explicitly balanced by income through growth and rationalised by suitable 
development actions13. 

The MATRIX project develops methods and tools to tackle multiple natural hazards within a common 
framework. A variety of natural extreme events, including earthquakes, landslides, volcanic eruptions, 
tsunamis, river floods, winter storms, wildfires and coastal phenomena, threaten different regions of 
Europe suffering not only from individual hazards, but also from multiple events that occur in combination. 
Classes of interaction include triggered events, cascade effects and the rapid increase in vulnerability during 
successive hazards. Planners and policy-makers, and the scientists who inform their judgements, usually 
treat the hazards and risks related to such events separately from each other, neglecting interdependencies 
between the different types of phenomena, as well as the importance of risk comparability. Resolving this 
deficit improves their ability to take risk reduction measures in a cost-effective way and in doing so, 
strengthen societies' resilience to natural disasters. 

The ENSURE project dealt with the development of a new methodological framework for an integrated 
multi-scale vulnerability assessment, based on a comprehensive, integrated and inter-disciplinary 

                                                           
8 http://rain -project.eu/ 
9 http://www.predict-project.eu/ 
10 http://www.snowball-project.eu/index.php#tf-home 
11 http://www.starflood.eu/ 
12 http://www.strest-eu.org/opencms/opencms/ 
13 http://trapproject.eu/  
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understanding of how mitigation strategies can be improved in the future, in order to reduce human losses, 
economic damage and social discomfort due to extreme events striking communities exposed to a variety 
of natural hazards, as well as to the potential consequences of climate change.  Amongst the achievements 
of the project were:  to improve the understanding of the vulnerability concept at different spatial scales, a 
number of reviews were performed on the methodologies used to assess vulnerability of structural, 
territorial, social and economic systems;  a review was performed to understand how vulnerability was 
operated in both natural hazards and climate change communities; it explored the connections between 
different types of vulnerabilities;  need to make explicit the relevance of resilience and not to restrict to the 
vulnerability concept only; processes and catalytic factors of vulnerability change in the course of time and 
in particular, along a single disaster cycle and its successive stages or along successive disaster cycles, were 
highlighted. 

The RAMSES (Reconciling Adaptation, Mitigation and Sustainable Development for citiES) European 
research project aims to deliver much needed quantified evidence of the impacts of climate change and the 
costs and benefits of a wide range of adaptation measures, focusing on cities. It will engage with 
stakeholders to ensure this information is policy relevant and ultimately enables the design and 
implementation of adaptation strategies in the EU and beyond. The project will focus on climate impacts 
and adaptation strategies pertinent to urban areas due to their high social and economic importance. 

The MOVE FP7 (Improvement of Vulnerability Assessment in Europe) has gathered knowledge about risks 
from 13 European teams to propose a holistic framework and to provide the necessary tools for 
vulnerability assessments of territories exposed to natural hazards. The project MOVE focused on the 
conceptual development and practical application of vulnerability assessments towards risk management 
strategies, comforted by case studies. 
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3 IƻƭƛǎǘƛŎ ŦǊŀƳŜǿƻǊƪǎ ƻƴ /L Ǌƛǎƪ ŀƴŘ ǊŜǎƛƭƛŜƴŎŜ ŀǎǎŜǎǎƳŜƴǘ ŘǳŜ ǘƻ ŎƭƛƳŀǘŜ ŎƘŀƴƎŜ 

There is a rich multidisciplinary tradition that examines risk, hazards and disasters. To understand and 
appreciate the literature, a few key concepts require definitions. First is the concept of hazards. Hazards are 
threats that have the potential to harm people (and the things they value) and places. Risk is the likelihood 
of incurring harm, or the probability that some type of injury or loss would result from the hazard event. 
Disasters are singular larger scale events that overwhelm the local capacity to effectively respond to and 
recover from an event [7]. 

In looking at climate variability and climate change as particular stressors, we can further differentiate 
hazards into two primary classes. Sudden onset hazards appear rapidly such as flooding or hurricanes, but 
last for a short time period ranging from hours to weeks. Chronic hazards are very slow onset events that 
are barely perceptible by society such as drought or sea level rise. They affect populations incrementally 
and it is not until some tipping point is reached that they transcend into disasters. The distinction between 
sudden onset and chronic hazards is significant in terms of perception and policyτthe public and policy 
makers can see the flood or hurricane and anticipate the necessary response to reduce the impact on 
people and places [8]. There is considerable interest also in the concept of vulnerability, for which there are 
many definitions in the research literature, derived from differing conceptual models and frameworks. 

Beginning in the 1940s, there was considerable research and policy interest in understanding the human 
occupancy of hazard zones, the range of societal adjustments available for reducing the impact, and the 
social acceptance or at least tolerance of the risks associated with placing human lives and livelihoods in 
ƘŀǊƳΩǎ ǿŀȅΦ 5ŜǊƛǾŜŘ ŦǊƻƳ ǘƘŜ Ǉioneering work of Gilbert F. White and his students, the risk/hazards 
paradigm was born. Working at the interface between social and environmental systems, the risk/hazards 
approach sought to understand who lived in hazardous areas and the drivers of the nŀǘƛƻƴΩǎ ƛƴŎǊŜŀǎƛƴƎ 
vulnerability to losses from natural hazards [9]. 

 

Figure 2 Risk equation 

Risk is assessed as a combination of threat (expressed as the probability that a given action, attack, or 
incident will occur), vulnerability (expressed as the probability that a given attack, or vulnerability will 
succeed, given that the action, attack or incident occurs), and consequence (expressed as some measure of 
loss, such as dollar cost, resources loss, programmatic impact, etc.). The total risk of operating a system is 
assessed as a combination of the risks associated with all possible threat scenarios. Risk is reduced by 
countermeasures. However, the cost of countermeasures (relative to the potential risks) is applied when 
arriving at any holistic risk management strategy [10].  

The terms threat, vulnerability and risk have often been used casually and interchangeably, when in fact 
they each have distinct and complementary definitions. 
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Hazard vulnerability assessments describe who and what is exposed to the threat (hazard identification), 
and the differential susceptibility (the potential for loss, injury, harm, adverse impacts on livelihoods), and 
impacts of that exposure. In other words, the goal is not only to identify the risk factors (who and what is 
vulnerable), but also the driving forces that shape vulnerability in a particular place [11] [12]. These 
assessments are either qualitative in their approach or they are quantitative in nature providing numerical 
estimates of population exposures and rankings of vulnerability. They can be single hazard or multi-hazard 
and they can range from local place-specific analyses to more regionally based patterns.  
 
Three distinct elements comprise hazard vulnerability assessments: exposure assessment (the identification 
of the risk source including magnitude, frequency of occurrence, and spatial impact); impact assessments 
(the consequences of a particular hazard or stressor on a population; and damage assessment (defining the 
direct and indirect losses (fatalities, infrastructure, economic) associated with a particular event). However, 
the integration of these three elements into a comprehensive vulnerability assessment for the area or 
region of concern is often lacking. Part of this is a function of the bifurcation of the science inputs (e.g. 
natural scientists provide most of the relevant data and models for exposure assessments while social 
scientists provide the inputs for the populations at risk) and the difficulties of working across disciplinary or 
knowledge boundaries [8].  

There is a plethora of case studies on risk and vulnerability assessment techniques and applications 
ŎƻƳǇƛƭŜŘ ōȅ bh!!Ωǎ /ƻŀǎǘŀƭ {ŜǊǾƛŎŜǎ /ŜƴǘŜǊ [13]. Some focus only on exposure, while others take a more 
comprehensive view of the hazards assessment and include impact and damage assessments14. 

The risk can then be shown in different ways15. For a number of different hazards, the consequences are 
plotted against the annual probability of exceeding this amount for individual hazard risk and aggregated 
hazard risk in Figure 3 by employing the following simple formulation: 

                                                                               Ptot = 1 - Ң όм ς Pi)                                                                            (1) 

where Ptot is the total annual probability of exceedance of a given risk (expressed as Euros), and Pi is the 
probability of exceedance of a given risk i (i.e., here represented by earthquakes, landslides and floods). 
Through these points a curve is fitted, the so-called risk curve, and the area below the curve is 
representative of the total risk. 

In a multi-hazard risk assessment this procedure is carried out for all individual hazards, taking into 
consideration the interrelations between hazards (e.g. cascading effects, such as a landslide damming a 
river and causing a flood). If the risk is normalized into annual risk, it is then possible to evaluate the multi-
hazard risk. Care must, however, be taken to deal with length of time it takes restore infrastructure once it 
has failed. 

 

Figure 3 Damage Ratio 

                                                           
14 http://coast.noaa.gov/vata?redirect=301ocm 
15 INFRARISK D4.1 Prelinary Model, Methodology and Information Exhange 
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Risk analysis  

There are three primary methods for measuring levels of risk [14]: 

1. Qualitative analysis, which uses words to describe the magnitude of potential consequences, and 
the likelihood that the event will occur. An example of this is a risk matrix, which can be colour-
coded to make it easier to understand the level of associated risk (as shown in the table below). A 
high level of risk (red) can be deemed intolerable; a medium level of risk (yellow) tolerable, and a 
low level of risk (green) acceptable. 

 

Figure 4 Example of a qualitative risk matrix to determine a level of risk  
(adapted from Standards New Zealand, 2004, p56) 

2. Quantitative analysis, which uses numerical values for both consequences and likelihood, as shown 
in the figure below. 

 

Figure 5 Quantitative method for estimating risk (Standards Australia/New Zealand, 2004, p50-52) 

3. Semi-qualitative analysis, which uses a combination of words and numerical values, as shown in 
the Figure below. 

 

Figure 6 Semi-ǉǳŀƴǘƛǘŀǘƛǾŜ ƳŜǘƘƻŘ ŦƻǊ ŜǎǘƛƳŀǘƛƴƎ ǊƛǎƪΦ ΨCǊŜǉǳŜƴŎȅΩ ƛǎ ŜǉǳƛǾŀƭŜƴǘ ǘƻ ΨƭƛƪŜƭƛƘƻƻŘΩ ǳǎŜŘ ƛƴ ǘƘŜ ǘŜȄǘ 
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It can be done using a qualitative or a quantitative approach. In both cases, however, the goal is to gain a 
better understanding of the probability of occurrence of a scenario and the consequence of that scenario16:  

R = p z  C                       (2) 

where p is the probability that a scenario occurs and C is the consequences related to this scenario.  

Qualitative approach A qualitative approach is one where relatively exact estimates of the probability of 
occurrence of a scenario or relatively exact estimates of the consequences are not required. It allows a first 
impression of the risks. This approach is based exclusively on the experience of the experts and the risks, as 
ǿŜƭƭ ŀǎ ǘƘŜ ǇǊƻōŀōƛƭƛǘȅ ƻŦ ƻŎŎǳǊǊŜƴŎŜ ŀƴŘ ǘƘŜƛǊ ŎƻƴǎŜǉǳŜƴŎŜǎ ŀǊŜ ŎŀǘŜƎƻǊƛȊŜŘ ƛƴ ƎŜƴŜǊŀƭ ǘŜǊƳǎΣ ŜΦƎΦ άǾŜǊȅ 
ƘƛƎƘέΣ άƘƛƎƘέΣ άƳƻŘŜǊŀǘŜέΣ άƭƻǿέ ŀƴŘ άǾŜǊȅ ƭƻǿέΦ  

 

Figure 7 Risk Matrix17 

Quantitative approach A quantitative approach is one where relatively exact estimates of the probability of 
occurrence of a scenario and relatively exact estimates of the consequences are required. With such an 
approach the risk analysis is based on information in form of data, expert knowledge, physical and 
mathematical models, etc. The result of a quantitative risk analysis is an exact number (Equation 2), that 
indicates the risks associated with each scenarios and an exact number to indicate the risk associated with 
all relevant scenarios considered together, even if it is acknowledged that there is uncertainty with respect 
to these numbers.  

Statistical analysis Statistical models of different complexity have been developed to estimate the risk 
related to the failure of an individual infrastructure objects, with respect to both the probability of 
occurrence of a hazard and the probability of failure of the infrastructure object  

Probabilistic modeling This approach comprised a variety of methods used for the risk analysis, such as 
Event trees, fault trees, Markov chains, Bayesian networks, and Monte Carlo simulations.  

Event trees Event trees, are used to analyse and display different discrete scenarios, their corresponding 
probability of occurrence and the resulting consequences, as used in Figure 7. They are built from a starting 
event and branch at each subsequent event based on the values of key parameters these key parameters 
were intensity measures. When the event tree is complete it is a logical and visual representation of the set 
of scenarios that can occur.  

                                                           
16 INFRARISK PROJECT: D 4.1:  Preliminary Model, Methodology and Information Exchange 
17 INFRARISK PROJECT: D 4.1:  Preliminary Model, Methodology and Information Exchange 
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Fault tree Fault trees are used when it is desired to focus on the particular ways a system can fail. It is 
particularly well suited to determine the probability of a specific event happening when this event can 
happen due to different precursor events. Fault trees are often used in the evaluation of large safety-
critical systems. 

Bayesian networks Bayesian networks are used to predict the behaviour of a system, in a way similar to 
that event trees but are much more robust in the number of possible scenarios that can be encompassed, 
and much more flexible in their ability to be able to use existing information, or evidence, in the estimation 
of likely consequences. The use of Bayesian networks allows the consideration of both expert opinion and 
observations of occurrence of stochastic events. Once the relationships between the system elements are 
included in the Bayesian network the weights put on these connections are determined to give the best fit 
ōŜǘǿŜŜƴ ǘƘŜ ǾŀƭǳŜ ƻŦ ǘƘŜ ƛƴǇǳǘǎ ŀƴŘ ǘƘŜ ǾŀƭǳŜǎ ƻŦ ǘƘŜ ƻǳǘǇǳǘǎΣ ŀŎŎƻǊŘƛƴƎ ǘƻ .ŀȅŜǎΩ ǘƘŜƻǊŜƳΦ ¢ƘŜ 
relationship between all types of events, whether they are hazard events, or consequence events, and all 
types of relationships, e.g. linear or circular, can be modelled in Bayesian networks 

Monte Carlo simulation Monte Carlo simulation is often used when the models of the system required to 
estimate risk are complex, nonlinear, or involves several uncertain parameters. It involves the repeated 
deterministic computation of user-defined transformation models using random values as input (i.e., 
random values drawn from user-generated sampling distributions). The number of evaluations/repetitions 
necessary to establish the probability distributions of the output parameters will depend on the number of 
input parameters, their probability distributions, the complexity of the propagation model, and the 
accuracy requirements of the output 

 

 

Figure 8 Individual risk curves for different hazards (earthquakes ς EQ, floods ς FL, windstorms ς WS) [15] 

Disaster Risk Reduction (DRR) refers to the conceptual framework of elements considered with the 
possibilities to minimize vulnerabilities and disaster risks throughout a society, to avoid (prevention) or to 
limit (mitigation and preparedness) the adverse impacts of hazards, within the broad context of sustainable 
development 

Disaster Risk Management (DRM) can be described as an array of measures involving public 
administration, decentralization, organizational and institutional development (or strengthening), 
community-based strategies, engineering, settlement development and land use planning. It also takes into 
consideration environmental issues as part of the risk mitigation and reduction strategies  
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Figure 9 The "traditional" disaster cycle and the role of risk assessment [16] 

 
Definition of risk:  The probability of harmful consequences, or expected losses (deaths, injuries, property, 
livelihoods, economic activity disrupted or environment damaged) resulting from interactions between 
(natural, human-induced or man-made) hazards and vulnerable conditions 
 
Definition of risk assessment:  A methodology to determine the nature and extent of risk by analyzing 
potential hazards and evaluating existing conditions of vulnerability that could pose a potential threat or 
harm to people, livelihoods and the environment on which they depend. (Source UN-ISDR: 
http://www.unisdr.org/eng/library/lib-terminology-eng%20home.htm) 
 

UN-L{5w ŘŜŦƛƴŜǎ Ǌƛǎƪ ƛƴ ǎƘƻǊǘ ŀǎ άǘƘŜ ǇǊƻōŀōƛƭƛǘȅ ƻŦ ƭƻǎǎŜǎέΦ wƛǎƪ Ŏŀƴ ǇǊŜǎŜƴǘŜŘ ŎƻƴŎŜǇǘǳŀƭƭȅ 
with the following basic equation 

Risk = Hazard * Vulnerability * Amount of elements-at-risk                                      (3) 

and the more conceptual equation: 

Risk = Hazard * Vulnerability / Capacity        (4) 
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Figure 10 Summary of definitions used in the GIS-based risk assessment [16] 

 

 

Figure 11 Basic function of risk, which can be divided into the components of hazard, the vulnerability, and the 
amount of elements at risk that are exposed to the hazard [16] 

3.1 Federal Emergency Management Agency (FEMA) 

The Federal Emergency Management Agency's (FEMA) mission is to support our citizens and first 
responders to ensure that as a nation we work together to build, sustain and improve our capability to 
prepare for, protect against, respond to, recover from and mitigate all hazards18, and estimating Potential 
Losses from Disasters. Hazus users and other parties interested in using Hazus to support risk-informed 
decision making efforts by estimating potential losses from earthquakes, floods and hurricanes and 
visualizing the effects of such hazards19. 

Actually Hazus is a nationally applicable standardized methodology that contains models for estimating 
potential losses from earthquakes, floods and hurricanes and it uses Geographic Information Systems (GIS) 
technology to estimate physical, economic and social impacts of disasters. It graphically illustrates the limits 

                                                           
18Federal Emergency Management Agency  http://www.fema.gov/ 
19 http://www.fema.gov/HAZUS 
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of identified high-risk locations due to earthquake, hurricane and floods. Users can then visualize the 
spatial relationships between populations and other more permanently fixed geographic assets or 
resources for the specific hazard being modeled, a crucial function in the pre-disaster planning process. 

It is mainly used for mitigation and recovery, as well as preparedness and response. Government planners, 
GIS specialists and emergency managers use it in order to determine losses and the most beneficial 
mitigation approaches to take to minimize them. It can be also used in the assessment step in 
the mitigation planning process, which is the foundation for a community's long-term strategy to reduce 
disaster losses and break the cycle of disaster damage, reconstruction and repeated damage. Being ready 
will aid in recovery after a natural disaster. 

HAZUS-MH is the most recent evolution of a family of natural hazards loss estimation software whose 
development began in the early 1990s. The purpose of HAZUS and natural hazards loss estimation software 
in general is to quantify the human, property, financial, and social impacts of natural hazards such as 
earthquake, wind, and flood, under existing conditions and given any of numerous possible mitigation 
measures. Quantification of losses under existing conditions is valuable for understanding and 
communicating the relative importance of natural hazards risks and the various factors such as location, 
land use zoning, construction quality, etc. contributing to that risk. Similarly, analysis of the beneficial 
impacts of mitigation measures such as relocation, improved land use and planning, structural 
modifications, warning, etc. permits informed decision making and efficient allocation of scarce resources 
[17]. 

3.2 Federal high way administration (FHWA) 

This section of FHWA's Climate Change Adaptation website20 provides resources, tools, and guidance to 
help local and regional transportation agencies implement the Federal Highway Administration's (FHWA's) 
Climate Change and Extreme Weather Vulnerability Assessment Framework, a guide to assessing the 
vulnerability of transportation assets to climate change and extreme weather events. 

One of the first steps in performing a climate change vulnerability assessment is to determine the 
assessment's objectives. Objectives define the strategies or implementation steps that must be taken to 
achieve the assessment's goals. Articulating an assessment's objectives helps determine the level of detail, 
the types of data and tools, and the range of expertise and skills needed to conduct the assessment. 
Identifying which climate stressors (also known as climate variables) should be included in a vulnerability 
assessment is an important early step in the assessment process. Not all changes in the future climate will 
be significant to local or regional transportation networks and limiting the study to the key stressors of 
interest may allow for more in-depth projections of these variables. 

Determining which climate stressors are "key" involves understanding the sensitivity of transportation 
assets to weather and climate. Sensitivity, which refers to how an asset or system fares when it is exposed 
to an impact, is one of the three components of vulnerability-the other two being exposure and adaptive 
capacity. Analyzing sensitivity, which involves determining whether transportation assets would be affected 
by the stressor, can help narrow the range of climate impacts considered, allowing the study to focus its 
resources on analyzing the climate stressors that would cause the greatest damage to the system. 

Identifying the relevant transportation assets for a vulnerability assessment and determining which of their 
characteristics to examine can help narrow the scope of the assessment, bringing it in line with the 
resources available to conduct the study. 

To begin the process, start by deciding which assets to include, assessing data availability for those assets, 
and identifying the relevant timeframes under which assets are managed. Performing a criticality 
assessment is one way to limit the type and number of assets for further study. Having defined the 
objectives and scope of the study, identified key climate variables, and limited the number or types of 

                                                           
20Federal high way administration http:// www.fhwa.dot.gov/environment/climate_change/adaptation/adaptation_framework/  

http://www.fema.gov/national-earthquake-hazards-reduction-program
http://www.ready.gov/hurricanes
http://www.ready.gov/floods
http://www.fema.gov/multi-hazard-mitigation-planning
http://www.fhwa.dot.gov/environment/climate_change/adaptation/adaptation_framework/
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assets to be considered, the next step is to assess the vulnerability of selected assets to the impacts of 
climate change. 

The findings of the assessment can be integrated into transportation decision-making processes and used 
to consider and prioritize measures to address the vulnerabilities. Integrating vulnerability considerations 
into existing decision-making processes, such as those related to asset management and emergency 
management, puts the findings of a vulnerability assessment into practice. Considering climate change as 
one of many risks to be deliberated in these processes, rather than as a separate issue requiring its own 
framework, can lower barriers to adaptation. 

Climate considerations can be integrated into asset management systems, emergency management and 
hazard mitigation plans, long-range planning, and other existing processes. Agencies can prioritize 
programs and projects that increase climate change resilience as a co-benefit, rather than a main focus. 
Adapting to climate change is an iterative process that requires monitoring and evaluation to keep 
adaptation efforts on track with our evolving understanding of climate risks. Monitoring and evaluation 
activities are a process of collaborative learning that reveals progress toward goals and objectives. It 
identifies which activities are working, which ones aren't, and why. The results of monitoring and 
evaluation can be used to periodically revisit and fine-tune adaptation strategies, as well as the 
recommendations and findings of a vulnerability assessment. 

3.3 The disaster resilience of Place (DROP) program 

In recent years, efforts have been undertaken by various organizations to design indicators for measuring 
resilience more broadly. The [18], commissioned by the united nations development programme, takes 
stock and provides an overview of ongoing efforts at developing and applying measurement frameworks 
for disaster resilience. It is concerned with measurements of resilience against natural disasters. It includes 
also measurements that focus ς partially or fully ς on tropical cyclones and related storm surges, droughts, 
earthquakes, biomass fires, floods, landslides, tsunamis and/or volcanic eruptions. Furthermore, the review 
includes issues which are closely linked to disaster resilience such as disaster risk management, 
vulnerability to disasters and food and nutrition. 

First of all, it pays attention at what is currently being measured in disaster resilience and the 
characteristics of the measurements. Continuously it provides a mapping that summarized current specific 
efforts to measure disaster resilience and finally provides some recommendations based on the mapping 
and a literature review. 

Disaster types [16] 
 
A hazard, and the disaster resulting from that, can have different origins: natural (geological, 
hydrometeorological and biological) or induced by human processes (environmental degradation and 
technological hazards). Hazards can be single, sequential or combined in their origin and effects. Each 
hazard is characterised by its location, intensity, frequency, probability, duration, area of extent, speed of 
onset, spatial dispersion and temporal spacing. We will look at this much more in later sessions. Hazards 
can be classified in several ways. A possible subdivision is between:  

¶ Natural hazards are natural processes or phenomena within the earth's system (lithosphere, hyd 
rosphere, biosphere or atmosphere) that may constitute a damaging event (such as earthquakes, 
volcanic eruptions, hurricanes); 

¶ Human-induced hazards are modifications and of natural processes within the earth's system 
(lithosphere, hydrosphere, biosphere or atmosphere) caused by human activities which 
accelerate/aggravate damaging events (such as atmospheric pollution, industrial chemical 
accidents, major armed conflicts, nuclear accidents, oil spills); 

¶ Human-made hazards or technological hazards: dangers originating from technological or industrial 
accidents, dangerous procedures, infrastructure failures or certain human activities, which may 
cause the loss of life or injury, property damage, social and economic disruption or environmental 
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degradation (Some examples: industrial pollution, nuclear activities and radioactivity, toxic wastes, 
dam failures; transport, industrial or technological accidents (explosions, fires, spills). 

 
Another subdivision relates to the main controlling factors leading to a disaster. These may be 
meteorological (too much or too little rainfall, high wind-speed), geomorphological/geological (resulting 
ŦǊƻƳ ŀƴƻƳŀƭƛŜǎ ƛƴ ǘƘŜ ŜŀǊǘƘΩǎ ǎǳǊŦŀŎŜ ƻǊ ǎǳōǎǳǊŦŀŎŜύΣ ŜŎƻƭƻƎƛŎŀƭ όǊŜƎŀǊŘƛƴƎ ŦƭƻǊŀ ŀƴŘ fauna), technological 
(human made), global environmental (affecting the environment on global scale) and extra terrestrial (See 
Table 1). 

Table 1 Classification of disasters according to the main controlling factor 

 
 

 

 
 

Figure 12 Relative importance of main hazard types per continent  
(source: www.unisdr.org/disasterstatistics/introduction.htm and www.emdat.be) 

 

3.4 UK study 

The National Security Strategy (NSS) sets out that one of UK key tasks is to improve the resilience of the 
infrastructure most critical to keeping the country running against attack, damage or destruction. The top 
risks identified in the NSS include those from natural hazards.  

The unusually severe winters in 2009/10 and 2010/11, extensive flooding in 2007 and 2009 and periods of 
drought in parts of England in 2011 demonstrated just how much damage and disruption extreme weather 
can cause to roads, railways, buildings, agriculture, and services such as electricity and water supplies. The 

http://www.emdat.be/











































































































































































































































































































