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knowledge on the potential impacts of climate. In a like manner, first step of this effort sheulu review

and taxonomy of the existing knowledge in order to provide an extensive assessment of the impacts from
climate hazards and extreme weather on critical infrastures, on a categorized wayhis deliverable,

D1.2 state of the art revievand taxonomy of existing knowledgdyy the contribution of consortium
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scientific community developednd extendan existing pool of knowledge, such adimate hazards and

their impacts, defined and implemented customized impact assessmedels and generic frameworks.

Critical infrastructures such as telecommunications, electric power generation and transmieomcal
industry, water supply systemdransportation ICT networks andmergency services have become the
components of a larger interconnected system. A disruption in one infrastructure has ripple effects into
other infrastructures and eventually impacts the community and the broader econearyeach one of the

Cl sector a review about the climate changes and their impact is performed. In particular, the potential
consequences and impacts of climate phenomena such as temperature, extreme winds, floods, wild fires,
etc. are presented. Furtherore, for each sector, a relevant risk assessinessilience strategieas well as

a climate change adaptation framework are also providaderms of a practical mannec|imate impacts

on each Critical Infrastructure type and stylipe have beenexaminal and providedon the ANNEXESrt

of this deliverable

Furthermore, in this deliverable an extensive analysis of relatedrlilded and international projects as

well as holistic frameworks on CI risk and resilience assessment due to climate changkideslifinally,

last section of this deliverable, provides the state of the art overview of risk assessment data and modelling
tools including open access software packages for natural hazards.
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1 LYUGNRRdAzOUOAZ2Y

According toEUCIRCE Statementit is presently acknowledged and scientifically proven that climate
related hazards have the potential to substantially affect the lifespan and effectiveness or even destroy of
European Critical Infrastructures (Cl), particularly the enengnsportation sectors, marine and water
management infrastructure with devastating impacts in EU appraising the social and economic losses.
According to the European Academies' Science Advisory Council, a 60 % rise in the cost of damage from
extreme weath®dld S@Syia | ONRPaa 9dz2NRPLIS KIFa 0SSy SadAavylaSR
have the largest merit in terms of monetary damag#s

As European Infrastructures have lifelines that span in several decades,nmpésative to generate
scientifically truthful and validated knowledge on the potential impacts of climate, as a viable pathway for
making resilient infrastructure§he main policy objective, as underline in tha&tional policy brief$2], is to

move towards infrastructurenetwork & K & A& NBaAfASyd G2 G2RFreQa yli
future changing climate. Furthermore, modern infrastructures are inherently intercoedeand
interdependent systemghereforeextreme events are liable to lead to cascade failures

Modern infrastructures arebecomingmore resilient comparing to the past. In tH@residential Policy
Directive 21, dtical Infrastructure Security and Resilience, February POfBNS & A s Aefine@Stise
ability to prepare for and adapt to changingnditions and withstand and over rapidly from disruptions,
includingalsothe ability to withstand and recover from deliberate attacks, accidents, or naturally occurring
threats or incidents

CLIMATE HAZARDS
Primary Secondary
ADAPTATION
A
INFRASTRUCTURE
EXPOSURE TO Yo hEan)
IMPACTS
VULNERABILITIES REDUCTION
INTERCONNECTIONS Cost
EFFECTIVENESS
INVESTMENT

RESILIENCE
Capacity to Capacity to RISK INSURANCE

Figurel Overview of climate related impacts on infrastructare

In the last decade, an increasing number of natural disasters have adversely affected regional economies
and millions of people all over the wor[8] [4]. Our cities, in particular, have become more vulnerable
because of the increasing rate of urban migration and greater concentration ofvhigh assets and
critical government and business operations, many of thenatkst in coastal and other areas naturally
vulnerable to major disasters. The potential for severe and widespread impacts of extreme events has
never been greater in society than today. Critical infrastructures such as telecommunications, electric
power gereration and transmissiorgchemical industryyater supply systemdransportation ICT networks

and emergency services have become the components of a larger interconnected system. A disruption in
one infrastructure has ripple effects into other infrasttues and eventually impacts the community and

the broader economys].

! Presidential Policy Directive 21, Critical Infrastructure Security and Resillegtoeiary 2018ttps://www.whitehouse.gov/thepress
office/2013/02/12/presidentialpolicy-directive-criticatinfrastructure securityand-resil
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1.1 Methodology

The purpose of this deliverable is to provide an extensive assessment of the impacts from climate hazards
and extreme weather on critical infrasctures, on a categorised waBeyond the direct impacts on each
critical infrastructure, this deliverable includes an extensive analysis of existing holistic frameworks on CI
risk and resilience assessment due to climate change, relatelluBtled and liernational projects and

open access software platforms.

D1.2 State of the aneview and tamnomy of existing knowledge

The structure of this document is as follows:
1 Related ElFunded and international projects

Under this section, a reference to the major related-Euhded and international projects is
presented.

1 Holistic frameworks on ClI risk and resilience assessment due to climate change

An extensive analysis of holistic frameworks on ClI from risk and resilience assessment is described.
Through this section, reader could find methods and appreadb measure the ieel of risk due to

climate change. An introduction tHAZUSa nationally applicable standardized methodology that
contains models for estimating potential losses of disastyswvell as reference to the Federal

| AdKglF & ! RYAYAad NI O AtatignQuebsite tfokagdedsiSy the Kuingrabflity of R LJ
transportation assets to climate change and extreme weather eveRisally, the Disaster
Resilience of Place (DROP) program is mentioned as well as the UK study for tG¢irand
interconnections.

1 Introduction to CI sectors (More extensive analysis in ANNEXES part)

In this section an analysis of the impact from climate change and extreme weather events to the ClI
is performed. For this review, we consider the major critical infrastructure sectors and their
interconnections and interdependencieSpecifically, energy sector, water sector, chemical sector,
transportation sector, ICT networks sector and public (health) sector. For each one of the sector,
D1.2 presents the potential consequences and impacts friimate change for each natural
phenomenon (i.e. temperature, extreme precipitation, extreme winds, etc.). Furthermore, details
about relevant to each sector risk assessment methodologies and resilience strategies are
presented as well as climate change piddion measures. Sector interdependencies (of each
sector with the other sectors) are also considered and described in this section.

A more extensive analysis of impacts of climate change to the CI sectors includisgctars is
included in this delivable and can be found in the ANNEXES part. Under this section, detailed
analyss of the impacts to Cl including (examples, past events, damage functions) is presented.

i Related Software

Reference to open access software can be found in the latest secttbisafeliverable.
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The European Union is a major investor in public infrastructure projects. Europmeastmentbased
development policies such as EU cohesion policy; TTEN TENE, help overcoming gaps infrastructure
needs, especially in Convergence regions in otdarenerate the preconditions for growth and jobEhe

EU primarily addresses this issue through EU cohesion policy and in partidelss oleveloped Member
States and regions which havdoav endowment of basinfrastructure. The policy aims at creating growth
and jobs through delivering Europ2020 and thereby strengthening social, economic and territorial
cohesion in the E[8].

Examples of European financiastitutions addressing climate risk and adaptation in project appraisal and
developmentare presented in EU CIRCLE official pafydist of EU Projectaccording to theEuropean
Commission - European Research on Natural Hazdfdstalogue of FP7 Projects)n
http://matrix.gpi.kit.edu/EU%20Projects.php

The Critical Infrastructure Preparedness and Resilience Research NetvaoriCIPRNet establishes a
Network of Excellence in Critical Infrastructure Protection (CIP). CIPRNet performs research and
development that addresses a wide range of stakeholders including (multi)national emergency
management, critical infrastructure operatgrpolicy makers, and the society. By integrating resources of
the CIPRNet partners acquired in more than 60 Efflcded research projects, CIPRNet will create new
advanced capabilities for its stakeholders. A key technology for the new capabilitiesewiibdelling,
simulation and analysis for CIP. CIPRNet builds aldstigg virtual centre of shared and integrated
knowledge and expertise in CIP. This virtual centre shall provide durable support from research to end
users. It will form the foundation fathe European Infrastructures Simulation & Analysis Centre (EISAC) by
202C.

Driving Innovation in Crisis Management for European Resilien€gisis management and societal
resilience capabilities are regularly challenged and constantly need to evatepéowith new trends, such

as emerging natural and manade hazards, and the continuing connectivity of citizens. DRIN4SRhe

goal to enhance crisis management capabilities and societal resilience in Europe. It provides guidance and
support for resilimce and innovation in these areas by helping practitioners articulate their needs in a
structured dialogue with researchers and industry. In doing so, it also fosters flexibility and adaptability to
future threats and changing crisis situations.

FRC standgor 'FloodResilienCity It is an EWunded project which has enabled responsible public
authorities in eight cities in North West Europe to better cope with floods in urban areas. This has been
done through a combination of transnational cooperation aadional investments

INFRARISK developing a reliable stress test framework to establish the resilience of European Critical
Infrastructure to rare, low frequency, extreme natural hazard events and to aid decision making in the long
term regarding robst infrastructure development and the protection of existing infrastructure. In an
integrated approach to hazard assessment, the project is focusing on the impacts of seismic, landslide and
flooding hazards on road and rail transport infrastructure, comsid) the interdependencies of the
networks, cascading hazards and cascading effects and spatial and temporal vuln&rability

INTACTbrings together innovative and cutting edge knowledge and experience in Europe in order to
develop and demonstrate best prices in engineering, materials construction, planning and designing
protective measures as well as crisis response and recovery capabilities

2 http://www.eu -circle.eu/eufunded-projects/
3 https://www.ciprnet.eu/summary.html

4 http://www.driver -project.eu/

5 http://www.floodresiliencity.eu/

6 http://www.infrarisk-fp7.eu/

7 http://www.intact -project.eu/
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RAIN will quantify the complex interactions between weather events and land based infrastructure
systems. Theutput of RAIN will aid decision making in the long term, securing new robust infrastructure
development and protection of existing infrastructure against climate change and increasingly more
unpredictable weather patterns. Transport, energy and telecommatons infrastructure will be
considered and risk mitigation strategies will be developed. This will be achieved through developing an
operational analysis framework which considers the impact of individual hazards on specific infrastructure
systems andhe coupled interdependencies of critical infrastructure through robust risk and uncertainty
modelling.

The aim of thePREDICproject is to provide a comprehensive solution for dealing with cascading effects in
multi-sectoral crisis situations coveringpagts of critical infrastructures. The PREDICT solution will be
composed of the following three pillars: methodologies, models and software tools. Their integrated use
will increase the awareness and understanding of cascading effects by crisis respgasesations,
enhances their preparedness and improves their response capability to respond in case of cascading
failures.

SnowBallconsists in a deep analysis of cascading effects and development of methods to anticipate them;
and in a Decision Supportssgm able to display current crisis monitoring and results of simulated decisions
integrating cascading effects, thanks to a data collection system, an Events Log Database, Simulators and a
Dashboard. SnowBall innovates in its modular approach to crisesnddelling techniques, its agent
supported coupled grid simulations, its generic Events Log Database and tools to follow public behaviour
(Emergency Alert, social networks, mobile applicatfon)

River flood risks in urban areas across Europe will iner&r@snendously in the coming decade3TAR
FLOOMO20122016) aims to design policies to better deal with these risks. The results of the project will be
highly relevant for policies and law at the European, national and regional level and for the devetagme
public-private partnership$.

STRES$ an harmonized approach to stress tests for critical infrastructures against natural Hazards

The Territories of Rivers Action Plan@RAP) project is about bringing together river basin & landscape
protection, s A 1 K NBXIA2yIf 3INRGgIGK Y2RSfa FyR az2fdziAzyao
RSGSt2LIYSyiQod 2KAfS GKS LINRBGESOGA2Y 2F NAOSNBR ol
associated with it must be explicitly balanced by incomeotigh growth and rationalised by suitable
development action's.

The MATRIXproject develops methods and tools to tackle multiple natural hazards within a common
framework. A variety of natural extreme events, including earthquakes, landslides, volcanimresup
tsunamis, river floods, winter storms, wildfires and coastal phenomena, threaten different regions of
Europe suffering not only from individual hazards, but also from multiple events that occur in combination.
Classes of interaction include triggdrevents, cascade effects and the rapid increase in vulnerability during
successive hazards. Planners and petiekers, and the scientists who inform their judgements, usually
treat the hazards and risks related to such events separately from each o#glecting interdependencies
between the different types of phenomena, as well as the importance of risk comparability. Resolving this
deficit improves their ability to take risk reduction measures in a-effsictive way and in doing so,
strengthen sociges' resilience to natural disasters.

The ENSURIproject dealt with the development of a new methodological framework for an integrated
multi-scale vulnerability assessment, based on a comprehensive, integrated anddisdglinary

8 http://rain -project.eu/

9 http://www.predict-project.eu/

10 http://www.snowball-project.eu/index.php#tthome
11 http://www.starflood.eu/

12 http://www.strest-eu.org/opencms/opencms/

13 http://trapproject.eu/
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understanding of how iitigation strategies can be improved in the future, in order to reduce human losses,
economic damage and social discomfort due to extreme events striking communities exposed to a variety
of natural hazards, as well as to the potential consequences ofteliaienge. Amongst the achievements

of the project were: to improve the understanding of the vulnerability concept at different spatial scales, a
number of reviews were performed on the methodologies used to assess vulnerability of structural,
territorial, social and economic systems; a review was performed to understand how vulnerability was
operated in both natural hazards and climate change communities; it explored the connections between
different types of vulnerabilities; need to make explicit tieéevance of resilience and not to restrict to the
vulnerability concept only; processes and catalytic factors of vulnerability change in the course of time and
in particular, along a single disaster cycle and its successive stages or along succestveyii$es, were
highlighted.

The RAMSES (Reconcilinghdaptation, Mitigationand Sustainabldevelopmentfor CcitiE§ European
research project aims to deliver much needed quantified evidence of the impacts of climate change and the
costs and benefits of avide range of adaptation measures, focusing on cities. It will engage with
stakeholders to ensure this information is policy relevant and ultimately enables the design and
implementation of adaptation strategies in the EU and beyond. The prajéictocus on climate impacts

and adaptation strategies pertinent to urban areas due to their high social and economic importance.

The MOVEFP7(Improvement of Vulnerability Assessment in Europe) has gathered knowledge about risks
from 13 European teams to proposa holistic framework and to provide the necessary tools for
vulnerability assessments of territories exposed to natural hazards. project MOVE focused on the
conceptual development and practical application of vulnerability assessments towards riskamsaara
strategies, comforted by case studies.
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There is a rich multidisciplinary tradition that examines risk, hazards and disasters. To understand and
appreciate the literaturea few key concepts require definitions. First is the concept of hazards. Hazards are
threats that have the potential to harm people (and the things they value) and places. Risk is the likelihood
of incurring harm, or the probability that some type of injwor loss would result from the hazard event.
Disasters are singular larger scale events that overwhelm the local capacity to effectivelydréspand
recover from an evenif].

In looking at climate variability and climatdange as particular stressors, we can further differentiate
hazards into two primary classes. Sudden onset hazards appear rapidly such as flooding or hurricanes, but
last for a short time period ranging from hours to weeks. Chronic hazards are very setveoents that

are barely perceptible by society such as drought or sea level rise. They affect populations incrementally
and it is not until some tipping point is reached that they transcend into disasters. The distinction between
sudden onset and chromihazards is significant in terms of perception and politye public and policy
makers can see the flood or hurricane and anticipate the necessary response to reduce the impact on
people and placef]. There is considerabletigrest also in the concept afulnerability for which there are

many definitions in the research literature, derived from differing conceptual models and frameworks.

Beginning in the 1940s, there was considerable research and policy interest in undargtémel human
occupancy of hazard zones, the range of societal adjustments available for reducing the impact, and the
social acceptance or at least tolerance of the risks associated with placing human lives and livelihoods in
KFENY¥Q& 61 & d 5 Sdidedh§ RorkToN@ilvert &.KABite lahd his students, the risk/hazards
paradigm was born. Working at the interface between social and environmental systems, the risk/hazards
approach sought to understand who lived in hazardous areas and the drivers of theAn2 y Q& Ay ONJ
vulnerability to losses from natural hazan@g.

RISK

Vulnerability Threat or
Hazard

Response

Preparedness Recovery
Qﬁ Mitigation

HUMAN ACTIVITY

o
btaﬁ

Figure2 Risk equation

Riskis assessed as a combination of threat (expressed as the probability that a given action, attack, or
incident will occur), vulnerability (expressed as the probability that a given attack, or vulnerability will
succeed, given that the action, attack or incident occurs), and consequence (expressed as some measure of
loss, such as dollar cost, resources Ipssgrammatic impact, etc.). The total risk of operating a system is
assessed as a combination of the risks associated with all possible threat scenarios. Risk is reduced by
countermeasures. However, the cost of countermeasures (relative to the potersial) ris applied when
arriving at any holistic risk management strat¢y§].

The terms threat, vulnerability and risk have often been used casually and interchangeably, when in fact
they each have distinct and complementary idéfons.
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Hazard vulnerability assessments describe who and what is exposed to the threat (lkerdification),

and the differential susceptibility (the potential for loss, injury, harm, adverse impacts on livelihoods), and
impacts of that exposure. lather words, the goal is not only to identify the risk factors (who and what is
vulnerable), but also the driving forces that shape eudtbility in a particular placg¢ll] [12]. These
assessments areither qualitative in their approach or they are quantitative in nature providing numerical
estimates of population exposures and rankings of vulnerability. They can be single hazard-bapauti

and they can range from local plaspecific analyses tmore regionally based patterns.

Three distinct elements comprise hazard vulnerability assessments: exposure assessment (the identification
of the risk source including magnitude, frequency of occurrence, and spatial impact); impact assessments
(the congquences of a particular hazard or stressor on a population; and damage assessment (defining the
direct and indirect losses (fatalities, infrastructure, economic) associated with a particular event). However,
the integration of these three elements into @mprehensive vulnerability assessment for the area or
region of concern is often lacking. Part of this is a function of the bifurcation of the science inputs (e.g.
natural scientists provide most of the relevant data and models for exposure assessmeletssadial
scientists provide the inputs for the populations at risk) and the difficulties of working across disciplinary or
knowledge boundariefs].

There is a plethora of case studies on risk and vulnerability assessmehhitaees and applications
O2YLIAf SR 6@ bh! ! Qa [13]23omdifbcis oflyDN&xposusawhile Stifets $akd a more
comprehensive view of the hazards assessment and include impact and damage assé&sments

The risk ca then be shown in different ways For a number of differenhazardsthe consequences are
plotted against the annual probability of exceeding this amount for individual hazard risk and)aiggkre
hazard risk irfFigure3 by emplging the following simple formulation:

Pot=1-H QR 1)

where Ry is the total annual probalbty of exceedance of a given risk (expressed as Euros),andhie
probability of exceedance of a given risk i (i.e., here represented by earthquakes, landslides and floods).
Through these points a curve is fitted, the-aled risk curve, and the ea below the curve is
representative of the total risk.

In a multihazard risk assessment this procedure is carried out for all individual hazards, taking into
consideration the interrelations between hazards (e.g. cascading effects, such as a landslidmgla

river and causing a flood). If the risk is normalized into annual risk, it is then possible to evaluate the multi
hazard risk. Care must, however, be taken to deal with length of time it takes restore infrastructure once it
has failed.

Damage Damage State Description
State

Insignificant No damage or minor non-structural
damage

0.02-0.10 Light Non-structural damage only
0.10-0.50 Moderate Reparable structural damage
0.50 - 0.90 Severe Irreparable structural damage

090-10 Collapse Structural Integrity falis

Figure3 Damage Ratio

14 http://coast.noaa.gov/vata?redirect=301ocm
15INFRARISK D4.1 Prelinary Model, Methodology and Information Exhange
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Risk analysis
There are three primary methods for measuring levels offdigk

1. Qualitative analysiswhich uses words to describe the magnitude of potential consequences, and
the likelihaod that the event will occur. An example of this is a risk matrix, which can be €olour
coded to make it easier to understand the level of associated risk (as shown in the table below). A
high level of risk (red) can be deemed intolerable; a medium leveslof(yellow) tolerable, and a
low level of risk (green) acceptable.

Consequences
Likelihood Minor Moderate Major
Likely High leved of nsk Hgh leved of sk
Possible W level of risk High leved of rsk
Uniikely Low level of risk Low level of risk

Figure4 Example of a qualitative risk matrix to determine a level of risk
(adapted from Standards New Zealand, 2004,)p56

2. Quantitative analysiswhich uses mmerical values for both consequences dikdlihood, as shown
in the figure below.

e it Sones
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Figure5 Quantitative method for estimating riskté®dards Australia/New Zealan2Q04, p5652)

3. Semiqualitative analysis which uses a combinain of words and numericalalues, as shown in
the Figure below.
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It can be done using a qualitative or a quaniitatapproach. In both cases, however, the goal is to gain a
better understanding of the probability of occurrence of a scenario and the consequence of that stenario

R=pzC @
where p is the probability that a scenario occursl&is the consequences related to this scenario.

Qualitative approachA qualitative approach is one where relatively exact estimates of the probability of
occurrence of a scenario or relatively exact estimates of the consequences are not requiredvdtaafirst
impression of the risks. This approach is based exclusively on the experience of the experts and the risks, as
gStft a GKS LINRPoloAftAGE 2F 200dz2NNBYyOS FyR GKSANI
KAIKEY GKATJHEZGAYRRBNHGDBSHNE f26¢
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Figure7 Risk Matrix’

Quantitative approachA quantitative approach is one where relatively exact estimates of the probability of
occurrence of a scenario and relatively exact estimates of the consequaneagsquired. With such an
approach the risk analysis is based on information in form of data, expert knowledge, physical and
mathematical models, etc. The result of a quantitative risk analgsés exact number (Equation), 2hat
indicates the risks assiated with each scenarios and an exact number to indicate the risk associated with
all relevant scenarios considered together, even if it is acknowledged that there is uncertainty with respect
to these numbers.

Statistical analysisStatistical models oflifferent complexity have been developed to estimate the risk
related to the failure of an individual infrastructure objects, with respect to both the probability of
occurrence of a hazard and the probability of failure of the infrastructure object

Probabilistic modeling This approach comprised a variety of methods used for the risk analysis, such as
Event trees, fault trees, Markov chains, Bayesian networks, and Monte Carlo simulations.

Event treesEvent trees, are used to analyse and display diffedistrete scenarios, their corresponding
probability of occurrence and the resulting consequences, as udeidume7. They are built from a starting
event and branch at each subsequent event based on the values of key parathetsgskey parameters

were intensity measures. When the event tree is complete it is a logical and visual representation of the set
of scenarios that can occur.

16 INFRARISKR®JECT: D 4.Preliminary Model, Methodology and Information Exchange
17INFRARISK PROJECT: DP4eliminary Model, Methodology and Information Exchange
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D1.2 State of the aneview and tamnomy of existing knowledge

Fault tree Fault trees are used when it is desired to focus on the particular ways a systefailcdnis
particularly well suited to determine the probability of a specific event happening when this event can
happen due to different precursor events. Fault trees are often used in the evaluation of large- safety
critical systems.

Bayesian networkBayesian networks are used to predict the behaviour of a system, in a way similar to
that event trees but are much more robust in the number of possible scenarios that can be encompassed,
and much more flexible in their ability to be able to use existifigrmation, or evidence, in the estimation

of likely consequences. The use of Bayesian networks allows the consideration of both expert opinion and
observations of occurrence of stochastic events. Once the relationships between the system elements are
included in the Bayesian network the weights put on these connections are determined to give the best fit
0SGeSSy GKS @IrftdzS 2F GKS AyLdzia FyR GKS @It dsSa
relationship between all types of events, whether they Aezard events, or consequence events, and all
types of relationships, e.g. linear or circular, can be modelled in Bayesian networks

Monte Carlo simulationMonte Carlo simulation is often used when the models of the system required to
estimate risk are coplex, nonlinear, or involves several uncertain parameters. It involves the repeated
deterministic computation of usedefined transformation models using random values as input (i.e.,
random values drawn from us@enerated sampling distributions). The nbemn of evaluations/repetitions
necessary to establish the probability distributions of the output parameters will depend on the number of
input parameters, their probability distributions, the complexity of the propagation model, and the
accuracy requiremets of the output
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Figure8 Individual risk curves for different hazards (earthquak&xQ floods¢ FL, windstormg WS)[15]

Disaster Risk Reduction (DRR3fers to the conceptual framework of elemis considered with the
possibilities to minimize vulnerabilities and disaster risks throughout a society, to avoid (prevention) or to
limit (mitigation and preparedness) the adverse impacts of hazards, within the broad context of sustainable
development

Disaster Risk Management (DRMgan be described as an array of measures involving public
administration, decentralization, organizational and institutional development (or strengthening),
community-based strategies, engineering, settlement development kand use planning. It also takes into
consideration environmental issues as part of the risk mitigation and reduction strategies
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Figure9 The "traditional" disaster cycle and the role of risk assessiidit

Definition of risk The probability of harmfutonsequences, or expected losses (deaths, injuries, property,
livelihoods, economic activity disrupted or environment damaged) resulting frderactions between
(natural, humarnduced or marmade) hazards and vulneraldenditions

Definition of risk assessment:A methodology to determine the nature and extent of risk by analyzing
potential hazardsand evaluating existing conditions of vulnerability that could pose a potential threat or
harm to people, livelihoods and the environment on which they deper(®ource UNSDR:
http://www.unisdr.org/eng/library/lib-terminologyeng%20home.htin

UNL{ 5w RSFTAYySa NRa] Ay aK2NIl & a0KS LINRPoloAtAdGER
with the following basic equation

Risk = Hazard * Vulnerability * Amount of elemerds-risk 3)
and the more conceptual equation:

Risk = Hazard * Vulnerability / Capacity 4)
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Term Definition

Natural hazard | A potentally damaging physical event, phenomenon of human activity that may cause the loss
of life or injury, property damage, social and economic disruption or environmental
degradation. This event has a probability of occurrence within a specified period of time and
within a given area, and has a given intensity

Elements-at- Population, propertes, economic activities, inciuding public services, of any other defined

risk values exposed to hazards in a given area”, Also referred to as “assets” The amount of
elements at nisk can be quantified either in numbers (of bulldings, people etc), in monetary
value (replacement costs, market costs elc), area or perception (importance of elements-at-
nsk)

Exposure Exposure indicates the degree 10 which the elements at risk are exposed 10 a particular
hazard. The spatial interaction between the elements at risk and the hazard footpnnts are
depicted in a GIS by simple map overlaying of the hazard map with the elements at fisk map.__
Vulnerability The conditions determined by physical, social, economic and environmental factors or
processes, which increase the susceptibility of a community to the impact of hazards. Can be
subdivided in physical, social, economical, and environmental vulnerabdity.

Capacity The positive managenal capabilities of individuals, households and communities 1o confront
the threat of disasters (e.g. through awareness raising, early warning and preparedness
planming)

C q! The expected 1055&S in a given area as a result of a given hazard scenano

Risk The probability of harmful consequences, or expected losses (deaths, injunes, property

livelihoods, economic activity disrupted or environment damaged) resulting from interactions
between (natural, human-induced or man-made) hazards and vulnerable conditions in a given
area and time period

Figurel0 Summary oflefinitions used in the GiBased risk assessmejit6]

Risk = Probability of losses occurring
Risk = Hazard *  Vulnerability * AmoEnt
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Figurell Basic function of risk, which can be divided into the components of hazard, the vulnerability, and the
amount of elements at risthat are exposed to the hazafii6]

3.1 Federal Emergency Management Agency (FEMA)

The Federal Emergency Management Agen¢fEMA)mission is to support our citizens and first
responders to ensure that as a nation we work togeth@build, sustain and improve our capability to
prepare for, protect against, respond to, recover from and mitigate all haZamlsd estimating Potential
Losses from Disasterblazus users and other parties interested in using Hazus to suppoibfiasined
decision making efforts by estimating potential losses from earthquakes, floods and hurricanes and
visualizing the effects of such hazafds

Actually Hazus is a nationally applicable standardized methodology that contains models for estimating
potential losses from eattquakes, floods and hurricanes andisies Geographic Information Systems (GIS)
technology to estimate physical, economic and social impacts of disasters. It graphically illustrates the limits

Brederal Emergency Management Ageritdyp://www.fema.gov/
19 http://www.fema.gov/HAZUS
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of identified highrisk locations due tearthquake hurricaneandfloods Users can then visualize the
spatial relationships between populations and other more permanently fixed geographic assets or
resources for the specific hazard being modeled, a crucial function in thdigasterplanning process.

It is mainlyused for mitigation and recovery, as well as preparedness and response. Government planners,
GIS specialists and emergency managers iuse order to determine losses and the most beneficial
mitigation approaches to take taninimize them.It can be also used in the assessment step in

the mitigation planningprocess, which is the foundation for a community's kbegn strategy to reduce
disaster losses and break the cycle of disaster damage, reconstruction and repeated damage. Being ready
will aid in recovery after a natural disaster.

HAZUSVIH is the most recent evolution of a family of natural hazards loss estimation geftwhose
development began in the early 1990s. The purpose of HAZUS and natural hazards loss estimation software
in general is to quantify the human, property, financial, and social impacts of natural hazards such as
earthquake, wind, and flood, under etirgy conditions and given any of numerous possible mitigation
measures. Quantification of losses under existing conditions is valuable for understanding and
communicating the relative importance of natural hazards risks and the various factors suchtias,Joca

land use zoning, construction quality, etontributing to that risk. Similarly, analysis of the beneficial
impacts of mitigation measures such as relocation, improved land use and planning, structural
modifications, warning, etgermits informed @cision making and efficiertlocation of scarce resources

[17].

3.2 Federal high way administration (FHWA)

This section of FHWA's Climate Change Adaptation wébsitevides resources, tools, and guidance to

help local and regioridransportation agencies implement the Federal Highway Administration's (FHWA'S)
Climate Change and Extreme Weather Vulnerability Assessment Framework, a guide to assessing the
vulnerability of transportation assets to climate change and extreme weathemts.

One of the first steps in performing a climate change vulnerability assessment is to determine the
assessment's objectives. Objectives define the strategies or implementation steps that must be taken to
achieve the assessment's goals. Articulatingaasessment's objectives helps determine the level of detail,

the types of data and tools, and the range of expertise and skills needed to conduct the assessment.
Identifying which climate stressors (also known as climate variables) should be inclualedlimerability
assessment is an important early step in the assessment process. Not all changes in the future climate will
be significant to local or regional transportatioetworks and limiting the study to the key stressors of
interest may allow for ma in-depth projections of these variables.

Determining which climate stressors are "key" involves understanding the sensitivity of transportation
assets to weather and climate. Sensitivity, which refers to how an asset or system fares when it is exposed
to an impact, is one of the three components of vulnerability other two being exposure and adaptive
capacity. Analyzing sensitivity, which involves determining whether transportation assets would be affected
by the stressor, can help narrow the rangectimate impacts considered, allowing the study to focus its
resources on analyzing the climate stressors that would cause the greatest damage to the system.

Identifying the relevant transportation assets for a vulnerability assessment and determiningy ofhiweir
characteristics to examine can help narrow the scope of the assessment, bringing it in line with the
resources available to conduct the study.

To begin the process, start by deciding which assets to include, assessing data availability fassbtse

and identifying the relevant timeframes under which assets are managed. Performing a criticality
assessment is one way to limit the type and number of assets for further stdalying defined the
objectives and scope of the study, identified kdynate variables, and limited the number or types of

20Federal hig way administratiornttp:// www.fhwa.dot.gov environment climate changéadaptation adaptation frameworkl
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assets to be considered, the next step is to assess the vulnerability of selected assets to the impacts of
climate change.

The findings of the assessment can be integrated into transportation degisiimg processes and used

to consider and prioritize measures to address the vulnerabilitrgegrating vulnerability considerations

into existing decisiomaking processes, such as those related to asset management and emergency
management, puts the findgs of a vulnerability assessment into practice. Considering climate change as
one of many risks to be deliberated in these processes, rather than as a separate issue requiring its own
framework, can lower barriers to adaptation.

Climate considerations cape integrated into asset management systems, emergency management and
hazard mitigation plans, loagnge planning, and other existing processes. Agencies can prioritize
programs and projects that increase climate change resilience asbaradit, ratherthan a main focus.
Adapting to climate change is an iterative process that requires monitoring and evaluation to keep
adaptation efforts on track with our evolving understanding of climate risksnitoring and evaluation
activities area process of collzorative learning that reveals progress toward goals and objectives. It
identifies which activities are working, which ones aren't, and why. The results of monitoring and
evaluation can be used to periodically revisit and {inee adaptation strategies, sawell as the
recommendations and findings of a vulnerability assessment.

3.3 The disaster resilience of Place (DROP) program

In recent years, efforts have been undertaken by various organizations to design indicators for measuring
resilience more broadly. Th|8], commissioned byhe united nations development programmeakes

stock and provides an overview of ongoing efforts at developing and applying measurement frameworks
for disaster resiliencelt is concerned with measuremss of resilience against natural disasters. It includes
also measurements that focugpartially or fullyg on tropical cyclones and related storm surges, droughts,
earthquakes, biomass fires, floods, landslides, tsunamis and/or volcanic eruptions.rfgtégethe review
includes issues which are closely linked to disaster resilience such as disaster risk management,
vulnerability to disasters and food and nutrition.

First of all, it pays attention at what is currently being measured in disaster resdieand the
characteristics of the measurements. Continuously it provides a mapping that summarized current specific
efforts to measure disaster resilience and finally provides some recommendations based on the mapping
and a literature review.

Disaster typeg16]

A hazard, and the disaster resulting from that, can have different origins: nafgedlogical,
hydrometeorological and biological) or induced by human procegsasironmental degradation and
technological hazards).ddards can be single, sequent@l combined in their origin and effects. Each
hazard is characterised by its locatiamtensity, frequency, probability, duration, area of extent, speed of
onset, spatial dispersioand temporal spacing. We will look atishmuch more in later sessions. Hazards
can beclassified in several ways. A possible subdivision is between:

1 Natural hazardsare natural processes or phenomena within the earth's system (lithosphere, hyd
rosphere, biosphere or atmosphere) that may cotdé a damaging event (such as earthquakes,
volcanic eruptions, hurricanes);

1 Humaninduced hazardsare modifications and of natural processes within the earth's system
(lithosphere, hydrosphere, biosphere or atmosphere) caused by human activities which
acelerate/aggravate damaging events (such as atmospheric pollution, industrial chemical
accidents, major armed conflicts, nuclear accidents, oil spills);

1 Humanmade hazards or technological hazardangers originating from technological or industrial
accidents, dangerous procedures, infrastructure failures or certain human activities, which may
cause the loss of life or injury, property damage, social and economic disruption or environmental
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degradation (Some examples: industrial pollution, nuclear activéiied radioactivity, toxic wastes,
dam failures; transport, industrial or technological accidents (explosions, fires, spills).

D1.2 State of the aneview and tamnomy of existing knowledge

Another subdivision relates to the main controlling factors legdto a disaster. These may be
meteorological (too much or todittle rainfall, high windspeed), geomorphological/geologic@ksulting

FNRBY ly2YFLtASa Ay (GKS SINIKQa adzNF I faufa), fedhhoiogizald dzNJF |
(human made), global environmental (affecting the environmengtobal sale) and &tra terrestrial (See

Tablel).

Tablel Classification of disasters according to the main controlling factor

Figurel2 Relative importance of main hazard types pentinent
(source: wwwunisdr.org/disasterstatistic@itroduction.htm andwww.emdat.bg

3.4 UK study

The National Security Strategy (NSS) sets out that one of UK key tasks is to improve the resilience of the
infrastructuremost critical to keeping the country running against attack, damage or destruction. The top
risks identified in the NSS include those from natural hazards.

The unusually severe winters in 2009/10 and 2010/11, extensive flooding in 2007 and 2009 add pg&rio
drought in parts of England in 2011 demonstrated just how much damage and disruption extreme weather
can cause to roads, railways, buildings, agriculture, and services such as electricity and water supplies. The
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