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Executive Summary

EUCIRCIBA a02LJS Aa (2 RSNARGS | vy rediighge?dithelitezcbnnediedl Y S g 2
EuropeanCiritical Infrastructure to climate pressures dle increasingly dependent, interdependent and
interconnected nature of Cl networks exposes previously unseenisks, new vulnerabilitiesand
opportunities for disruptiorof those networks

This documentaccompnies the first release of thentegrated SimIClenvironment that provides an
innovative collaborative environment, delivered through standard web apjdicanterfaces, within which

technical and nofechnical users may collaborate in order to explore scenarios; to investigate, in
conjunction with CIRP, and test intervention strategies, and to define additional analysis prototypes that

will help support he resilience of the interconnected European Critical Infrastructure.

{AYL/ L KIFI& 0SSy RSaA3aySHAlYRR sixsedBplicaiion Ghdthprovidés | Wa
series ofintuitive interfaces through whichthe EUL w/ [ 9 W@ A NI dzladsoci@ed haxdeds Bid (i | & S
propagation models may be manipulated. SimICl integrates geospatial data services, a workflow engine
supporting impact and intervention strategy assessment, and the ability to rapidly prototype new analyses

for the EUCIRCLE CIRPtfdam. SimICl is, and will continue to be, populated vitie data comprising the

EU/ Lw/[9 WOANILdzZt OAdGeQ RFGFaAaSG IyR 20KSNJ FaasSitaz
the EUCIRCLE project as a whole.

The approach to SimICI has beerigeerage opersource software and open standards, data formats, and
protocols wherever possible. This obviates thpakty licence costs, maximises the potential to engage with
the opensource communityand provide maximum flexibility and extensibilityy the capabilityprovided,
within and beyond the extent of the ECIRCLE project

SimICI has not only been designed as an integrated capability in itself but also, and in keeping with the
testbed objective for SimICI within ELIRCLE, as a capability tbah be readily integrated with the CIRP
platform as and when required.

Integration with CIRP occurs on two primary levels. Firstly, data integration, through the medium of the
Shapefile format, which allows roufidp communication of assets, networks, cdimpacts between CIRP

and SimICI. Secondly, process integration in which SimICl may be employed to prototype new analyses that
may be readily implemented in the CIRP platform.

From an administrative perspective, SImICI has been designed to require taga lighch as possible.
Administration in SimICI is primarily concerned with setting the data and service endpoints that the SimICI
application mustink with and, additionally, user and group management functions.

The SimICIl Administration and User Guideuients are in process and will be released, at version 1, in
M20. Further updates to these documents will be issued in M25 and M33 as SimICl is populated with data
and services derived from the ELIRCLE research activities and scenarios.
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1 Introduction

This docment accompanie®7.> I RSt A @SN @fwS 2 A hé kKD tvardOdieass of
the Simulated Network of Interconnected Critical Infrastructures (SinB@hlCkervesas a testbed for all
developments, integrations, and evaluations penfed during the EUCIRCLE project and provide
reference environment for further exploitation at the end of the project. As SimICI leveoggssource
resources, SimICI will also serve as the primary enabler for an outreach programme aimed at ngaximisi
awareness, exploitation, and ecosystéea extensionof resilience strategies for climate impadts the
opensource community.

D7.1 is the first deliverable of Work Package (WP) 7 of th€EIRCLE project.
The objectives of WP7 are:

1. Establish a contlled testbed environment (SimICI) for Simulating Interconnected (Critical)
Infrastructures, Climate Hazards, Effects, and Risk/Impact Propagation.

2. Leverage opessource software and opestandards/data formats to maximise the application
space for SimlGnd to provide maximum flexibility and extensibility in the capability provided for
use within and beyond Simi@.

3. Build within SimICI the outputs of the EMRCLE project in relation to Climate Hazards, Critical
Infrastructure Assets and Networks, anditiCal Infrastructure Resilience and provide a clearly
defined Application Programming Interface (API) through which SimICI may be integrated with the
core EUCIRCLE Framewof.

WP7 (SImICI) is led by XUV. Work commenced in M3 and will continue thig@hro date work on

SimICI has focused on the concept, development, and integration of the SimICI testbed environment with
the EUCIRCLE CIRP platform under implementation in WP5. As part of the development strand, a virtual
city reference dataset has ba producedfirst edition released by NCSRD M17) and integrated into SimICI.

Work to date has been focused around Tasks 7.1 (Implement Scenario Supports) and Task 7.3 (Reference
Scenario Builds). D7.1 is comprised of the SimICl deployment to http://gitidicle.eu andthis
supporting document describing tharchitecture and implementation of thateployment This document

also formsthe foundation of D7.3 (Administration and User Manuals for SimICl System). The deployment
for D7.1 will be demonstratednd exercised during the M22 sessions in Cyprus.

Theremainderof this document is structured as follows: the background to and evolution of the SimICI
design is discussed in the following Section 2. Section 3 describes the architecture and integetgy s

F2NJ {AYL/L® {SOGA2Yy n RSOGFAf&a GKS DL{ aSNBAOSa L
integrated and exploited therein. Section 5 discusses the SimICl User Experience and functionality
supported thereinFinally plannedfuture work is presentedn Sction 6

Grart Agreement653824 Public Page7
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2 Background

The SimICI environment must provide a controlled testbed forShmeulation of Interconnected (ritical)
Infrastructures, Climate Hazards, Effects, and Risk/Impact propagation. The expectation for SimI@l is that
will serve as a testbed for all developments, integrations, and evaluations performed duringBEREUE
project; provide a reference environment for further exploitation at the end of the project, and serve as the
primary enabler for an outreach pragmme to the opersource community.

SimIClI, therefore, must meet a number of core requirements and constraints:
1. Leverage opeisource software components;
2. Leverage open standards / data formats;

3. Provide a clearly defined Application Programming Interfaéd)(frough which SimICl may be
integrated (specifically with the ECIRCLE CIRP platform but also elsewhere);

4. Permit the building and exploitation of Climate Hazards, Critical Infrastructure Assets, Critical
Infrastructure Networks, and Critical Infrastture Resilience entities and resources within
SimICl, and

5. Be capable of use, exploitation, and extension by bothkCHRICLE consortium members and
those others who become engaged with-EURCLE capabilities through outreach actions.

In addition to the corerequirements and constraints, however, there are a number of underlying and
associated requirements that SimICI should meet in order to maximise its exploitation potential:

1. Provide the ability for nowlimate researchers and scientists (eg: Policy Makeesponse
Managers, Insurers, etc.) to engage with and make pragmatic use of the outputs from EU
CIRCLE;

2. Provide the ability to leverage complex analyses, as designed and proven by experts, and their
associated outputs contained within the EJJRCLE CIRP;

3. Permit the intuitive construction of additional Critical Infrastructure elements that may
subsequently be exploited both within SimICl and@BCLE CIRP;

4. Permit the ability for SimICl users to prototype, and subsequently generate an automated
specificatian for, new analyses to be included in the-EURCLE CIRP platform;

5. Ensure that the mechanism employed for (4) above allows both specialist (eg: researchers and
scientists) and end (eg: policy makers, response managers, etc.) user engagement such that it
helps bring together the different actors with an interest in improved Critical Infrastructure
Resilience;

6. Permit use of SimICl as a pure wmsed application that requires only a modern web
browser;

Permit multiple simultaneous users of the SimICl appbeatb support active collaboration;

8. Permit the use of synthetic or real data as may be required by each SimICI user and use case,
and

9. Provide clearly defined APIs, supporting open standards for data formats and protocols, for the
various component boundas within SimICI such that SimICl is formed from a set of
components that may be orchestrated, integrated, and exploited in the widest possible
application space.

Grart Agreement653824 Public PageB
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With the above in mind, SimICI has evolved through a series of Design and Integratioptsaluciag the
first half of the ELCIRCLE project (MIM18).

2.1 SimICI Design Concepts

At the EUCIRCLE kieKf meeting (Athens, JUN15), the nature of the SimICl was discussed by the
consortium members. With an emphasis on familiarity, usability, andbiléyj the suggestion was made

that something akin to SimCity, the city simulation game, would be beneficial. By the time of the second
EUCIRCLE partners meeting (Cyprus, NOV15), that suggestion had been used as inspiration faxfa proof
concept design.

e . o :r» -, Y Y ~‘ ; . o T ; .. S
Figurel: SimCity 4 City Scap8imIClI Inspiration (EOIRCLE Cyprus, NOV15)

The SimCity game, version 4 of which is illustrated in Figure 1, above, employs the conceitled user
development of a citscale environment. Ini®City, the underlying networks of a city (eg: water,
electricity, transportation, and communications) are deployed in support of the development of city assets
0S3AY O0dAfRAYIEAET FIFHOATAGASAYT AYyRdza G NE I NBYOR 2082 Lidkf S (
resources and dependencies that it requires in order to (a) be instantiated and (b) operate.

For example, construction of a building asset requires the satisfaction of constraints with regard to both the
raw materials to be usednd the transportation infrastructure necessary to deliver those materials to the
construction location. Once constructed, the successful operation of the building depends on the continued
optimal connections to city infrastructure with regard to both utilitiesg(ewater, power, etc.) and
supporting infrastructure (eg: roads, mass transit, etc.). The utility connections allow the building to
function which the infrastructure connections allow the building to operate effectively by ensuring that
employees can getot work, that supplies may be delivered, and that waste may be removed. Disaster
scenarios, some of whioh such as earthquake, tornado, and disease, are moreweal relevant than
others, can then be applied to imbue damage to the city and its infrattra.

The SimCity metaphor, therefore, is very relevant to the immediate goals faZIROLE and, moreover,
provides ample indication as to where IRCLE outputs may be extended and exploited in the future.

Despite this, however, the SimCity metaphadisahort in one critical aspect: SimCity is typically concerned
with geotypical rather than geospecific city constructs. XUV has previously worked on the use of
simulations as a means to engage multiple actors, with multiple perspectives, around a coaitynon

Grart Agreement653824 Public Paged
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challenge. As a result of that work, XUV discovered that a geotypical city (ie: a city that is generic) is less
engaging than a geospecific city (ie: a city that appears familiar). The difference between the two can be as
simple as instantiating onerdawo landmark buildings within a city model. Those landmarks serve to give
participants a sense of place and, in consequence, a sense of responsibility with regard to what they are
engaged in.

D7.1 Demonstrable Deployment of Integrated SimICl

For EUCIRCLE, the requirement for geospecific constructs yurse, more heavily reinforced: in order to
accurately apply data and models to the challenges of Critical Infrastructure Resilience, it is necessary to
ensure that those data and models are gmmrelated and, therefore, exploitable through common
context.
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Figure2: OpenStreetMap 'Buildings' DetatbimICI Inspiration (EOIRCLE Cyprus, NOV15)

The challenge for SimICl, therefore, was to locate a readily exploitable source of geospecific context against
which the ELCIRCLE @xtives could be realised.

In keeping with the mandate to employ opspurce materials, OpenStreetMap (OSM) (an openly licensed

map of the world created by volunteers using local knowledge) was investigated. For OSM, openly licensed

is subjectto theterli 2 F GKS hLISy 5FdGFo6FasS [AOSyO0S 6h56[0Y |
intended to allow users to freely share, modify, and use a database while maintaining those same freedoms
for others. Under the terms of the ODbL, users are free to shamgy(aistribute, and use), create works

from, and modify, transform, and build upon the database to which the licence applies.

Such freedoms are preserved as long as users attribute any public use of the database (or of works
produced from the database);r@serve and keep intact those licences and notices associated with any
redistribution of the original database (or works produced from it); offer any adapted database derived
from the original database under the same ODbL as the original database, ande ethsii any
redistribution of the original or an adapted database continues to be offered in an open and accessible
form. Compliance with the ODbL will, therefore, strongly support the egmirce use, outreach, and
further exploitation goals for EGIRCLE

While OSM is most typically used to power the generation of map tiles (ie: the set of images used to
underpin mapping applications), the OSM database contains additional information represented in a

standard format and capable of being discretely explitOne such set of additional information is known

as the OSM Buildings layer. OSM Buildings comprises sets of structured geometries that represent
individual reaiworld buildings across the globe. Extracting OSM Buildings, and rendering the geometries

therein, generates a layer of buildings that may be overlaid on the underlying set of map tiles. An example
of this, for Paris, is shown in Figure 2, above. Additional layers, representing different discrete and

Grart Agreement653824 Public PagelO
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aggregated sets of assets, networks, risksinggacts may be both rendered within the same map client
and programmatically manipulated by shared external services.

The OSM data model (the table and field structure that supports the OSM database) is also readily
adaptable to the registration and pessence of additional structures that are relevant to the Critical
Infrastructure Resilience sector. For example, using the OSM concept of nodes (geometric points) and ways
(links between points), it is as easy to represent an electricity network as ib&danetwork (after all, both

are specific instances of a rouiew graph). Moreover, because of the underlying georelation of nodes
contained within the data model, the garesence of different node types (perhaps representing assets in
different networks) allows for ready extrapolation of critical interdependencies and, therefore, the external
calculation of the potential for cascading effects due to failure in any part of the interdependency matrix.

The extensibility of the data model, coupled witie core OSM concept of volunteer maintenance through
the direct editing and augmentation of the OSM database, therefore makes the OSM capability highly
relevant to the SimICl objectives and requirements. However, for the purpose of ensuring HGREH
modifications to the OSM database do not bleed through to and contaminate the primary OSM database, it
will be necessary to ensure that EMRCLE specific extensions are implemented alongside a discrete, but
regularly updated, instance of the primary O 8ktabase.

The use of the OSM data model provides support for the creation of additional Critical Infrastructure
elements within SimICI (Core Requirement 3; Underlying Requirement 4). Indeed, given that OSM is a user
editable dataset, OSM provides its owspls through which additional nodes and ways may be created.
The OSM editing tools are, however, implemented as part of the overarching OSM application and it is not
the objective of SimICI to provide a simple replication of OSM functionality nor toreetipait SimICI users

must move between applications in order to achieve their objectives.

To that end, SimICI will exploit the underlying editing capabilities of the OSM data mddell integrate

the design of such edits, using well known geometry $y(e: Points, Lines, Polylines, Polygons), into the
main SimIClI interface. Having identified this objective, the next challenge for SimICl was to prove the
concept of editing OSM compatible data structures in a web browser. While numerous options akist th
support the viewing of OSM layers in browdased map clients (eg: Leaflet, ViziCities, Cesium, Tetoia

name several opesource options), the options faediting an underlying OSM data model are far fewer
and, in the main, closed source.

A prootof-concept web application was developed that directly addressed the requirements of the editing
challenge by fusing a city simulator user interface (allowing Sidik¥tactions towards the construction of

a city (offices, factories, leisure complexessidences) and its networks (power and transportation)) with
an underlying adaptor that was capable ofdiectional data exchange with the OSM data model.

Figure3: Constructing Virtual Cities in a Web Brows8imICI Proof afoncept (EXCIRCLE Cyprus, NOV15)
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Figure 3, above, illustrates the SimICI probEoncept that was (remotely) demonstratedt the second
EUCIRCLE partners meeting (Cyprus NOV15) and which met with approval from all partners. This proof
demonstrated thatit is possible to extend existing geospecific datasets, create new geospecific datasets,
and even to generate entirely synthetic geotypical datasets for the purposes of representing Critical
Infrastructure components and the environment in which they ater

From the second EGQIRCLE partners meeting (Cyprus NOV15) in M6 on, the emphasis in WP7 switched
from explorations and proofs of capability to the implementation and deployment of the SimIClI
environment. This activity has embraced the iterative am@lfioutputs, to date, of EACIRCLE WP1, WP2,
WP3, and WP4 and factored for observations arising from the case study discussions that took place during
the EUCIRCLE Consolidation Workshop (Milan MAY16) in M12.

¢ KS TARGSEA IYSRQ | ND KNG $rOifbdaidis is 2idscribédk iS thd fbllowing section
regarding integration with the EGQIRCLE CIRP platform.

' The SimICI proadf-concept described by Figure Jyave, was also put on display for delegate engagement at the UK Transport
Security Expo 2015 (DEC15). During the course of the Expo, enthusiastic reactions and favourable comments were received from
wide crosssection of transport security industry repentatives who recognised the potential benefits of such an interface. While
this was not a formal dissemination action, it provided external validation of the SimICI concept and approach to usemexperi
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3 Architecture

Core Requirement 3 specifies that SimICI must provide a clearly defined Application Programming Interface
(API) through which SiGl may be integrated with the core EWRCLE Framework: CIRP. This requirement

is expressed as having the possibility of exploitation WCHRCLE CIRP. However, an increasing awareness
of what CIRP does, how CIRP is implemented, and whom the intendesheeidor CIRP is has spawned a
number of underlying requirements (specifically Underlying Requirements 1 through 7) that make
integration between SimICI and EJJRCLE CIRP increasingly desirable.

At the time of the second EUOIRCLE partners meeting (CypN®V15), a basic concept for SimICI
integration had been developed per Figure 4, below.

Network
File

— ]

Cascade | | o
»{ | Adaptor | |

Figured: Base Concept for SimICI Integration{EHBCLE Cyprus, NOV15)

In Figure 4, the web application surface for Sing@k indicated bythe User Experience (UX) preaff
concept image; is shown drawing on datasets held in the OSM data model, assorted shapefiles, and a
Building Information Management (BIM) asset database. The datasets as shown provide the environment
and the Critical Infistructure for a specific Area of Interest (AOI). Shapefiles are shown as being shared
resources between SimICl and-EURCLE CIRP.

Figure 4 shows a direct integration of SimICl with(BRCLE CIRP via a Cascade Adaptor. Cascade is XUVs
core platform techology that provides the means to define and execute wtefined analytical pipelines

driven by any set of data sources and populated by a wide variety of algorithms and functions. At the M6
point at which Figure 4 was generated, the expectation was thatERGO application framework and/or

the SATWAYS Chameleon Enterprise Framework (CEF), on whHZIR@ELE CIRP is being built, would
expose a remote Application Programming Interface (API) that could be exploited by Cascade and,
therefore, provide an acti&link between SimICI and EXJJRCLE CIRP.

An additional direct integration, shown by the blue line in Figure 4, indicates thatde$igled outputs (eg:

specific algorithms, functional analyses, etc.) from SimICl would flow back as resources for exploitati
within EUCIRCLE CIRP. This mechanism was put in place to support the prototyping of analyses in SimICI
that could then be sent to EGIRCLE CIRP where a complete implementation of that analysis, created to
production quality and backed by scientifigour, would then be implemented prior to release as a formal
analysis. Once released for use within€EIRCLE CIRP, the formal analysis would then be accessible via the
Cascade Adaptor route.
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The M6 transition to the development and implementation of Sihdtinulated deeper analysis of the
integration requirements, informed through reference to the ERGO source code that is exploited within EU

CIRCLE CIRP. As a result of that process, the Architecture and Integration model for SimICI was refined and
evolvedto that presented in Figure 5, below.
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delivers services that net all of the Core and Underlying Requirements for SimICI within thR€IRGLE

context. As noted, the final model is an extension of and enhancement to the original concept model
developed and disseminated in M6 (per Figure 4, previously).

The final model,per Figure 5, is split horizontally by aspect: the core(ERICLE CIRP Framework is
presented in the top half of the model and the SimICI components are presented in the bottom half. There
are four integration touchpoints between the two aspects.

It is key to note that both aspects of the Architecture and Integration model are driven by the selection of a
region or area that acts as the AOI for analysis. In the CIRP aspect, the AOI is defined by the creation of a
scenario that is populated by the selectiai relevant geographic data as held in a local or cached
shapefile. In the SimICI aspect, the AOI is defined by the viewport of the map client that then sets a
geographic Bounding Bbxo be used in the selection of map tiles, features, and other geometry
associated data as may be relevant to the selected AOI.

The Rethymnédased dataset (first edition M17), comprising the Virtual City reference implementation,
provides a ready populated AOI against which the geographic and geometric services of SinbkCl w
tested and evaluated. It is anticipated that similar data will be released for use in the M22 Cyprus
Workshop and that that data, specific to the Cyprus AOI, will provide further opportunity for testing and
evaluation of the SimICI services.

With regard to the CIRP aspect of Figure 5, this is discussed in extensive detail in D5.1 (CIRP Detailed Design
Document) as released M10. The CIRP aspect is provided as part of Figure 5 in order to detail and explain
the integration touchpoints (See later in ghsection). It should be noted, however, that for reasons of
access to CIRP components from within SimICl, the latest release@RELE CIRP will be collocated with

the SimIClI application. This is discussed in more detail below.

3.1 SimICl Components

Regarihg the SimICI components of the Architecture and Integration model, the following discusses those
in sequence from left to right across the bottom half of Figure 5:

1. Geospatial Services:

a. Provides a complete geospatial stack built entirely from open socwogponents and
leveraging open standards and data formats.

b. Comprises:

i. A PostgreSQL database, with PostGIS extensions, populated by the OSM data
model plus extensions to that model to support bespoke elements as created
by SimICI users. The core OSM dataleh@s populated by the OSM data feed,
configured for regular updates. The bespoke extensions are populated by a thin
API that is leveraged from within SimIClI for the purposes of data persistence.

ii. The Mapnik map tile generator that produces cached and nyoanstances of
base map tiles for use in map clients.

ii. An instance of Geoserver, an Open Geospatial Consortium (OGC) compliant
instance of open standards such as Web Mapping Service (WMS), Web Feature
Service (WFS), and Web Coverage Service (WCS), &irattieg of geospatial
data. Geoserver is configured to serve geospatial data from both the OSM data

2NB: SimICI jpredicatedon the EPSG:432®ordinate reference system on the WGS84 reference ellipddics is also known,
in shorthand, as the WGS84 datum. Geographic and geometric data held in other projections wibrbgected to the
WGS84 datum at the point of ingestion. Obviously WGS84 daturce materials are preferred!
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model and any shapefile sources as may be uploaded (via a RESTful interface)
to the Geoserver instance.

iv. The Apache httpd (with mod_tile extension to seMapnik generated tiles)
and Tomcat web servers for the exposure of geospatial services to map clients
and other consumers of SimICI geospatial services.

c. Delivers:
i. Base map tiles for consumption by map clients.

ii. Overlay layers as derived from the OSM datadaipthe bespoke extensions to
that data model, and the shapefile sources registered in Geoserver. Overlays
may be delivered to clients in any of WMB(or WFST) formats to suit the
Of ASyiiQa 202S0GAQSo®

iii. Map features, delivered through WFS, in shapefilerfat. Intended to support
consumers of shapefile resources (eg-BIBRCLE CIRP) generated from within
SimICI.

iv. Map features, delivered through WFS, in JavaScript Object Notation (JSON)
and/or JSON with Padding (JSONP) format. Map features delivered thfosigh
route are intended to be processed on the client rather than simply displayed.

2. Data Exchange Services:
a. Derived primarily from the delivery routes of the Geospatial Services component.
b. Key Services:

i. Shapefile formatted WFS outputs for consumption By-&RCLE CIRP and
other shapefile consumers as may be employed against SimICI. Typically
employed to feed SimICI generated data, such as bespoke assetsGtREUE
CIRP analyses for processing.

ii. Base map, WMSK), and WFSI) overlay layers for consumptidoy the SimICl
web application and other OGC compliant layer consumers. Typically employed
to provide mapping interfaces as a key aspect of the SimICl User Experience.

iii. JSON(P) formatted WFS outputs for consumption by the SimICI web
application, the SimlICICascade Engine, and other consumers of JSON
formatted geospatial data. Typically employed to provide -gecrelated
feature data to the SimICI web application in order to generate interactive
resources that are able to be programmatically manipulatediby&.

iv. Ingestion of shapefiles output from BURCLE CIRP analyses into the SimICl
Cascade Engine and, subsequently, the SimIClI web application. Typically
employed to incorporate the results of an EYJRCLE CIRP analyses within a
SimICl session.

v. Generationof specifications and prototype implementation code from within
SimIClI for transfer to the ECOIRCLE CIRP change management process. This
will be a file output that can be passed to EIRCLE CIRP developers who will
then implement a formal analysis, withll required extension endpoint
registrations and supports, as part of EIRCLE CIRP.

3. SimICI Web Application:

a. Standards compliant HTML5/CSS3 web application forming the primary User
Experience through which SimICI will be exercised.
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b. Delivered as a standd web application, supported by most modern web browsers,
that supports multiple simultaneous users. User authentication is by user id/password
pair providing access to the SimICl web application within which gusaprole based
permissioning is used toontrol user access to the various functions available within
SimICI.

c. Provides:

i. A 2/2.5D, OGC compliant web map environment within which geospatial data,
as employed within SimICl, can be visualised, interrogated, manipulated, and
extended to suit the puyroses of each user. Contains standard web map
controls (eg: zoom, layers, etc.) alongside auxiliary controls for geometry
management (ie: drawing on the map), time series visualisation, searching and
filtering, and user defaults management.

ii. A 3D globe webnap supporting enhanced visualisation of SimICI geospatial
data and providing perspective support to those SimICl users generating
bespoke geospatial elements.

ii. A remote interface to the SimIClI Cascade Engine allowing-deseed
workflows (eg: whaif andysis) to be designed and executed from within
SimICl.

iv. An extended version of (ii) above that, through the use of a Cascade Engine
node type that accepts, validates, and executes wdnable
implementations, supports the definition and evaluation of ftype analyses
within SimICI prior to the implementation of a formal analysis irCERICLE
CIRP.

v. An impact control view that is designed to allow user control over impacts and
other parameters as may be required to stimulate a workflow within the SimICI
Cascade Engine. For example, as part of a prototype analysis, a user may want
to explore ranges of outcomes arising from, say, an increase in mean air
temperature. Using impact control, such events may be dynamically injected
into a SimICI Cascade Enginekflow in order to support such exploration.

vi. A dashboard visualisation that provides insight into the data points output
from any running Cascade Engine workflow that a given user has the right to
observe. For example, a Cascade Engine workflow may bélisked to
performawhatA ¥ FylFfeadaArad ¢KS aSd 2F RFEOGF L3k
as defined within each node of that workflow is then available for visualisation
in dashboard form. The use of dashboards can provide a more intuitive
interface for certain classes of users and, moreover, provides evidentiary
stimulus for discussions around intervention and mitigation strategies,
development policies, and other aspects that-EURCLE is expected to inform.

d. Delivered as a modular application with thetmn to extend the UX through the
implementation of straightforward functional additions that leverage the core services
within the SimICI web application.

4. SimICI Cascade Engine:
a {AYL/L O2yialtAya |y AyadlyOoS 27F /prodides RSX
the means to define and execute usgefined analytical pipelines driven by any set of
data sources and populated by a wide variety of algorithms and functions.
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b. In the context of SimIClI, the Cascade Engine component essentially provides a minimal
version of the main EACIRCLE CIRP framework. The intention is not to create two
competing applications but, rather, to provide collaborative exploration and rapid
prototyping capabilities, both of which are ELJRCLE CIRP compliant, within the SimICI
environment.

c. The SimICI Cascade Engine component provides a foundation stone for the integration
of additional tools, services, and capabilities as may be introduced by the Critical
Infrastructure and open source communities once-EIRCLE outreach activities
commence.

d. The SimICI Cascade Engine component is designed to support the execution of multiple
simultaneous workflows, each of which may be under the control of a specific user or
group. This supports the collaborative, mulger focus of the SimICI welpgication
and provides for rapid seip and teardown of workflows, including prototype
analyses for later exploitation within the core JIRCLE CIRP framework.

e. Outputs from a SimICl Cascade Engine workflow are accessible via either (a) the SimICI
web application mapping interfaces (eg: calculated outcomes from the workflow
impact geospatial elements displayed on the map, causing a change in appearance or
other alert or alarm) or, in the case of data drawn from sensors within the workflow
itself, (b) theSimICI dashboard view.

f. As noted previously, the SimICl Cascade Engine contains a special instance of a Cascade
node that is able to accept user input describing its core behaviour; validate that input,
and execute the defined core behaviour as part of myda Cascade workflow. This
allows for new, refined, or extended algorithms to be evaluated and approved prior to
generation of an analysis task specification for formal implementation as part -of EU
CIRCLE CIRP.

3.2 SimICICIRP Integration
As noted, there aréour integration touchpoints (between SimICl and-EIRCLE CIRP). These are:

1. Shapefiles from CIRP ingested into SimICI Geospatial Services:
a. Reuse, via importation, of shapefiles previously defined for use in CIRP.
b. May be delivered from the EGIRCLE ClR#&che or directly uploaded into SimICI.
2. Shapefiles from SimICl Geospatial Services for use in CIRP:
a. Conversely, the provision of shapefiles derived from data generated for within SimICI.
b. May be delivered to the EGIRCLE CIRP cache or manually transferred.
3. Analysis Task Specifications from SimlICl to CIRP:

a. As described above, output of a file containing the specification and prototype
implementation of an analysis as defined within SimICI.

b. The file shall then be routed via ELJIRCLE CIRP change managemantoional
implementation, quality assurance, and inclusion within the -GRCLE CIRP
framework.

4. Orchestration and Execution of CIRP Analyses from within SimICI (Stretch):

a. Despite expectations leading to the base concept architecture produced at M6 (and
provided in Figure 4, previously), there is no readily exploitable Application
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Programming Interface (API) that would permit a CIRP analysis task to be remotely
orchestrated and executed.

Despite this, and after additional investigation against the ERGO frarkegource

code, XUV have identified a mechanism that may support the required functionality
despite the lack of API access. It is stressed that this is a stretch goal, albeit one that
would represent a solid advance in the state of the art.

It is proposedthat a SimICI Cascade Engine node be developed that is capable of
orchestrating and executing any available basic analysis held within the collocated
instance of the EACIRCLE CIRP application. To do this, we will leverage the ERGO
AnalysisManager (eddifois.ncsa.ergo.core.analysis.AnalysisManager) class and,
through its executeAnalysis method, the underlying OgreScriptBaseTask class that is
the basic object beneath the general purpose AnalysisBaseTask upon which all ERGO,
and therefore CIRP, analysisks are built.

In order to address this stretch goal, XUV will acquire an instance of #H@&RCLE CIRP
source code from STWYS (or work with a STWYS technical point of contact to ensure
correct versioning of source, libraries, and other aspects acresgetthnical partners).

This instance will, as mentioned previously, be collocated with SimICI and provide an
entry point for the SimICl Cascade Engine to leverage and expl@iRCLE resources

as part of any whaif, refinement, or prototyping activities

The SimICI Environment will continue to evolve and expand as additional outputs from {G&REUE
project are implemented within it; as more widespread testing and evaluation acti\gtiep to and
including the ELCIRCLE case studies of WP&ke plae, and as the EACIRCLE outreach program

commences.
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As described in Section 3, Architecture, previously, SimICIl integrates a number of technologies that
collectively provide GIS services to SimICI. Those technologies have been selectedhdresounce
providers and integrated to address the design considerations expressed in Section 2, Background,
previously.

SimICI also contains the reference dataset for interconnected critical infrastructures as represented by the
current Rethymned | & SNRU d#t XA @¥péciedihdt (al) that dataset will continue to evolve through

the remainder of the EXCIRCLE project and (b) that additional reference sites will be integrated into SimICI
as and when required.

4.1 GIS Services
Figure 6, below, illustratethe GIS Services model deployed for, and integrated with, SimICI.

PostgreSQL with PostGIS
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Figure6: SimICI GIS Services and Data Model

The GIS data lifecycle runs from left to right through Figure 6. In the initial instance, the GIS data is
initialised from the crowdsourced Open Street Map database through ingestion of the ®8M | y SG Q R
file into a spatially enabled SQL database. The resulting local copy of the OSM data is then kept up to date
through regular subscription to and ingestion of OSM updaThe OSM data covers the whole world:
allowing SimICI to be exercised in any Area of Interest.

The local SQL database is populated with the standard OSM data model, the utility of which is described in
Section 2, previously. As also described in SeQiothe standard OSM data model is extended with the
FRRAGAZY 2F | W.SalLkR1SQ GFrofS o06AGK aaz20AlFdSR ¢
assets, buildings, networks, etc.) that are generated within SimICI. This additional tabideprahe
opportunity to generate truly virtuahssets and networks that seemingly exist withilly geccorrdated
environmentsthat may then be exploited as test cases within SimICI and, through the data integration
pathways, within CIRP.

The resultingSimICI data model is then extended with views on the OSM and bespoke data that provide
discrete overlays for buildings, roads, points of interest, and so on. These views are used, amongst other
purposes, to drive discrete overlays than may then be diffeéadly rendered in the SimICI user interfaces.
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For example, a discrete region of buildings may be requested from Sinukhg the industry standard
zoom/x/y naming conventiomr through the use of a Bounding Box quergnd rendered as flat shapges
indicating coveragewithin the SimICl 2D view but as extruded shapesth indicating coverage and
providing familiar contextin the SimICl 3D view. This approach means that a single data source may be
exploited in numerous ways: removing duplication and dasmg GIS data management overheads.

D7.1 Demonstrable Deployment of Integrated SimICl

Thelocal SimICl database, which is primarily used to generate base layer map tiles, is supplemented by
local repositories for Shapefilée: data that may be originated within external GIS systems and that are
capabé of being used within CIRB)d other relevant data objects as may be required (eg: NetCDF files
representing ELCORDEX data poiht®opulation of these repositories is, as with the generation of custom
artefacts in the SimICI GIS database, controlledugh the main SimICl interface. This abstracts away the
requirement for dedicated data management services in the GIS component of SimICIl and supports the
integrated component approach.

The set of SimICI data, as held in both the database and the fadgesitories, is then processed for
exploitation through twaroutes.

In the case of base layer map tiléke OSM data is rendered into a pyramid of tiles each 256 pixels wide.
This pyramid represents the entire planet across 20 levels of zoom. At zoolnd eitlin this pyramid, the
entire globe is depicted on a single map tile (approximately 1:500 million scale) while, at level 19, the
surface of the globe is depicted #74,877,906,944iles (approximately 1:1,000 scal@his provides for a
maximum restution of 29.8cm per pixel (approximately 10m per cm of map) which supports highly
granular placement and scaling of critical infrastructure resources in SimlICI.

For SimICl, zoom levels 0 through 15 areneredered and stored in a tile repository foldekdditional
zoom levels, and updated tiles, are dynamically rendered and, once rendered, are dactie tile
repository folderfor future use until such time as they are updatékhe tile repository folder is then
served, via the mod_tile plugin, throughe standard Apache HTTP web server. Tiles are retrieved through
standard calls using the zoom/x/y.png nomenclature that directly references the tile pyramid.

For overlay layers (ie: those layers that may be rendered on top of the base map and whietiytypic
represent specific features within the mapxploitation is achieved through thepensource Geoserver
platform for sharing spatial data.

Figure7: SimICI GIS ServiceSupported Data Stores
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