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9ȄŜŎǳǘƛǾŜ {ǳƳƳŀǊȅ 

The main purpose of D4.3 is to present the final version of the resilience framework for critical 
infrastructure in the context of EU-CIRCLE and to develop/propose an analytical framework and a 
conceptual model for critical infrastructure resilience to disaster impacts, in the short run, and climate 
change, in the long run. This deliverable is based on D4.1, which provides the scientific background 
for the development of both the definition used in this report and the framework. D4.1 provided a 
comprehensive review and synthesis of literature associated with disaster resilience and critical 
infrastructure. Additional deliverables like D1.5: Report on Detailed Methodological Framework, D3.1: 
Registry with CI assets and Interconnections, D3.4A: Holistic CI Climate Hazard Risk Assessment 
Framework, D4.2: EU-CIRCLE Resilience Prioritization Module, D4.5: Resilience Indicators and D4.6: 
Adaptation module, along with others, have all contributed to the theoretical and methodological 
underpinnings of the analytical framework detailed in this report. 

As such, development of the framework was based on back and forth contributions from other work 
packages and deliverables of the EU-CIRLCE project. The framework has 4 layers based on the 
contributions of the different WPs. These layers are both independent and interdependent such as; 
Climatic hazards, including current and future climate change (WP2); critical infrastructure, their 
networks and interdependencies (WP3); disaster risks and impacts (WP3); and capacity of critical 
infrastructure (WP4) are the four layers that form the EU CIRCLE resilience framework.  

The objectives of this technical report are: (i) to present a systems framework for quantifying resilience 
and to introduce a novel CI resilience measure; (ii) to present the theory behind the resilience 
capacities and indicators; and (iii) to introduce the conceptual SD simulation model at the CI asset 
level and develop an example. 

By using this framework, in combination with D4.5 Resilience indicators, CI asset stakeholders, 
operators and/or service providers can: (i) quantitatively compare different hazard response 
strategies for the same CI asset; (ii) compare the system performance of different CI assets to similar 
hazard events; and (iii) support decision making.  

The analytical resilience framework presented in this report addresses the following key questions: 

1) How short term (or long term) choices in resilience capacities makes an asset or network more 
resilient; 

2) How these choices can minimize system performance loss when shocks occur; 

3) How operational (short term) and strategic (long term) choices can minimize the time taken 
for an asset (or network) to recover and minimize the total loss of system performance 

This report uses a system dynamics (SD) simulation modelling approach to better understand the 
behaviour of complex infrastructure systems to natural hazards in the short run and climate change 
impacts over the long run. SD simulation modelling was chosen in order to observe the dynamic nature 
of hazards and their impacts on system performance of CI assets and networks. The approach is suited 
to capture the feedback between resilience capacities and the disaster impact through simulation 
modelling.  
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1 LƴǘǊƻŘǳŎǘƛƻƴ 

1.1 Background 

¢ƘŜ 9¦Ωǎ ŎŀǇŀŎƛǘȅ ǘƻ Ƴŀƛƴǘŀƛƴ ŀƴŘ ƛƳǇǊƻǾŜ ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ǎȅǎǘŜƳǎ ŀƴŘ ŀǎǎǳǊƛƴƎ Ŏƻƴǘƛƴǳƻǳǎ ŎǊƛǘƛŎŀƭ 
infrastructure (CI) services is increasingly important as it seeks to promote economic prosperity and 
well-being within its membership particularly in the current economic environment. The European 
Commission, in Directive 2008/114/ECΣ Ƙŀǎ ŘŜŦƛƴŜŘ /L ŀǎ άŀƴ ŀǎǎŜǘΣ ǎȅǎǘŜƳ ƻǊ ǇŀǊǘ ǘƘŜǊŜƻŦ ƭƻŎŀǘŜŘ ƛƴ 
Member States which is essential for the maintenance of vital societal functions, health, safety, 
security, economic or social well-being of people, and the disruption or destruction of which would 
have a significant impact on a Member State as a result of the failure to maintain those functions 
(Council Directive, 2008)Φέ These assets are now increasingly interconnected and form part of large 
complex CI networks. Hence, CI interdependencies have become increasingly complex and difficult to 
understand and plan for. This complexity requires ŀ ΨǎȅǎǘŜƳ ƻŦ ǎȅǎǘŜƳǎΩ ŀǇǇǊƻŀŎƘ ǘƻ ǇǊƻǇŜǊƭȅ ŀǎǎŜǎǎ 
and understand the nature of impact resulting in failure and cascading effects on to other related 
infrastructures.  

To minimise such impacts and reduce risk, it is vital to identify vulnerabilities and improve the 
resilience capacities of critical infrastructures through developing CI strategies. To address this 
complex problem of CI resilience the EU CIRCLE Horizon 2020 project is developing tools for 
implementation in to the Critical Infrastructure Resilience Platform (CIRP), a decision support system 
for local governments, CI service providers and operators. The main strategic objective of EU-CIRCLE 
is to move towards an ƛƴŦǊŀǎǘǊǳŎǘǳǊŜ ƴŜǘǿƻǊƪόǎύ ǘƘŀǘ ƛǎ ǊŜǎƛƭƛŜƴǘ ǘƻ ǘƻŘŀȅΩǎ ƴŀǘǳǊŀƭ ƘŀȊŀǊŘǎ ŀƴŘ 
prepared for the future changing climate. 

EU-CIRCLE has developed in this report a holistic resilience framework, the purpose of which is to 
explain what constitutes resilience in the context of critical infrastructure and how it can be 
operationalized or conceptualized to help CI stakeholders better understand their resilience for 
effective decision making. The EU resilience framework has been delivered in two stages: 

- Stage 1: Initial Framework (Technical Report) in M12 

- Stage 2: Final Framework (Operational framework supplemented by a report)  

The final report, which is based on the foundation laid in technical report D4.1: Initial framework, is 
for the purpose of establishing the operational/conceptual basis of the EU resilience framework and 
to provide a step by step guide towards its implementation. Furthermore, it is based on the feedback 
by consortium members on D4.1 and through other meetings, workshops and teleconference calls 
across Work Packages (WP) which indicated a need for an approach that could be operationalized. 

1.2 Purpose 

Accordingly, the objective of this report is to develop an operational approach to the resilience 

framework identified in D4.1 by; 

i) presenting the theory behind the resilience framework, capacities and indicators;  

ii) presenting a systems approach for measuring resilience and introducing the link between 

CI resilience capacities and indicators;  

iii) introducing the conceptual SD simulation model at the CI asset level and develop an 

example of a prototype model; 

 

A systems approach can aid researchers in better understanding hazard impacts, both on the CI system 

as well as society, through interactions across the physical, social and built environments. The system 
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approach to CI resilience also seeks to address a growing need to better understand the costs of 

disruptions and shocks to CI systems across their complex interdependencies. Understanding these 

impacts are essential when responding to events, setting policies and determining protective 

investments. According to EU CIRCLE objectives the proposed approach should address the following 

questions as well: 

1) How measures (short and long term related to operational or strategic issues, respectively) 

make a network more resilient. 

2) How investing in these measures can reduce service loss when disruptive events occur. 

3) How these measures can minimize the time taken for a network to recover and, thus, 

minimize the total cumulative loss of services.  

 

1.3 Methodology 

As indicated previously in D4.1, a number of steps were followed in the development of the resilience 
framework. The first step was to define the term resilience from the EU-CIRCLE point of view. The 
main approach used for this purpose was to analyse several existing definitions for resilience, most of 
which have been gathered from the EU-CIRCLE taxonomy (D1.1). The key terms were identified within 
each definition and have been combined under four main classifications. The terminologies associated 
with resilience and their interconnections were also reviewed.  

Based on this comprehensive review of definitions in D4.1, the term resilience in the context of critical 
infrastructure for EU-CIRCLE has been defined as the ability of a CI system to prevent, withstand, 
recover and adapt from the effects of climate hazards and climate change.  

The next step, in D4.1, was to review existing resilience frameworks. The main purpose was to analyse 
the rationale and components of existing resilience models in order to identify the appropriate 
components that can be used for the EU-CIRCLE resilience framework.  16 different frameworks were 
analysed and compared, with the frameworks analysed having either a national, regional or 
international focus. The factors influencing critical infrastructure were thus identified. Both the 
resilience framework analysis together with the factors influencing critical infrastructure helped to 
develop the necessary components for the EU-CIRCLE resilience framework presented in D4.1.  

This initial framework was then presented to potential stakeholders at the EU CIRCLE Consolidated 
Workshop in Milan, in order to obtain their feedback which was included in D4.1. Subsequent 
feedback from discussions with other WP leaders and members has also now been integrated in this 
report, D4.3, as well as crucial contributions from the deliverables completed during this period ς 
details of the links to these deliverables can be found below in section 1.4. These comments and 
feedback on the initial framework as well as participating in the workshops held in Exeter, Cyprus and 
Dubrovnik have been incorporated to form the basis for an analytical framework using a systems 
approach to better understand CI resilience.  

In summary: 

1 ς Extensive literature review of resilience definitions and frameworks (D4.1) 

2- Development of hierarchy of levels for prioritization or ranking (assigning weights) to resilience 
capacities, components or assets in a network, and the protective measures (D4.2) 

2 ς Development of a systems framework (D4.3) and assessment tool (D4.5), which is practical and 
feasible to implement 

3 ς Combining to form a final resilience framework (D4.3) for implementation in case studies 
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4 ς Incorporating partners, stakeholders and reviewers feedback/comments into the final version 

 

1.4 Links to other deliverables 

This analytical approach has been developed with inputs from different work packages and 

deliverables across the project. Figure 1 below indicates some of the key inputs that have contributed 

to the development of this report. This report incorporates these contributions particularly from the 

following: D1.5 with regards to the methodology in general and the findings of D3.1, D3.4, D4.2, D4.5 

and D4.6 in order to complete this report on the final analytical framework for critical infrastructure 

resilience. 

 

Figure 1. EU CIRCLE resilience framework with contributions from different WPs and deliverables.  

 

By using this framework, in combination with D4.2 prioritization module and D4.5 Resilience 

indicators, CI asset stakeholders like CI operators and service providers can: (i) quantitatively compare 

different hazard response strategies for the same CI asset; (ii) compare the system performance of 

different CI assets to similar hazard events; and (iii) support decision making. 
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For the purpose of prioritizing resilience across critical functions, assets and networks, D4.2 EU CIRCLE 

Prioritization module has provided a detailed methodology of ranking at three different levels within 

the resilience framework: 

1) Elicitation of relative importance of resilience capacities, parameters and indicators,  

2) Assessment of resilience of network assets (or alternatively: network parts) and  

3) Comparison of protective measures.  
 
This allows expert feedback to be incorporated into the conceptual model through the application 
of methods like Analytical Hierarchy Process (AHP), Multi-Attribute Utility Theory (MAUT) and the 
sensitivity analysis that can be conducted with simulation modelling approach ς particularly 
system dynamics simulation modelling. For more information on these approaches please see 
D4.2 EU CIRCLE Prioritization module and for its application in this report see section 3.8.  
 

 

 

Figure 2. Adaptation module ς the resilience framework provides a mechanism for comparing 
adaptation options and will feed into a decision support tool, together with cost effectiveness 
analytical module. 

Developing a simulation approach to modelling impacts from shocks like hazard events is increasingly 
important for choosing the most effective strategy for investing in protective measures if a shock 
happens. Although many preventative measures may look to be cost-effective in certain conditions, 
decision makers need tools to help them rank resilience options or choices to efficiently allocate 
limited budgets. This has been clearly indicated in D1.5 and D4.6 Adaptation module as an essential 
tool in EU CIRCLE. Preventative measures to improve resilience of CI are discussed in section 3.9. 

The resilience framework in this report also provides an outline of how business continuity can be 
considered especially through the preventative measures and adaptation options being considered in 
the model ς again for an application in this report see section 3.9 for more details. This will be further 
developed in D4.7 Business continuity module as it provides a more complete framework to consider 
the different options required to increase/maintain resilience in the face of events. Similarly, the 
resilience framework provides an outline of how costs can be calculated for the different preventative 
options considered in the model although a more complete review of how this will be done will be 
done in D4.8 Cost/Benefit module which provides a framework to compare and contrast a change in 
resilience capacities with respect to the costs of damages or the costs of adaptation options. 

1.5 Incorporating feedback 

 

As mentioned above, there have been many opportunities throughout the project timeline where the 
research team received crucial feedback on D4.1 from a number of sources including workshops, 
conferences, seminars, project review meetings, and telephone conferences. This has resulted in 
interactions at varying levels with a number of consortium members, CI stakeholders, EU scientists 
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and other relevant stakeholders. Where possible the feedback has been incorporated into D4.3 and 
the research team are grateful for the contributions of all such participants.  

Some of the questions raised during the feedback and being directly addressed in D4.3 were those 
raised by the reviewers in the informative face to face meeting in Cyprus where the following 
questions were discussed: 

1) What is the meaning of elasticity with respect to resilience when it is seldom linear or elastic? 

This has been answered in general when discussing the need to adopt a system approach to 
understanding resilience and hazard impacts. By definition, a systems approach seeks to look 
at complex situations and these are almost always non-linear ς this is explained further in the 
sections on systems approaches and particularly in the section on system dynamics as one of 
the approaches researchers have found to be well suited to incorporate non-linearity and the 
plasticity of resilience in its analysis. 

2) The debate on whether resilience has originated in mechanics or ecology? 

The important aspect of this debate is that they both contributed to the multi-dimensional 
ƴŀǘǳǊŜ ƻŦ ǊŜǎƛƭƛŜƴŎŜ ǿƘŜǊŜ ōƻǘƘ ǘƘŜ ƳŀǘŜǊƛŀƭ άǊŜǎǘƻǊƛƴƎ ǎƘŀǇŜέ ŀƴŘ ǘƘŜ ōƛƻƭƻƎƛŎŀƭ άōƻǳƴŎƛƴƎ 
ōŀŎƪέ capture essential components of the resilience definition (see definition in section 2.1 
and 3.1 for more details). In general the word resilience of course goes back to its origin in 
Latin and its first recorded use in early 1600s to discuss properties of materials in medieval 
scientific literature (Manyena, 2009). 

3) How to derive a unique resilience ƳŜŀǎǳǊŜ ŦǊƻƳ ǘƘŜ άƳǳƭǘƛ-ƭŀȅŜǊέ ŦǊŀƳŜǿƻǊƪΚ  

This has been explained in section 3.5-8, where the resilience assessment model and tools are 
used to derive a unique resilience score that is then incorporated in the conceptual model. 
Section 3 provides the overall explanation of how and from where this measure is generated 
and how it can be used in a conceptual model for CI resilience as well as for use in the 
adaptation module later. 
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2 ¢ƘŜ Lƴƛǘƛŀƭ 9¦ /Lw/[9 /L ǊŜǎƛƭƛŜƴŎŜ ŦǊŀƳŜǿƻǊƪ 

  

2.1 EU CIRCLE definition of CI resilience 

 
Over the last decade, resilience has been considered as the primary objective of hazard mitigation in 
a number of disciplines dealing with disaster risk management and response (Coppola, 2015). The 
term has evolved across a number of disciplines ranging from applied mechanics to ecology to human 
psychology (Manyena, 2009). Regardless of the origin of the specific word, the literature has identified 
particular components of resilience of interest to critical infrastructure protection as D4.1 conducted 
an exhaustive review of these definitions and reported that the interpretation of resilience implies 
four concepts, though the boundaries between them are blurred: 
  

- PREVENT - ability to predict and resist the impact ς prepare for / anticipate / resist / prevent 
/ preservation  

- WITHSTAND - ability to sustain the damage ς absorb / withstand / accommodate / robustness  

- RECOVER - damage can occur but the system will be able to recover ς respond to / recover / 
rapidity 

- ADAPT - modifications to system ς change / adapt / restoration / improvement / learn 

 

In line with the analysis from D4.1 these definitions include elements such as the following: (i) 
preventing the impacts from climatic hazards by minimising the exposure of critical infrastructure to 
hazards; (ii) withstanding the impacts from climatic hazards and climate change by reducing the 
magnitude and number of impacts; (iii) recovering from the effects of climate hazards and climate 
change; and (iv) adapting through modification and improvements to the CI system.  

As such our definition of resilience will include the capacity of a system to prevent, withstand, recover 
and adapt from the effects of climate hazards and climate change. ¢ƘŜ ǊŜǎƛƭƛŜƴŎŜ ŦǊŀƳŜǿƻǊƪΩǎ Ǝƻŀƭ is 
to measure the present capacity of CI "to cope and bounce back from shocks" (Rogers et al., 2012); in 
other words, to assess if CI resilience level is acceptable or not to face climate hazards in a climate 
change context.  

Critical Infrastructure systems do not act alone as they are interdependent on many other systems at 
multiple levels and are deeply embedded within social systems in communities in member countries. 
Therefore, a disruption in one system will create cascading impacts and consequences to the 
networked infrastructure system. This nature of interdependency of infrastructure demands a focus 
also on the resilience of networks when defining critical infrastructure resilience. Previous research 
on infrastructure networks (Murray et al., 2007, Zio and and Kroger, 2009, Turnquist and Vugrin, 2013) 
focused mainly on elements such as vulnerability, reliability and recovery. Vulnerability assessment 
focused on identifying the network links whose failure would cause the most disruption in the 
functioning of the network; reliability-based analyses typically focused on the degree to which a 
network can withstand certain types of disruptions; and recovery analysis was about system recovery 
in infrastructure networks following a disruptive event. 
 

According to Turnquist and Vugrin (2013), increasing network resilience involves three related 

capabilitiesτproviding absorptive capacity so that the network can withstand disruptions; providing 

adaptive capacity so that flows through the network can be accommodated via alternate paths; and 

providing restorative capacity so that the recovery of the network from a disruptive event can be 
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accomplished quickly and at minimum cost. It is clearly evident that these three capabilities 

(withstand, recover and adapt) are also the essential elements in defining resilience ς please see D4.1 

for an extended discussion and review. 

2.2 Components of the resilience framework 

 

The review of several existing resilience frameworks in D4.1 indicated that hazards, risks and 
vulnerability should essentially be part of the resilience framework. The other component is the 
capacity of the system to deal with the disaster in order to improve its resilience. The Department for 
International Development (DFID, 2011) framework focuses ƻƴ ǘƘŜ ΨǊŜǎƛƭƛŜƴŎŜ ƻŦ ǿƘŀǘΩ ŀƴŘ ΨǊŜǎƛƭƛŜƴŎŜ 
ŦƻǊ ǿƘŀǘΩ ǉǳŜǎǘƛƻƴǎΣ and this highlights the importance of these components as we intend to develop 
the resilience framework for a particular system. As such, the focus of the proposed framework should 
be specifically given for the resilience of critical infrastructures (resilience of what) for climate hazards 
(resilience for what). The frameworks on city resilience all have infrastructure as one of their 
components. Another observation noted within some of the frameworks is the multi-dimensional 
approach. The critical infrastructure system could involve more than one resilience parameter and 
therefore the framework could possibly take a multi-dimensional form. Taking into account the nature 
and incorporation of multidimensional components within a resilience framework, a layered approach 
is chosen as it has the flexibility to modify each layer (each component) independently and yet the 
collective output will be based on the interconnection between the layers. Particularly as the 
framework is to be used within the Critical Infrastructure Resilience Platform (CIRP) under EU-CIRCLE, 
a layered system is easier to debug and modify as the changes might affect only limited portions of 
the code, and a programmer does not have to know the details of the other layers (Goldstein and 
Bobrow, 1980). In summary, the EU CIRCLE resilience framework will have multi-dimensional 
components, incorporating risks and capacities with the focus on critical infrastructure and climate 
hazards. These layers and components are illustrated in Figure 3 below. 
 

 

Figure 3. The layered approach in EU CIRLCE resilience framework  
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The EU-CIRCLE resilience framework will help to determine what constitutes resilience for critical 
infrastructure assets and networks. The framework has incorporated several components, which are 
listed below. These components are further expanded in the subsequent sections.  

1. Resilience for what ς the disturbance which is Climatic Hazard (CH), including current and 
future climate change (Layer 1)  

2. Resilience of what ς the context which is Critical Infrastructure (CI), their networks and 
interdependencies (Layer 2)  

3. Disaster risks and impacts (Layer 3) 

4. Capacities of critical infrastructure (Layer 4) 

5. Asset properties associated with Critical Infrastructure and Climate Hazards (contributes to 
Layers 1, 2 and 3) 

6. Resilience parameters (Contributes to Layer 3 and 4) 

 

These layers contribute to development of a systems approach to CI resilience as they consider the 
different elements of each layer and how those elements have an impact on the overall CI resilience. 
These components are discussed in detail below.  
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2.3 Resilience for what (Layer 1) 

 

The climate hazards identified in this section are obtained from EU-CIRCLE D1.3: Report on EU-CIRCLE 

Strategic Context. To ensure consistency across the project this section will be derived from WP2 

(Climatic Data capture and processing).  

The framework will address resilience of critical infrastructure to the climate hazards listed below and 
how climate change will affect the frequency and severity of these hazards.   

Climate drivers Climate hazards 

Temperature Heat waves, cold snaps  

Precipitation (rain / snowfall) - humidity Floods / costal floods 

Winds Forest Fires 

Cloud / fog Droughts 

Solar radiation 
Earth movement caused by climate drivers such 
as rain (landslide, erosion, avalanches, rock fall, 

soil subsidence, liquefaction, etc.) 

Sea level rise Storms 

Ice, frost, permafrost Add other hazards 

Storm surges, waves  

Lightning / thunderstorm  

Ocean currents  

Pressure  

Table 1. List of climate drivers and hazards (adapted from D4.1)  

 
Layer 1 contributes to the framework by indicating the type, magnitude and duration of the 
disturbance or shock to a CI asset(s) or system due to a climate hazard event or climate change stress. 
As shown above in Table 1, there is a wide range climate drivers and hazard types that can affect a 
given asset of CI both in the long and short runs. For a complete risk resilience assessment, Layer 1 
provides the scientific basis for including hazard impact and stress data onto the other layers such as 
the asset registry mentioned in the next section. The analysis from this layer can be used to develop 
the magnitude of the hazard event and then provide values for scenario analysis by the various 
mechanisms outlined in D1.3 and covered in WP2.  WP2 indicates how climate data can be captured 
and processed to produce the required climate scenarios and models that can indicate the levels of 
disturbance or shock and WP3 looks at how CI assets and networks can get impacted by climate 
hazards and stresses. 
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Table 2 provides an example of how the risk framework developed in D3.4 uses climate data for 
analysis and this is also similarly adopted here in the resilience framework to form the basis of the 
simulation modelling approach chosen to operationalise the framework in D4.3 in section 3. 
 

Table 2. Climate data processing in the framework of EU-CIRCLE Risk model with worked examples  

  Example:  
Forest Fires 

Example: 
Heat Waves 

Collection of climate data from existing databases 
Collection from available databases climate historical or 
predicted or processed data, depending on the problem to 
solve, that are used to calculate the appropriate indices for a 
certain period and place of interest. 
Databases: ECA&D, CORDEX, CMIP5, etc. 
Models and Tools: GCM, RCM, ESD, etc. 

Temperature 
Rainfall  
Wind 
Relative 
humidity 

Temperature 
Humidity 

Indicators  
Indicators measure the actual status of the environment 
before, during or after an event and serve as a reference 
status or as a signal for environmental/climate change over 
time (qualitative or quantitative). Indicators are referring 
directly to climate parameters related to the risks or to 
climate indices that give measure of a risk appearing or not. 

Fire Weather 
Index (FWI) 

Temperature 
Heat Index - 
Humidex 
 

Thresholds  
Represent quantitative critical values derived from the 
examined scenario. So it is important to identify where there 
is a likelihood of unsustainable trends of certain indicators 
related to environmental issues that show threshold 
phenomena. These thresholds may be related not only with 
extreme phenomena (floods, fires, extreme weather events), 
but to mean climate values, standard deviation of a variable 
etc., depending on the assessed scenario. 

FWI > 150  
at least 10 days 

HI > 54 °C 

Return period / Probability of occurrence  
Based on the threshold and the indicators that have been 
specified, and also the processed data, we calculate the 
probability of occurrence of the risk scenario or its return 
period. A Return level with a return period of T = 1/p years is 
a high threshold x(p) whose probability of exceedance is p 
(likelihood of rare events). 

1:100 yr  
or p=0.01% 

1:200 yr  

Classification  
The levels of Likelihood are defined by the internationally 
accepted descriptive terms, classified into a set of five 
categories. 

Very Low ςVery 
rare 
Low 
Medium 
High 
Very high-Very 
Likely 

Very Low ςVery 
rare 
Low 
Medium 
High 
Very high-Very 
Likely 

Climate variables/ Secondary hazard model 
Collection of climate variables per case study for further 
processing or as input data in the secondary hazard model 
(fire, flood model etc.)  

Fire Spreading 
Model 

Temperature 
Humidity 

Impact  
Input of above previous processed data for the impact model 

Fire-line 
intensity 

Temperature 
Humidity 
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Fire 
Temperature 
Radiative force 

 
 
As indicated above, Layer 1 is based on outputs from WP1 and WP2 especially where data from 
climatic hazards and climate change can be converted to output that is usable in the proposed 
analytical/simulation modelling framework in the next chapter 3.  
 
For a resilience assessment (as shown in subsequent sections ς see section 3.5-7), Layer 1 data 
provides the basis of using the scientific analysis of climate data in two ways; 1) it could provide the 
climate hazard data that can be directly modelled into a separate hazard simulation model (using the 
appropriate simulation method) and its impact on the CI asset or network in consideration; or 2) 
previous climatic analysis could provide the basis for developing scenarios that represent different 
threshold levels of the hazard event based on inputs from meteorological sources, historical data or 
hypothetical worse case scenarios.  
 
It is important to realize that both approaches generate inputs into the conceptual model of 
understanding hazard impacts on CI assets but the first approach of developing a hazard simulation 
model allows for feedback analysis dynamically as the hazard event progresses which may be useful 
for certain types of assessments. For example, a system dynamics simulation model of flood water 
level and essential CI services can be developed based on historical data and stakeholder assessment 
which has inputs from various climate sources such as precipitation level, upstream snowfall melt, 
surface water runoff from urban surfaces and other factors that influence river water level in the 
system being modelled as shown in Figure 4 below. The model explores the underlying inputs into the 
rise in river level and can develop insights into how rising water levels can impact different CI assets 
in a city ς in Figure 4 below this is shown by the arrows towards failure states of multiple CI assets 
such as economic and physical assets at the bottom of the figure.  
 

 

Figure 4. Example of using Layer 1 data to develop a river water level diagram for flood simulation 
(Simonovic, 2011). 
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When considering the longer term such as the impact of climate change, different considerations need 
to be taken with regards to the appropriate level and time frames. For instance, in the above example 
climate change impacts might have an impact over the long run on the magnitude, duration or 
frequency of the shock events which can be modelled at the same level indicating additional extreme 
scenarios with greater frequency of the event for the same model. For considering longer term climate 
change stress models, the model could be expanded or adapted to include the impact of long run 
issues such as rising sea levels in coastal areas, heat waves and water scarcity issues or excessive snow 
melt and how those additional factors impact on the resilience of a CI asset. Climate change stresses 
such as higher temperature can result in other types of impacts such as greater use of energy resulting 
in heavier loads on power networks or other ancillary effects like overheating of asset components 
(due to loads or due to surrounding temperature) ς this can be modelled at different scales depending 
on the stress or event being modelled.  
 
These models provide a systems understanding of the hazard event and can be used to link climate 
hazards with impacts across different systems including the CI and social sectors that are of interest 
to EU CIRCLE. The simulation model can provide insight into these systems by capturing the feedback 
that might exist between the hazard, the infrastructure and the resultant social processes that impact 
society overall (Peck and Simonovic, 2013, Gotangco et al., 2016).  
 
Alternatively, as developing hazard simulation models are time consuming and require model building 
expertise, the entry point of climate analysis into the resilience framework could be based on the 
development of scenarios derived from meteorological analysis conducted by climate scientists, 
historical data, expert opinion or standards/regulations where threshold levels of an asset could be 
used. For example, in the same flooding case as above, scenarios could be generated for rise in water 
levels for 1m, 5m and 8m representing certain technical thresholds or based on probability of 
occurrences such as 1 in 5, 1 in 100 and 1 in 1000-year flood maps established after conductive 
extensive risk assessments as detailed in Table 2 above.    
 
Analysis like those based on the processes outlined above, can generate proxy values which can be 
used as model parameters of how a disturbance or shock can be modelled on the service delivery or 
performance of an asset. This allows us not to model the hazard but rather the impact of the hazard 
on the functions of a system.  
 
To help conceptualize CI asset resilience for researchers/users at the initial stage of a resilience 
assessment, the EU CIRCLE framework provides some guidelines to clearly specify which contextual 
theme or approach they plan to take regarding the resilience of a CI asset. The approach adopted will 
depend on a number of factors such as the context, the unit of analysis, the scope and other factors 
such as time and cost of analysis. These contextual themes will be discussed in some of the sections 
below where required. 
 
Each layer needs to contribute to the basic context and in each section we have specified this 
requirement as shown in Table 3 below. 
 
 
 

Contextual theme Discussion 

Shock event or stress 
event 
 

The framework will be able to evaluate both short-term shock events (e.g. 
earthquakes and floods) and longer-term stress events (e.g. climate 
change related). 
Stress events should be considered as part of a hazard-specific 
assessment (see above) and if required, a risk-assessment could be 
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undertaken as well to understand likelihood and consequence of 
occurrence. 

All Hazards/specific 
hazard approach 
 

The assessment can be undertaken in one of two ways: 
1 An all-hazards assessment ς based on an event due to any (unspecified) 
hazard/failure, which could be either known or unknown. The event could 
be regional, local, societal or distal. 
2 A hazard-specific assessment could be undertaken. This would involve 
identifying the relevant known hazard types and assessing the resilience 
to each. 

Table 3. Context and approach to conceptualizing resilience adapted from Hughes and Healy (2014) 

 
After specifying which type of analysis is required, the users then have to consider the requirements 
of the CI resilience assessment and the hazard event or shock.  For conducting an analysis from an all-
hazards perspective it is possible to use scenarios generated by the climate analysis used in Layer 1 
and to focus on the impacts of the hazard on the asset service delivery or performance. The approach 
of focusing on the operating performance of the CI asset or network is explained in detail in following 
sections 3.1. Using the operating system performance of the asset or network allows us to consider 
the impact of a single hazard or multiple hazards as their impacts are converted into service loss or 
deterioration. 
 
On the other hand, if a hazard specific approach is preferred than there is justification for the greater 
time and effort required to model the hazard event for insight into the crucial feedback between the 
hazard event and the CI system. Developing such models can provide invaluable insight into the hazard 
event and it socio-economic impact across sectors.  
 
After indicating the approach, it is also useful to define the scope and size of climate hazard event or 
climate change stress. This can be classified according to the type of the climatic event for example 
using the following classifications (Hughes and Healy, 2014): 
 
Regional Event: Such as significant physical damage to CI, coupled with severe disruptions to other 
lifeline services such as electricity, water and telecommunications. Example: major earthquake or 
flood. 
 

Localised Event:This is a CI asset-specific incident resulting in loss of life, severe disruption to normal 
operations and reputation impacts. The intense focus of media and regulatory agencies requires the 
organisation to focus on managing stakeholder perception as well as the physical response and 
recovery from the event. Examples may be a collapse of a transport structure, or a hazardous spill 
affecting the immediate locality.  

 
Societal event:Societal events which may cause unexpected impacts or demand on Cis, for example 
on the transport system. In this case, all physical infrastructures are intact; however, the system is 
unable to cope with demand. Examples may include: 1) a surge in traffic demand due to a specific 
event, or a major gathering of people, 2) growth in demand over time, 3) growth in public transport 
demand due to, say, fuel price rises, 4) an illness pandemic (eg influenza or SARS), meaning operational 
staff are unavailable.  

 

Distal event:These could impact CI operators through key suppliers or interdependencies not based 
in the same region. This consequence scenario can identify the ways the CI system and related 
organisations may be affected through its networks of inter-organisational relationships. Examples 
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may be the failure of a key dependent utility (power, telecommunications, water), failure of a key 
supplier, or an international shortage of key resources.  

Climate change stress impacts can result in multiple hazard events across the spectrum of those events 
defined above ς the can have an impact on the magnitude, duration and frequency of those events. It 
may be necessary to include additional variables when considering climate change impacts across 
larger scale of networks and longer time frames.  

As mentioned above, Layer 1 can be incorporated into the framework either using a simulation model 
of a climate event or stress directly linked to the resilience model or through a separate climate 
analysis that generates threshold levels that could be used for setting scenarios. In this report, Layer 
1 is conceptually incorporated into the analytical framework in section 3.8 where we consider the 
impacts of climate events and stresses into the conceptual resilience model ς please see Figure 13. In 
section 3.8, it is incorporated into the conceptual model through proxy by the hypothetical data 
generated by the user - either through drawing a damage curve directly into the application or 
entering numerical time series data into the application in table form ς see Figure 17 for the user 
interface. Note this input data could take the form of scenarios or threshold levels identified in a 
separate climate analysis earlier and entered as scenarios - Figure 18 demonstrates a hypothetical 
damage/shock curve of a long and prolonged event or stress.  

2.4 Resilience of what  (Layer 2) 

The CI and assets provided in this section are obtained from EU-CIRCLE D1.2: State of the art review 

and Taxonomy. To ensure consistency across the project this section will be derived from D3.1 ς 

Registry of CI assets and interconnections.   

D3.1 has identified and collated the assets of each CI within the scope of the EU CIRCLE, for inclusion 

in a registry. The information in the registry will then feed into the Climate Infrastructure Resilience 

Platform (CIRP). For the purposes of the EU CIRCLE registry in D3.1 and here in this framework as well 

we use the following definitions: 

Critical Infrastructure Asset is a physical long-lived resource, item,  or entity that is operated as a 
system or network e.g. Airports, ports, coal powered plant, wastewater treatment plant, oil extraction 
platform etc. Critical Infrastructures within the scope of EU-CIRCLE include the following: 

- Energy infrastructure 

- Information and Communication Technology (ICT) infrastructure 

- Water infrastructure 

- Transport infrastructure 

- Chemical industry infrastructure  

- Health Sector 

- Public Sector infrastructure  

The registry will thus collect the assets of the CI sectors identified above in two steps: 

1. The critical services of each CI sector will be identified, followed by subsequent identification 
of the assets that are required to provide these critical services, and described exhaustively in 
D 3.1. Once each asset has been identified, the key interdependencies and other crucial 
information such as the characteristics/attributes that describe the asset e.g. size of asset, age 
of asset, materials of asset, capacity of asset, etc. will be filled in directly by the 
users/stakeholders through stakeholder engagement or as data into CIRP.  

2. Identification of damage functions for each asset. This will be done jointly with D3.3. 
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Hence the framework will focus on the resilience of critical infrastructure and their assets also taking 
into account the interdependencies of their networks. The main sectors of critical infrastructure and 
assets addressed by EU-CRICLE are set out below.  

¶ Energy production & distribution systems 
-  Electric power generation & transmission 
-  Thermal power generation & transmission 
-  Oil plants 
-  Natural gas 
-  Renewable energy plants  
-  Underground mining and open pits  

¶ Chemical Industry 
-  Basic Chemical manufacturing facilities 
-  Petrochemical manufacturing facilities 
-  Pharmaceutical manufacturing facilities 
-  Consumer product manufacturing facilities 
-  Agricultural manufacturing facilities 
-  Chemical storage and warehousing facilities  

¶ Water Systems 
-  Groundwater 
-  Surface water 
-  Sea water 
-  Drinking water 
-  Technical water (industry and maintenance) 
-  Water for agriculture (irrigation) 
-  Wastewater 
-  Storm water  
-  Dams  
-  Water works 

¶ Transportation 
-  Road network 
-  Railway network 
-  Aviation 
-  Maritime 
-  Inland waterway transport (river transport)  
-  Space transport 

¶ ICT Networks 
-  Telecommunication network 
-  SCADA  
-  Information Systems 

¶ Public Sector 
-  Civil Protection-Emergency responders 
-  Public Health Protection 

 
Layer 2 contributes a number of crucial dimensions to the analysis of resilience at the asset, network 
and NoNs level such as: the infrastructure system environment, the types of interdependencies, the 
coupling and response behaviour within the system, the characteristics of the infrastructure and, 
finally, the state of operation of an infrastructure as specified in D3.4. These dimensions allow us to 
better understand the CI system and systems of systems in place and are further explained in the table 
below: 
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Dimensions Definition  Factors/variables WP/Deliverables  

Infrastructure 
characteristics 

To characterize 
organization, causality 
and finality, types of 
interactions 

- Scale (asset, network, 
NoN) 

- Infrastructure 
dynamics 

- Operational factors 

- Organizational 
considerations 

D3.1 Registry of assets 

Directly by CI 
operator/service 
provider 

Mention in Indicators 
D4.5 

 

State of operation of 
an infrastructure 

It refers to the 
conditions under 
which an 
infrastructure is 
operating and exhibits 
different behaviours 

- Normal operating 
conditions (from peak 
to off-peak conditions) 

- Times of severe 
stress or disruptions 

- Time when repair and 
restoration activities 
are initiated 

 

Directly by CI 
operator/service 
provider 

 

UGV  Indicators D4.5 

Types of 
Interdependencies 

Interdependencies 
and resultant 
infrastructure 
topologies 

- Physical 

- Cyber 

-Geographic 

-Logical 

D3.4 pg. 82 

Directly by CI 
operator/service 
provider 

D3.1 Registry of assets 

Table 4.  Characterizing a system of interdependent CIs as specified in D3.4 and adapted from Rinaldi 
et al. (2001).  

The framework differentiates the analysis at the initial stage by determining the scale of analysis 
required ς this could also be aligned to the type of events considered for analysis in the discussion 
above but this might not always be the case. The scale of resilience assessment needs to be 
determined either at the asset, network or NoNs level. Once the level of assessment is determined 
then the resilience assessment model and tools (see section 3.5-6) can be used to measure the 
resilience of the asset, network or NoNs. D4.5 provides a more in depth look at how the resilience 
assessments can be done at the different levels. 

 

Contextual theme Discussion 

Scale of resilience 
assessment 
 

The framework will allow assessment at various scales: asset, network or 
NoN. The capacities measures in each case need to include additional 
indicators at each scale and the user can filter the questions accordingly 
(need to check with D4.5). Regional assessments could be aggregated to a 
national indicator for CIRP purposes (discuss with partners). The scale also 
depends on the event which could be regional, local, societal or distal ς 
see section 2.3 above. 
 

Table 5. Layer 2 contextual them of scale of analysis of CI  

Layer 2 provides the infrastructure characteristics as indicated by the CI registry developed in D3.1. 
D3.1 provides the asset and network level information that can be used for conducting the required 
resilience assessment indicated in the next sections below. The other characteristics necessary for 
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analysis are for example, states of operation of the CI asset or network, the types of interdependencies 
between them (pg. 82, D3.4), coupling and response behaviour, failure states and others. These are 
covered in detail on pg.34 of D3.4 in section 2.6.1 on interconnected networks and for clarity is shown 
here in Figure 5 below. 
 

 

Figure 5. Dimensions for describing infrastructure interdependencies (from pg. 34 D3.4: Holistic CI 
Climate Hazard Risk Assessment Framework). 

Layer 2 is incorporated into the analytical framework by considering the characteristics of the asset or 
asset properties as defined in D3.1: Asset Registry that help define the asset and is used to generate 
the baseline resilience score in the resilience assessment tool ς please see section 3.6 for more details. 
Additionally, for illustrating how layer 2 is integrated into the resilience framework and the conceptual 
model please see Figure 13 in section 3.8 where Layer 2 is incorporated through a stock and flow 
diagram.  

2.5 Disaster risks and impacts (Layer 3) 

¢ƘŜ ōǊƻŀŘƭȅ ŀŎŎŜǇǘŜŘ ŘŜŦƛƴƛǘƛƻƴ ƻŦ άǊƛǎƪέ ƛǎ ǘƘŀǘ Ǌƛǎƪ ƛǎ ŀ ǇǊƻŘǳŎǘ όƻǊ ŀƴƻǘƘŜǊ ƳŀǘƘŜƳŀǘƛŎ ƻǇŜǊŀǘƻǊ ǎǳŎƘ 
as the maximum) of two aspects: The first are the consequences of a hazard, the second is the 
ƭƛƪŜƭƛƘƻƻŘ ƻŦ ǘƘŜ ƻŎŎǳǊǊŜƴŎŜΦ !{κb½{ посл ŘŜŦƛƴŜǎ άŎƻƴǎŜǉǳŜƴŎŜǎέ ŀǎ άǘƘŜ ƻǳǘŎƻƳŜ ƻŦ ŀƴ ŜǾŜƴǘ 
expressed qualitatively or quantitatively, being a loss, injury, disadvantage or gain (AS/NZS, 2009). 
¢ƘŜǊŜ Ƴŀȅ ōŜ ŀ ǊŀƴƎŜ ƻŦ ǇƻǎǎƛōƭŜ ƻǳǘŎƻƳŜǎ ŀǎǎƻŎƛŀǘŜŘ ǿƛǘƘ ŀƴ ŜǾŜƴǘέΦ [ƛƪŜƭƛƘƻƻŘ ƛǎ ŘŜŦƛƴŜŘ ŀs used 
ŀǎ ŀ άǉǳŀƭƛǘŀǘƛǾŜ ŘŜǎŎǊƛǇǘƛƻƴ ƻŦ ǇǊƻōŀōƛƭƛǘȅ ƻǊ ŦǊŜǉǳŜƴŎȅέΦ   
 
Climate hazards, including the nature of uncertainty of current and future climate change, will increase 
the disaster risks and impacts on critical infrastructure, especially when they are exposed to such 
climatic conditions. As such, the level of vulnerability of critical infrastructure to climate hazards and 
climate change will positively correlate with the level of risk of the climate hazard and its impact(s) on 
critical infrastructure. The level of risk and its impacts are also influenced by the various capacities of 
critical infrastructure. Hence, in order to achieve resilience the risk level and the various capacity levels 
must be maintained at an optimum level. Risks and impacts are discussed in detail in WP3, and in 
particular deliverables 3.4 and 3.5.   
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The EU-CIRCLE process of risk management is discussed in detail in D3.4: Holistic CI Climate Hazard 
Risk Assessment Framework which forms the basis of how the resilience framework integrates the 
risk process in Layer 3 ς for more details see Figure 32. Combined risk resilience framework. The six 
working steps of the National Infrastructure Protection Plan (DHS, 2013), identified in D3.4, provide 
the frame of reference for the EU-CIRCLE risk management framework into the resilience framework 
in this report, which has been ƳƻŘƛŦƛŜŘ ŀŎŎƻǊŘƛƴƎ ǘƻ ǘƘŜ ǇǊƻƧŜŎǘΩǎ ǎŎƻǇŜ ŀƴŘ ƻōƧŜŎǘƛǾŜǎ. The following 
steps make up the EU-CIRCLE risk management process: 
 

1. Establishment of CI (or regional) climate change resilience policy, or specific business orient 
decision that will be addressed within the proposed framework 

2. Identification, collection and processing of climate related data and secondary hazards 

3. Identification of assets, systems, networks, and functions 

4. Assessment and evaluation of risks  

5. Selection and implementation of protective programmes including adaptation options 

6. Measurement of effectiveness 

 

D4.3 resilience framework interacts with D3.4 Risk framework by using steps 4, 5 and 6 to complete 
the analysis in layers 2 and 3 as specified in section 2 above. Step 4 uses the Consequence based risk 
approach for assessing and evaluating risks and is used in the conceptual model across to determine 
a baseline scenario from which other changes can be compared using the Anticipative, Restorative, 
Coping, Absorbing and Adaptive (AARCA) resilience capacities and the CI assets corresponding 
resilience assessment model and tool scores discussed in section 3.6. Step 5 looks at how protective 
programs and adaptation options can change AARCA resilience capacities by reducing the likelihood 
of occurrence, reducing the impacts / consequences, transferring in full or partly the risk and/or to 
avoid risk. These changes can result in different scores after the RAMs assessment and will differ from 
the baseline scenario defined in the previous step. Step 6 look at the measurement of effectiveness 
by comparing impacts on system performance of different RAMs scores as done through steps 4-5 by 
adding either a cost benefit analysis or conducting an analysis of based on the desired outcome of a 
decision criteria. These could be for example: 

(i) The maximum resilience value (MRV): the level of system performance achieved when the physical 
characteristics of the disturbed system return to pre-disturbance state (end of simulation period). 
According to this criterion the higher value of MRV is preferred. 

(ii) Time to fastest recovery value (TFRV) of system performance: the time required by the system 
under the impact of a disaster to reach the resilience value of one. According to this criterion the 
shortest time TFRV is preferred. 

(iii) Lowest resilience value (LRV): the maximum loss of system performance due to the disturbance 
over the simulation period. According to this criterion the higher value of LRV is preferred indicating 
the smaller loss of system performance. 

The disaster risk and impacts layer plays a crucial role in the risk assessment process to generate the 
correct resilience indicators (RAMs) for the conceptual model. Figure 13 in section 3.8 discuss how 
Layer 3 is incorporated into the conceptual model along with the other layers. Layer 3 contributes to 
both the asset properties side and the CI impact side through the resilience parameters/indicators as 
indicated in section 2.7 and 2.8 below.  
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2.6 Capacities of Critical Infrastructure (Layer 4) 

The capacities of critical infrastructure is one of the main ingredients for infrastructure resilience. An 
improved capacity will reduce the risks and impacts. This section presents the different types of 
capacities. At any one point the critical infrastructure can either have one or a combination of more 
than one type of capacity. The level of each type of capacity can vary even within a single critical 
infrastructure against a particular type of hazard. For example, a railway network along the coast can 
have a good level of anticipative capacity through an early warning system for a storm (leading to a 
storm surge and coastal flooding), but might have a poor level of absorptive and coping capacity. In 
such an instance, it can minimise the damages only by avoiding the disasters rather than facing it. 
Therefore, it is crucial to determine the level of each type of capacity for an infrastructure in order to 
understand its level of resilience against climatic hazards. The different types of capacities, called 
AARCA, are discussed below.  

 

Anticipatory capacity:  is the ability of a system to anticipate and reduce the impact of climate 
variability and extremes through preparedness and planning (Bahadur et al., 2015). This is considered 
as a proactive action before a foreseen event to avoid disturbance, either by avoiding or reducing 
exposure or by minimising vulnerability to specific hazards (Kellett and Peters, 2014). As such it has 
close links to vulnerability, hazards and prevention.  

Absorptive capacity: is the ability of a system to buffer, bear and endure the impacts of climate 
extremes in the short term and avoid collapse (death, debilitation and destruction of livelihoods) 
(Wisner et al., 2004, Folke et al., 2010, Béné et al., 2012). This is the first line of defence (Biringer et 
al., 2013). 

Coping capacity: is the ability of people, organizations and systems, using available skills and 
resources, to face and manage adverse conditions, emergencies or disasters  (UNISDR, 2009). This is 
similar to absorptive capacity. The absorptive is immediately after a disaster whereas coping can be 
for a comparatively longer period. 

Restorative capacity: is the ability of a system to be repaired easily and efficiently (Biringer et al., 
2013). This capacity is associated with recovery too. In the context of critical infrastructure, system 
repair is the distinguishing feature of restorative capacity and it has been claimed as the final line of 
defence that requires the greatest amount of effort. Biringer et al. (2013) state that restorative 
capacity is not usually used unless either the absorptive and adaptive capacities are not able maintain 
an acceptable level of performance or the system is completely broken and unable to perform.  

Adaptive capacity: is the combination of assets, skills, technologies and confidence to make changes 
and adapt effectively to the challenges posed by long term trends, such as future climate change 
(UNISDR, 2009). One of the distinguishing features of this capacity is the reorganisation and change of 
standard operating procedures where Biringer et al. (2013) claim this as the second line of defence.  

All these different types of capacities discussed above are included within the EU-CIRCLE resilience 
framework as depicted in Figure 1 at the beginning of this section. For how they are incorporated into 
the resilience assessment model and tool please see Figure 10. 
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2.7 Asset properties associated with Critical Infrastructure and Climate Hazards (Layers 
1, 2, & 3) 

The establishment of a threshold level of risks and vulnerability for each critical infrastructure can be 
achieved through coupling each asset against each type of climate hazard. This determination can be 
based on the Critical Infrastructure (CI) capacities, which were discussed in Section 2.6 and 3.4, and 
the Climatic Hazard (CH), both current and future, parameters. These CI and CH parameters feed into 
the EU-CIRCLE resilience framework as shown in Figure 1.  

Some of the features that can be built within the resilience framework and are discussed in the 
sections above are summarised below  

¶ Critical Infrastructure parameters/asset properties 
- Lifecycle 
- Age of infrastructure 
- Location of infrastructure 
- State of maintenance 
- Level of interdependencies 

 

¶ Climatic hazards parameters 
- Frequency of the event (historically) 
- Magnitude of the event 
- Anticipated level of impact on CI  
- Future climate change projections (for X time periods e.g. for the next 50 years and X regions 

etc.) (WP2)  
- Nature of uncertainties 
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2.8 Resilience parameters (Layer 3 and 4) 

In order to put resilience into practice, we want to know what properties indicate resilience, how to 
measure or assess their resilience, and how to manage for resilience. There are several dimensions to 
resilience that need to be taken into consideration when trying to achieve a holistic approach for 
infrastructure resilience. One of the components of EU-CIRCLE resilience framework will be the 
resilience parameters that are related to critical infrastructures and their capacities. 

The EU-CIRCLE resilience framework recognises five types of generic resilience parameters. These 
parameters correspond to the critical infrastructure capacities outlined in section 2.6 Capacities of 
Critical Infrastructure above and are a way of quantifying these capacities. These parameters are as 
follows: 

1. Anticipation, 
2. Absorption, 
3. Coping, 
4. Restoration, and 
5. Adaptation. 

 
 
Resilience indicators have been developed and further analysed for each parameter and each type of 
critical infrastructure as a part of D4.5 Resilience Indicators.  Possible generic indicators are shown in 
Table 6 below. The list of generic indicators is not final and will be changed in accordance with the 
results of further research. These generic indicators will be further developed in a several levels, e.g. 
specific indicators, sub-indicators, indicator variables, etc. 

The resilience indicators can be qualitative, quantitative or binary according to the type of data they 
utilize and may be absolute (e.g., speed of critical infrastructure failure) or relative (e.g., recovery/loss 
ratio) (Prior, 2014).  

Quantitative indicators (e.g. the average annual temperature, the number of projects developed in 
response to a policy, or the number of bridges constructed) are often preferred for monitoring and 
evaluation. Quantitative resilience indicators might be most appropriate for technical features of 
infrastructure. Where quantitative data is not available, and the issue is still considered important for 
monitoring purposes, qualitative or binary indicators may be utilized.  

Qualitative indicators provide narrative or summary information regarding an item of concern. 
Qualitative indicators may be most appropriate when examining the quality of infrastructure 
organisation, operation, maintenance or management, or when assessing users interactions with 
infrastructure. Adaptation indicators, because they relate to processes, are more likely to be 
qualitative than climate change or climate impact indicators. 

Binary indicators have a yes/no answer. Several indicators appropriate for climate adaptation could 
be binary, e.g. early warning systems in place (yes/no).  

In principle, the strategy for measuring resilience is to quantify the difference between the ability of 
a critical infrastructure to provide services prior to the occurrence of an event and the expected ability 
of that infrastructure to perform after an event (Bruneau et al., 2003). This discussed in further details 
in section 3 below. 

Phillips and Tompkins (2014) define good metrics with the following properties: 
ς   Comprehensive,  
ς   Understandable,  
ς   Practical, 
ς   Non-redundant, and  
ς   Minimal.  
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The above create defensible, transparent and repeatable metrics and have been used as guidelines to 
developing these indicators in D4.5. 

 

Table 6. Generic resilience indicators developed in D4.5 

Resilience 
parameters 

Generic resilience indicators 

Anticipation 

1. Probability of failure  

2. Quality of infrastructure 

3. Pre-event functionality of the infrastructure 

4. Quality/extent of mitigating features 

5. Quality of disturbance planning/response 

6. Quality of crisis communication/information sharing 

7. Learnability  

Absorption 

1. Systems failure (Unavailability of assets) 

2. Severity of failure 

3. Just in time delivery - Reliability 

4. Post-event functionality  

5. Resistance 

6. Robustness 

Coping 

1. Withstanding  

2. Redundancy 

3. Resourcefulness 

4. Response 

5. Economic sustainability  

6. Interoperability 

Restoration 

1. Post-event damage assessment 

2. Recovery time post-event 

3. Recovery/loss ratio 

4. Cost of reinstating functionality post-event 

Adaptation 

1. Substitutability (replacement of service) 

2. Adaptability / flexibility 

3. Impact reducing availability 
4. Consequences reducing availability 
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3 !ƴŀƭȅǘƛŎŀƭ CǊŀƳŜǿƻǊƪ 

3.1 Introduction 

 
This section presents a conceptualization of the resilience framework as defined and detailed in D4.1 
and the sections above. D4.3 proposes to use a simulation modelling approach to better understand 
the behaviour of complex infrastructure systems to natural hazards in the short run and climate 
change impacts over the long run. System dynamics (SD) simulation modelling is proposed as an 
approach to CI resilience modelling as it captures the complexity of hazard events and climate stress 
and their impacts on CI assets and networks. The approach is suited to capture the feedback between 
the layers detailed in the previous section and uses the resilience capacities introduced in section 2.8 
above and proposes a proxy for disaster impact through simulation modelling of CI system 
performance. This section will introduce the theory behind the conceptual model and define the 
capacities and their respective resilience indicators as developed in D4.5 and how they can be used to 
conceptualize CI resilience at the asset, network and NoN levels. The proposed approach forms the 
foundation on which the D4.1 initial resilience framework will be operationalized. The computational 
definitions denoted here in this section are based on some of the literature covered previously in D3.1, 
D3.4, D4.1, D4.5 and D4.6.  
 
The CI resilience framework conceptualizes CI resilience as a dynamic behaviour of a system over time 
which can be used for the comparison of various alternate strategies for system performance 
improvement and support decision making processes within those stakeholder organizations tasked 
with operating CI assets and networks. The methodology developed in this report can be implemented 
by various CI stakeholders such as asset operators, service providers and other public/private sector 
organizations to quantify and compare different hazard response strategies. The conceptual 
framework develops a model that can be used by these stakeholders to compare the performance of 
a CI asset under different hazard conditions (for example, comparison of the performance of a power 
generation unit under hazard conditions like a flood compared with the impact from a forest fire) or 
to compare different CI assets under similar hazard conditions (for example, a flood impacting a power 
generation unit and its distribution network of assets).   
 
Therefore, this section then develops a generic system dynamics simulation model as an analytical 
tool in the EU CIRCLE Resilience Framework that can be used as a basis for quantification of critical 
infrastructure asset resilience by: (i) introducing the analytical CI Resilience framework as a method 
of quantifying/conceptualizing hazard impact (i.e. in terms of shock to performance); (ii) defining both 
the hazard and resilience as dynamic (i.e. changing over time); (iii) proposing an analytical framework 
for integrating the layered approach and the resilience capacities (i.e. the AARCA resilience capacities); 
and (iv) presenting a conceptual framework for integration of impacts on a CI asset, a network of CI 
assets or a network of networks. 
 

Deterministic vs Probabilistic approaches 

 
As indicated in Part A section 1.4 above, the preference among consortium members was for a 
modelling approach that combines the strengths of the consortium, the availability of data sources 
(and willingness to share access) with the requirements of stakeholders hence the need for using an 
integrated approach. After considerable consideration the deterministic approach to modelling 
hazard impacts was decided upon and the conceptual framework developed in this section seeks to 
continue in that direction. A deterministic approach is differentiated from a probabilistic one on the 
basis of not including uncertainty in the analysis. Probabilistic methods consider the stochasticity 
involved with the behaviour in the system. These methods try to overcome the issue of lack of 
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ƘƛǎǘƻǊƛŎŀƭ Řŀǘŀ ŀƴŘ άŘŜǾŜƭƻǇέ ƘƛǎǘƻǊƛŎŀƭ Řŀǘŀ ōȅ ǊŜǇƭƛŎŀǘƛƴƎ ǘƘŜ ǇƘȅǎƛŎǎ ƻŦ ǘƘŜ ǇƘŜnomenon and 
producing a large number of simulated events through climate modelling and other meteorological 
analysis (Hosseini et al., 2016).  
 
Deterministic methods, on the other hand, begin the analysis with the probability of an event as a 
given and finite. This approach typically models scenarios, where the input values are known and the 
outcome is observed. They can be used effectively in combination and are not necessarily mutually 
exclusive. For example, probabilistic modelling (i.e. running multiple scenarios at different 
probabilities of occurrence) can be used to generate a range of deterministic scenarios that can be 
used to developed a number of scenarios that might include (OECD, 2012):  
 
¶ Worst-case e.g. the maximum losses 
¶ Best-case e.g. the losses that can be absorbed 
¶ Most "likely" e.g. the losses that are most likely to occur 

 
Although, there are pros and cons of using both approaches, for the EU CIRCLE and CIRP, members 
felt a deterministic approach would best suit the analysis of CI resilience as it suited the inputs 
generated from the contributing work packages as detailed above in the layered approach. The 
feedback from partners also highlighted its value in generating comparative scenarios for disaster risk 
reduction and resilience building which suited ǎǘŀƪŜƘƻƭŘŜǊΩǎ needs. Although there are some of 
limitations of the approach such as it does not consider the full range of possible outcomes, and does 
not quantify the likelihood of each of these outcomes this may be, to certain extent, addressed with 
the adoption of the appropriate simulation modelling method (Ouyang, 2014).  
 
Both Ouyang (2014) and (Hosseini et al., 2016) have reviewed the different methodologies that could 
be adopted for understanding the impact of climate hazard events and climate change stresses on CI. 
From these approaches, Francis and Bekera (2014) have strongly advocated a quantitative approach 
to developing resilience metrics that can aid in decision making. D4.3 uses this approach to 
quantification of resilience, as developed in detail in D4.5, to determine the effect of preventative 
measures and adaptation options on CI resilience with respect to hazard events and climate stresses. 
This report seeks to provide the framework for integrating these metrics developed in D4.5 into the 
resilience framework developed in D4.1. Although there are a large number of resilience frameworks 
as indicated in the extensive review in D4.1, in the literature the majority of these frameworks are 
qualitative in nature (Twigg, 2009, Tyler et al., 2014). Bhamra (2015) has noted that among those few 
quantitative approaches proposed in the literature even fewer have been validated through 
applications in relevant case studies indicating a need for developing quantitative tools that can be 
applied in case contexts (Bhamra, 2015).  
 
Despite this difficulty a number of well-known studies like Bruneau and Reinhorn (2007), Cutter et al. 
(2010), and Irwin et al. (2016) have proposed conceptual frameworks for measuring resilience that 
have been applied in case studies but these have largely used a static indicator that is a single value 
calculated over the duration of the disaster (Beccari, 2016, Simonovic, 2016). Beccari (2016), in his 
extensive review of resilience frameworks and indicators, has drawn attention to two key limitations 
of these frameworks: (1) that they have a low use of direct measures of disaster resilience and largely 
depend on indirect measures, and (2) the low use of sensitivity and uncertainty analysis in their results 
limiting the explanatory power of these tools (Beccari, 2016).  
 
The multi-layer approach proposed in D4.1 and expanded in this report, D4.3, seek to address some 
of these criticisms by closely integrating the four layers which include many direct measures of disaster 
resilience in terms of data from climate modelled scenarios, damage curves, asset properties, risk 
assessment tools and the capacity scores. The use of system dynamics and a systems approach to 
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quantifying resilience addresses the second point of using simulation modelling to test sensitivity and 
uncertainty analysis through stakeholder involvement throughout the stages of the resilience 
assessment process and to determine the validity and reliability of these tools. Therefore, the 
resilience framework proposed here can be used as the basis for a tool in the decision support system 
like CIRP that innovatively uses the multi-layered approach to compute resilience capacities which can 
be compared across temporal and spatial dimensions. 
 
As mentioned earlier, a number of modelling approaches in the literature offer a quantitative means 
to assess resilience, and from these the systems approach has been identified as an appropriate tool 
for the quantification of CI resilience as well as integration into the output of other deliverables and 
work packages in the EU CIRCLE project. The use of system dynamics simulation modelling allows for 
the integration of the quantification of resilience (as developed in D4.5) with the multi-layers as 
explained in this report. This report proposes using a conceptual system dynamics (SD) model of a CI 
asset system, measuring its resilience capacities and then comparing its system performance to the 
impact of a hazard event. The model uses system performance as a proxy for the whole structure of 
the CI asset or the network. System dynamics has been used in a number of key studies in CI 
protection, particularly used in considering interconnectedness between CI assets and networks.  SD 
simulation modelling has been used in large scale CI sector level analysis like in the CIP/DSS project, 
as a smaller module for asset network analysis in a DSS like the HAZUS-MH, both used by the 
department of Homeland Security (DHS) in the United States (Min et al., 2007, Ouyang, 2014). In the 
EU, the CRISADMIN project has used SD methods to define and understand how impacts can cascade 
across different CI networks (Armenia et al., 2014). Another project within the EU that uses SD for 
assessing CI resilience is the Smart Mature Resilience (SMR) project which looks at developing a 
resilience maturity model of a city across different resilience metrics ((Hanania and G., 2017).   
 
In Canada, researchers have developed ResilSIM an innovative SD simulation modelling tool for an 
online DSS that integrates a dynamic quantitative resilience measure into the SD simulation modelling 
framework of cascading impacts thus developing a unique novel method of measuring resilience and 
the impacts of hazards across CI networks in urban areas in one functional tool (Simonovic, 2016). The 
ResilSIM interface allows users to consider preventative measures and adaptation options and can 
input those directly into the simulation model as parameters allowing for a comparison of different 
measures over time (Irwin et al., 2016).  The value of modelling cascading impacts across CI networks 
using SD has been validated in numerous published reports and documents - for a brief summary of 
these applications see the appendix at the end of this report.  
 
The SD simulation modelling approach developed in this report utilizes a similar systems approach, as 
in the research mentioned above, to understanding CI asset performance and hence looks at system 
behaviour overall to assess impacts. These measures determine resilience of a system by comparing 
before and after a hazard event or shock without concentrating on the need to model extensively the 
system specific characteristics (unless those are necessary for the analysis). This report uses resilience 
capacities (as developed in D4.1) to conduct a resilience assessment of CI assets (as developed in D4.5) 
and then use the metric developed to aid decision making. 
 
Building on emergency planning experience, Levine (2014) has identified the following criteria to 
provide a sound basis for developing policy-relevant resilience measures that are more fit-for-purpose 
for end users and which can help establish impact monitoring to inform the management of 
interventions and policy by developing a set of measures:  
  

1) that could aid in choosing between investments in competing policies or interventions;  
2) that could help in better understanding the determinants of resilience to various threats in 

different situations, and  
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3) that could support making a political or advocacy case for investment in resilience.  
 
Therefore, this report develops an approach that can be used as one of the set of tools to be used in 
a decision support system based on the concept of resilience capacities which can be compared for CI 
assets across time and space to allow for both a dynamic (and spatial analysis if required). 
 
This technical report develops a conceptual system dynamics simulation model as analytical tool in 
the EU CIRCLE Resilience Framework for use in quantification of Critical Infrastructure Asset 
resilience.  
 

1. To develop a method to assess the level of resilience of Critical Infrastructure for natural 

hazards; 

2. To identify and understand the elements contributing to CI resilience; 

3. To enhance the capacity of CI assets and networks to cope and then to adapt with Climate 

Change impacts. 

 
To once again repeat from section 2, the definition of resilience in the context of critical infrastructure 
is given as the ability of a CI system to prevent, withstand, recover and adapt from the effects of 
climate hazards and climate change. Following this definition of CI resilience, the next section looks 
at a systems understanding of CI resilience and how it can be conceptualized within the EU CIRCLE 
framework forming the analytical basis for measuring and comparing capacities for CI resilience for a 
single asset, a network and the case of NoNs. 

 

3.2 Application of the systems approach to understanding CI resilience 

 

A system is defined as a άŀ ƎǊƻǳǇ ƻŦ ƛƴŘŜǇŜƴŘŜƴǘ ōǳǘ ƛƴǘŜǊǊŜƭŀǘŜŘ ŜƭŜƳŜƴǘǎ comprising a unified 
ǿƘƻƭŜέ ŀƴŘ άƛǎ ŀ ǎŜǘ ƻŦ ǇŀǊǘǎ ŎƻƻǊŘƛƴŀǘŜŘ ǘƻ ŀŎŎƻƳǇƭƛǎƘ ŀ ǎŜǘ ƻŦ Ǝƻŀƭǎέ (McManus, 2008). The definition 
of a CI system can be extended to include άŀƴȅ ƻǊƎŀƴƛȊŜŘ ŀǎǎŜƳōƭȅ ƻŦ ǊŜǎƻǳǊŎŜǎ ŀƴŘ ǇǊƻŎŜŘǳǊŜǎ ǳƴƛǘŜŘ 
and regulated by interaction or interdependence to accomplish a set of specific functions or a 
collection of personnel, equipment, and methods organized to ŀŎŎƻƳǇƭƛǎƘ ŀ ǎŜǘ ƻŦ ǎǇŜŎƛŦƛŎ ŦǳƴŎǘƛƻƴǎέ 
(Bouchon, 2006). For example, if applied to the electricity sector the definition can be specified as: 
άΧŀƴ ƛƴǘŜƎǊŀǘŜŘ ŎƻƳōƛƴŀǘƛƻƴ ƻŦ ƎŜƴŜǊŀǘƛƻƴΣ ǘǊŀƴǎƳƛǎǎƛƻƴ ŀƴŘ ŘƛǎǘǊƛōǳǘƛƻƴ ƻŦ ŜƭŜŎǘǊƛŎƛǘȅ ƻǊ ƴŀǘǳǊŀƭ Ǝŀǎ 
that may be used by a utility or a group of utilities through a power pool or an operator that manages 
services for more than one system (Bouchon, 2006)Φέ 

Building on this definition Bouchon (2006) uses the broader definition to include: ά! ǎŜǘ ƻŦ ŀŎǘƻǊǎ ƻǊ 
entities bound together by a set of rules and relationships into a unified ǿƘƻƭŜΦ ! ǎȅǎǘŜƳΩǎ ƘŜŀƭǘƘ ƛǎ 
dependent on the health of the whole pattern, which can sometimes be reflected (and thus measured) 
in the status of a key part of the system.έ  

In summary building on the broader definition above, D4.3 defines a system as an organized ensemble 
of sub-systems or components and of interacting processes, which is coherent enough to keep a 
relative degree of autonomy and performs a function or possesses a structure (Simonovic, 2011). 

Functional approach to systems resilience  

The systems approach relies on the analysis of what the whole system is, the environment in which it 
exists or operates, what its objectives are, and how it is supported by the activities of the parts. 
According to systems scientists there are two complementary ways of analysing a system (Simonovic, 
2011): 
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1- ¢ƘŜ ǎǘǊǳŎǘǳǊŀƭ ŀǇǇǊƻŀŎƘ ŀƴǎǿŜǊǎ ǘƘŜ ǉǳŜǎǘƛƻƴΥ άǿƘŀǘ ƛǎ ǘƘŜ ǎȅǎǘŜƳ ƳŀŘŜ ƻŦΚέ 

2- ¢ƘŜ ŦǳƴŎǘƛƻƴŀƭ ŀǇǇǊƻŀŎƘ ŀƴǎǿŜǊǎ ǘƘŜ ǉǳŜǎǘƛƻƴΥ άƘƻǿ ƛǎ ƛǘ ǿƻǊƪƛƴƎΚέ 

The structural analysis approach consists of identifying the boundary between the system and its 
environment and then recognising the elements (components, sub-systems or black boxes) of the 
system. Since systems are always embedded in larger systems, the concept of element does not refer 
here to a single component but is relative to the whole it is part of. These elements are themselves 
systems (and therefore sub-systems). The level of analysis, and then the boundaries must be defined 
as a function of the scope of the analysis, so that accurate boundaries of the system and subsystems 
can be identified. The most common boundary of systems used in analysis could be organizations but 
for CI systems might be individual assets, whole networks or even NoN, such as sectors. 

The functional analysis approach (Figure 6) is based on the analysis of the function of a system rather 
than the list of elements or components that make up the system. In this approach, the task is to first 
ƛŘŜƴǘƛŦȅ ǘƘŜ ǎȅǎǘŜƳΩǎ ƻōƧŜŎǘƛǾŜs: they refer to the goal and the services a given system has to fulfill or 
provide - here in our report we use the term system performance. The performances of the system 
can be measured, with respect to the required level of expected output or service and this can be 
defined with the owners or operators of the service on the supply side or users if considering demand 
side (Giles, 2016).  

Studies using functional approaches can also be called input-output approaches or efficiency 
approaches. These are generally used for identifying the trouble spots within a system especially 
places where there is waste and then proceed to remove the inefficiency ς more about this approach 
is covered in section 2.6.3 of D3.4 Pg. 37. The input-output approach counts on the principle that a 
system is an entity into which various types of resources are imputed and out of which comes an 
output in terms of a product or a service ς providing a benchmark to gauge system performance. For 
urban resilience, CI is a crucial system for the function of larger systems like communities and cities, 
so its system performance requires special emphasis. The system performance thus defined of each 
component and their contribution to the performance of the overall system can be used to assess the 
baseline working capacity of a CI asset, network or even a Network of Networks. 

 

Figure 6. Functional analysis approach (Giles, 2016) 

The EU CIRCLE CI resilience framework utilizes this understanding of functional analysis of a system to 
conceptualize and define the system performance of a CI asset, network or NoNs. The approach 
emphasises the need for understanding flows in the system particularly regarding the feedback and 
feed-forward flows in the system being considered. The functional analysis approach is also one of the 
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approaches used in D3.1 to build registries of assets. Figure 7 below demonstrates how the 
information collected can prove useful for analysis in the resilience framework. 
 

 

Figure 7. Schematic of the function-based approach to the identification of critical assets used in 
D3.1 

The resilience framework uses this approach to identification of CI assets to define a system 
performance curve as a proxy for the operations of the asset, network or NoN. The conceptual model 
then proposes to use these curves as functions which can then be impacted in different ways through 
the application of degradation curves or shock curves as covered in more detail in the subsequent 
sections below. The following section introduces the formal definition and how it integrates into our 
analysis. 
 
 

3.3 Formal definition of system performance of CI asset, network or NoN  

 
The conceptual basis for the definition of system performance here is taken from the literature that 
uses an approach developed over a decade of use by several researchers but was pioneered experts 
based at the Multidisciplinary Centre for Earthquake Engineering Research (MCEER) University of 
Buffalo (Bruneau et al., 2003, Bruneau and Reinhorn, 2007, Cimellaro et al., 2010). Bruneau et al. 
(2003), first proposed a quantitative metric for measuring the loss of resilience of a community to an 
earthquake and developed a framework for seismic resilience measures that could be used to 
compare resilience of structures over time and over communities. Subsequently,  Sheffi and Rice Jr. 
(2005) used this conceptualization to develop a qualitative disruption profile which could be used to 
look at impacts at the enterprise level indicating that it can be adapted for use in many similar 
applications requiring a functional approach to understanding a system as described above.  
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The MCEER resilience framework defined the impact of an earthquake event on a physical structure 
such as a building as a function of its system performance. For example, a hospital is a physical 
structure with a function and a shock such as an earthquake would affect both its physical structure 
and its function as a key part of the response infrastructure (Bruneau et al., 2003). The study 
conceptualized the resilience triangle, as shown in Figure 8 below, which could be used to represent 
the loss occurring from a disruption or disaster event regarding service delivery or system 
performance as a composite of both hard and soft systems within the structure. Hence in the diagram 
below, system performance can range from 0% to 100%, where 100% means no impact on service and 
0% means no service available (Bruneau et al., 2003, Bruneau and Reinhorn, 2007, Cimellaro et al., 
2010). Note also that we can depict the four elements of the EU CIRCLE definition of resilience within 
the diagram to depict how and where those elements interact. 
 
D3.4 (pg.89) also notes the use of this method in Bruneau and Reinhorn (2007), Cimellaro et al. (2010) 
and in Ganin et al. (2016), and how it successfully introduces the time element in the CI modelling 
process. D3.4 also describes it as being used by Bruneau and Reinhorn (2007) and Cimellaro et al. 
(2010) to indicate the period necessary to restore the functionality of a structure, and infrastructure 
system to a desired level that can operate or function the same, or close to, or better than the original 
one. The report also indicated the use of this method to determine resileince dynamics during extreme 
conditions where it was shown be used for both Asset and Network levels of the CI system ς see D3.4A: 
Holistic CI Climate Hazard Risk Assessment Framework pg. 89 for more details. 

 

Figure 8. Conceptual resilience triangle for EU CIRCLE definition adapted from Bruneau and Reinhorn 
(2007). 

Mathematically Bruneau et al. (2003) defined the term as follows: 

Ὑὒ ρππὗὸὨὸ 

Where RL was resilience loss, t0 was time at which the shock occurs, and t1 as the time at which the 
community returns to its pre-shock state. Q(t) is the quality of the community infrastructure which 
could represent a composite of several different types of performance measures. Q(t) can be then 
compared to the as-designed pre-shock infrastructure quality, denoted by 100. Hence in this 
conceptualization, larger RL values indicate a lower resilience and lower RL values indicate higher 
resilience. A number of researchers and scientists have commented on the general applicablity of this 
measure and how it can be extended to a number of applications (Sheffi and Rice Jr., 2005, Peck and 
Simonovic, 2013, Hosseini et al., 2016).  

Peck and Simonovic (2013) update the concept of the resilience triangle and adapt it in their research 
to indicate that the system performance (SP) of city functions (such as CI) and use it to determine CI 
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network level resilience and the NoN or sector level. This report will use the computational definition 
of system performance as used by Peck and Simonovic (2013). Peck and Simonovic (2013) represent 
typical system performance levels at the sector level within a city, using them to develop proxy 
indicators for five sectors - physical, health, economic, organizational and social (PHEOS) sectors that 
make up overall city resilience in their framework (Peck and Simonovic, 2013) which has been 
validated in a number of studies (Srivastav and Simonovic, 2014a, Srivastav and Simonovic, 2014b, 
Gotangco et al., 2016). These studies have used the framework to scale resilience assessments down 
to the individual units of the sectors that make up overall city resilience in a SD simulation feedback 
model ς see appendix 2 for an application in Resilsim (Irwin et al., 2016).  

 
The SP of these sectors can be represented under shock and recovery in three states as shown below 
in Figure 9. The three states represent a situation where the CI asset recovers completely to its initial 
pre-shock level; (ii) the system recovers to below the initial pre-shock level; and (iii) the system 
recovers and άōƻǳƴŎŜǎ ōŀŎƪ ōŜǘǘŜǊέ ǘƘŀƴ ǘƘŜ ƛƴƛǘƛŀƭ ǇǊŜ-shock level (Peck and Simonovic, 2013). These 
could be termed as the shock profile of a hazard or stress event, a shock or a disturbance to the overall 
function of the system as defined above. 
 
 

 

Figure 9. Shock profile: system performance measures after a hazard event or shock (Peck and 
Simonovic, 2013) 

 
The approach uses the concept of SP in developing a SD simulation model of City resilience and this 
research adapts that approach for application to CI resilience. The system performance shock profile 
provides researchers with a useful framework for understanding how a disruption can potentially 
affect the system performance of a system of a CI asset or Network as may be the case in the project 
case studies. Here in our conceptual model, resilience is considered as 1) the ability of the system to 
prevent or withstand shocks and negative impacts and therefore mitigate the deviation from the 
baseline SP; and 2) the ability of the system to quickly recover from any shocks, re-establish system 
functioning, and 3) ƛŦ ǇƻǎǎƛōƭŜΣ ŀŘŀǇǘ ŀƴŘ άōǳƛƭŘ ōŀŎƪ ōŜǘǘŜǊέ ŀƴŘ ƛƳǇǊƻǾŜ ƻƴ ǘƘŜ ōŀǎŜƭƛƴŜ {tΦ 
 
This conceptualization allows us to define loss of performance in terms of the resilience triangle and 
in mathematical terms as the area below the line. Calculating the changes in the area under the line 
allows us to measure the change in total loss due to a shock or disturbance and this can be linked to 
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the level of resilience in the system to withstand those shocks. This conceptual representation can 
help in understanding the chronology of events as well as the timing of response and mitigation or 
preventative measures that may be considered and can be used to engage with stakeholders in 
discussions on CI resilience. In the next section we look at how we can use this computation of system 
performance under shock in relation to the initial baseline resilience capacities of a CI asset, network 
or NoNs. 
 
The conceptual model in SD uses the quantitative inputs from the resilience capacities and the 
resilience assessment model and tool (RAMTs ς see section 3.5 below) and can allow for a comparison 
of the SP as affected by the shock or hazard with respect to an initial or baseline SP. This measure can 
be plotted over time at the pre-disaster, during and post-disaster stages as shown in section 3.3 above. 
This provides a means to track and compare system resilience under different conditions and scenarios 
which can be used to aid decision making among CI stakeholders.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3.4 The RAMTs measurement and CI Resilience framework  

 
This section looks at using the resilience assessment model and tools (RAMTs) developed in D4.5: 
Resilience indicators and capacities and how this combines with the resilience framework as proposed 
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here in D4.3. This section provides a summary of how the proposed conceptual framework for 
measuring resilience based on the capacities developed in the previous sections. Each step of the 
process is explained to justify the approach. 
 
The process is described in Figure 1. EU CIRCLE resilience framework with contributions from different 
WPs and deliverables.s, which includes an initial determination of the context of resilience assessment 
model and tools (RAMTs). This is then followed by the description of an indicators developed in D4.5 
which combine to form a resilience score from 10 (very high resilience) to 0 (very low resilience). 
 
For example: 
 
10  Very high resilience ς meets all standards and requirements for continued service operation 
 in the most difficult conditions 
 
7-9  High resilience ς acceptable performance in relation to capacities, some improvements can 
 be made 
 
4-6 Moderate resilience ς less than desirable performance and specific improvements should be 
 prioritised (based on D4.2) 
 
1 -3  Low resilience ς poor performance and specific improvements across all capacities required 
 urgently 
 
0  Very low resilience ς resilience practically not exist, improvements required urgently, 

without delay 
 
 
Note these are just for guidance the final categorization and description of these resilience 
capacities as indicators will be made in D4.5. 
 
 
The values of the Resilience Indexes represent variables based on which to evaluate the 
opportunities and make decisions on the necessary adaptations (D4.6 Adaptation model and D4.7 
Cost-effectiveness model) and ensure business continuity (D4.4 Business continuity model). 
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Figure 10. The Resilience Assessment Model and Tool (RAMT) and the calculation of resilience 
capacities as indicated in D4.1 and D4.5. Adapted from Hughes and Healy (2014). 

3.5 Resilience Assessment Model and Tools (RAMTs) 

The RAMTs has been developed on the basis of the ARCAA resilience capacities developed in the 
framework in sections 2.7-8 above. The only difference here is that they are first divided into the broad 
categories of Organizational Capacities (Anticipative and Adaptive) and Technical (Absorptive, 
Restorative and Coping). The resilience capacities are then specified into the distinct ARCAA categories 
of Absorptive, Restorative, Coping, Anticipative and Adaptive.  
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Each of these five capacities has been identified after an extensive review of the literature (D4.1) and 
for their specific application to CI. At this stage, it is important to draw attention to the contextual 
themes mentioned in section 2 above that can help indicate which set of RAMTs assessments to do 
and which set of questions to ask in the individual categories. These themes influence the context and 

approach of the RAMTs. These themes are as repeated in Table 7 below. 
 

Context/theme Discussion 

All Hazards/specific 
hazard approach 
 

The assessment can be undertaken in one of two ways: 
1 An all-hazards assessment ς based on an event due to any (unspecified) 
hazard/failure, which could be either known or unknown. The event could 
be regional, local, societal or distal. 
2 A hazard-specific assessment could be undertaken. This would involve 
identifying the relevant known hazard types and assessing the resilience 
to each. 

Scale of resilience 
assessment 
 

The framework will allow assessment at various scales: asset, network or 
NoN. The capacities measures in each case need to include additional 
indicators at each scale and the user can filter the questions accordingly 
(need to check with D4.5). Regional assessments could be aggregated to a 
national indicator for CIRP purposes (discuss with partners). The scale also 
depends on the event which could be regional, local, societal or distal ς 
see section 2.3 above. 
 

Shock event or stress 
event 
 

The framework will be able to evaluate both short-term shock events (e.g. 
earthquakes and floods) and longer-term stress events (e.g. climate 
change related). 
Stress events should be considered as part of a hazard-specific 
assessment (see above) and if required, a risk-assessment could be 
undertaken as well to understand likelihood and consequence of 
occurrence. 

Table 7. Contextual themes for resilience assessment model and tool. 
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3.6 Resilience Capacities and RAMTs 

 

The shock or hazard impact of a disaster on overall CI service delivery shows considerable differences 
around time and space and are the result of the interaction between the various CI assets, networks 
or sectors as the various components have different capacities to absorb, recover and adapt to these 
diverse types of hazards. These different capacities can be defined by a range of different resilience 
indicators as indicated in D4.1 called the AARCA resilience capacities (absorptive, anticipatory, 
restorative, coping and adaptive capacities). 
 
Properties of Resilience capacities 
 
As mentioned previously CI networks are a combination of physical and social systems containing 
elements that can be both hard and soft systems. Any CI asset has a limited capacity to prevent, 
withstand and recover from a hazard event based on several factors such as the size of the hazard 
event, the vulnerability of the asset and resilience capacity of the asset. In the simulation framework 
these hazard events will be termed as shocks that have an impact on the functional or system 
performance of the asset (or CI network depending on the unit of analysis). The shock will impact the 
system performance of the CI asset in part due to the type of hazard/shock, the size and duration of 
exposure to that hazard/shock and will be represented in the framework as a loss to system 
performance.  
 
The capacity of the CI asset to cope or deal with the shocks is called the resilience capacity of the 
system and is represented by the five AARCA capacities (absorptive, anticipatory, restorative, coping 
and adaptive capacities). The resilience capacity (RC) of the CI asset is the combined behaviour of the 
different components within the asset system that varies at different times both in and across 
temporal and spatial dimensions. It is important to note that RCs may change due to everyday 
processes and hence are dynamic in nature. These RCs are represented in the framework by using the 
five resilience capacities (AARCA) introduced in D4.1, further developed in D4.2 and, finally, specified 
in D4.5. The AARCA capacities are defined below as: 
 
Anticipatory capacity (╡ ):  is the ability of a system to anticipate and reduce the impact of climate 
variability and extremes through preparedness and planning. 
 
Absorptive capacity (╡ ): is the ability of a system to buffer, bear and endure the impacts of climate 
extremes in the short term and avoid collapse (death, debilitation and destruction of livelihoods. 
 
Restorative capacity (╡ ): is the ability of a system to be repaired easily and efficiently. 
 
Coping capacity (╡ ): is the ability of people, organizations and systems, using available skills and 
resources, to face and manage adverse conditions, emergencies or disasters. 
 
Adaptive capacity (╡ ): is the combination of assets, skills, technologies and confidence to make 
changes and adapt effectively to the challenges posed by long term trends, such as future climate 
change. 
 
The overall resilience capacity (RC) of a CI asset system (or network) can be represented as a function 
in both time and space. It can be mathematically denoted as a function of the five AARCA capacities 
as follows: 
 

Ὑὅὸȟί  ὪὙ ὸȟί      Ὦ ρȟςȟσȟτȟυ  
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where RC is the resilience capacity of the CI asset system (or network); f() is the mathematical function 
combining the effects of the five AARCAs as RΩǎΤ j is the index for each AARCA capacity; t represents 
the time period; and s represents the spatial location. Note that in this report the spatial component 
of the framework will not be elaborated on and will be considered in future work. The next section 
will cover the analytical framework for the CI asset resilience based on system performance and 
resilience capacities.  
 
 The Resilience Assessment Model and Tool (RAMTs) developed by UVG in D4.5 provide necessary 
resilience indicators to quantify these capacities RC as defined above and in section 3.4. D4.5 has 
developed RAMTs which defines a number of indicators for each of the individual five resilience 
capacities where each capacity generates a specific score for its category. The indicators cover a range 
of parameters which are mentioned here in brief only but are extensively covered in D4.5. These 
capacities are described in Table 8. Summary of resilience capacities with indicators below and relate 
to their definitions as explained earlier.  
 

Table 8. Summary of resilience capacities with indicators  

   

Category/Resilience Capacity Measurement indicators Description 
Technical  
Absorptive Capacity 2.1. System failure (integrity of 

the CI affected) 
2.2. Severity of failure (services 
of the CI affected) 
2.3. Vulnerability 
2.4. Resistance 
2.5. Robustness 
 

(╡ ): is the ability of a system 
to buffer, bear and endure the 
impacts of climate extremes in 
the short term and avoid 
collapse (death, debilitation 
and destruction of livelihoods. 
 

Restorative Capacity 4.1. Post-event damage 
assessment 
4.2. Recovery time 
4.3. Economics of restoration 

(╡ ): is the ability of a system 
to be repaired easily and 
efficiently 

Coping Capacity 3.1. Redundancy 
3.2. Resourcefulness 
3.3. Response 
3.4. Economics of response 
3.5. Interoperability with 
public sector 

(╡ ): is the ability of people, 
organizations and systems, 
using available skills and 
resources, to face and manage 
adverse conditions, 
emergencies or disasters. 

Organizational Capacity  
Anticipatory 1.1. Number of hazards 

1.2. Quality of the critical 
infrastructure 
1.3. Quality / extent of 
mitigating features 
1.4. Quality of disturbance 
planning / response 
1.5. Communication Systems / 
Information sharing 
1.6. Learnability / Training 

(╡ ):  is the ability of a system 
to anticipate and reduce the 
impact of climate variability 
and extremes through 
preparedness and planning 
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Adaptive 5.1. Substitutability 
5.2. Adaptability and flexibility 
5.3. Impact / consequences 
reducing availability 
5.4. Economics of adaptation 

(╡ ): is the combination of 
assets, skills, technologies and 
confidence to make changes 
and adapt effectively to the 
challenges posed by long term 
trends, such as future climate 
change. 
 

 
D4.5 has developed the detailed RAMTs spreadsheet which goes into the details and describes how 
the indicators can be measured and generates scores on a scale of 10 (very high resilience) to 1 (very 
low resilience). An individual capacity score is generated in RAMTs and shown below in Table 9. The 
resilience index is generated for adaptive capacity for this example. 
 

Table 9. Excel sheet example of the RAMTs tool (source D4.5) 

 
 
The overall resilience score generated by the RAMTs index is shown below from D4.5 where an 
example has been provided. The screen shows how cumulative score can be generated from 
combining each of the individual capacities to generate an overall resilience score.  
 

Table 10. Overall resilience score in RAMTs (source D4.5) 

 
 
The RAMTs also generates a web diagram showing the relative scores of the five resilience capacities. 
It provides a summary dashboard for users to view the various scores and also has the capacity to add 
weights to the scores to reflect the relative importance of each capacity for the asset, network or NoN.  
 
In summary, the approach to conducting a RAMTs assessment is as follows: 



Grant Agreement 653824                                  DISSEMINATION LEVEL                                                               Page 45 

 
1. Determine the context of the assessment: 
 a) all-hazards or specific hazards (including shock or stress event, rare events etc) 
 b) scale: asset/network/NoN or sector context 
 c) shock or stress event. 
 
2. Undertake the assessment using the questions relative to the context above and select scores for   
each. 
 
3. Apply weightings to the scores, as required. 
 
 This will generate resilience scores for categories, capacities and measures and a total score. As a 
stand-alone assessment, the RAMTs tool within this framework can be applied to generate a relative 
score that could be used to compare resilience across assets/networks or NoN/sectors. However, to 
provide additional rigour, other steps should be applied. 

3.7 Assigning weights to capacities 

 

The RAMTs tool in the framework consists of a range of questions across the capacities shown in Table 
8. Once the relevant questions have been answered, weights can be applied at any of the three 
hierarchal levels described in D4.2 Prioritization module such as the capacities, assets or protective 
measures as determined by the model, data or expert opinion. These weights should be a percentage 
value and must add to 100% across each set of indicators considered. 
 
The weights will allow the user to place importance to one capacity (or asset or protective measure 
as the case may be) over another. For example, one may determine that ΨŀƴǘƛŎƛǇŀǘƛǾŜ ŎŀǇŀŎƛǘȅΩ ƛǎ ƳƻǊŜ 
ƛƳǇƻǊǘŀƴǘ ǘƘŀƴ ΨŀŘŀǇǘƛǾŜΩ ŀƴŘ ŀǎ ǎǳŎƘΣ ǘƘŜ ǳǎŜǊ ǎƘƻǳƭŘ ŀƭƭƻŎŀǘŜ ŀ ƭŀǊƎŜǊ ǿŜƛƎƘǘ ǘƻ ǘƘŀǘ ŎŀǘŜƎƻǊȅΣ ƛΦŜΦ 
of 20%:20%:20%:30%:10%, to generate the correct score. It is important to note that the weights are 
subjective and will be based on user preference. In all instances, the individual scores for each 
question can be viewed and interrogated to determine reasons behind a specific principle or 
dimension score. 
 
D4.2 provides us with a validated methodology for developing these weights with regards to the 
different hierarchy levels of consideration within the model. As mentioned in section 1.4: 

 
In case (1), the elicitation of importance of resilience capacities, parameters and indicators, if 
assess only capacities, it is not needed to define criteria and indicators. The alternatives (which 
are in this case the resilience capacities) could be directly ranked for example by means of 
pairwise comparison.  
 
In case (2), the assessment of resilience of network assets, the criteria are the resilience capacities. 
These criteria are in turn composed of sub-ŎǊƛǘŜǊƛŀΣ ǿƘƛŎƘ ŀǊŜ ŎŀƭƭŜŘ άDŜƴŜǊƛŎ ǊŜǎƛƭƛŜƴŎŜ 
indiŎŀǘƻǊǎέ ǎŜŜ ǎŜŎǘƛƻƴ нΦс ƻŦ ǘƘƛǎ ǊŜǇƻǊǘ. The achievement of every network asset regarding each 
sub-criteria must be measured by an suitable indicator.  
 
In case (3), the comparison of protective measures, the criteria are the different alternatives like 
preventative measures or mitigation options that could be taken and the same hierarchy of 
indicators, sub-criteria or criteria can be applied.  
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These hierarchy levels described in D4.2, guide how expert feedback is incorporated in the conceptual 
model at the level of the AARCA resilience capacities, or at the level of the different components or 
assets in the model, and at the level of the different protective measures chosen. This will be further 
clarified in the section 3.9 when an application in the prototype is considered. 

3.8 The conceptual resilience framework in the model  

 

The analytical framework used in this research is based on the application of the definitions covered 
above and uses them to form a conceptual model based on combining the different layers outlined in 
section 2 previously. This section provides an explanation of how the layers in section 2 can be 
operationalized to be used in the conceptual model. The conceptual model uses system dynamics 
simulation approach and terminology to explain how resilience can be conceptualized as a quantity 
and measured as a composite of resilience capacities that determine the impact of a shock or hazard 
on the system performance of a CI asset. The framework also proposes to use this conceptual 
approach for analysis of CI networks and NoNs/sector level resilience as well. 

The conceptual model developed here can be used as an aid to the process of collecting the 
information and data required in the measurement of resilience capacities through the resilience 
assessment model and tool (RAMTs) developed in D4.5 and briefly detailed in the sections 3.4-6 above. 
This framework extends the D4.1 resilience framework to use the values generated from RAMTs to 
calculate overall CI asset resilience. The analytical framework then utilizes the results of the RAMTs by 
using the scores as inputs to SD simulation model. Simulating changes in RAMTs can be useful to 
understand how preventative measures (short run) and adaptation options (long run) can improve 
RAMTs scores and how that in turn can result in increased resilience for the asset to climate hazard 
events and climate change stresses.   

System Dynamics simulation approach relies on understanding complex inter-relationships existing 
between different elements within a system. This is achieved by developing a model that can simulate 
and quantify the behaviour of the system. Simulation of the model over time is considered essential 
to understand the dynamics of the system (Sterman, 2000b). Understanding of the system and its 
boundaries, identifying the key variables, representation of the physical processes or variables 
through mathematical relationships, mapping the structure of the model and simulating the model 
for understanding its behaviour are some of the major steps that are carried out in the development 
of a system dynamics simulation model (Sterman, 2006).  It is relevant to point out that the central 
building blocks of the principles of system dynamics approach are well suited for modelling any 
ǇƘȅǎƛŎŀƭ ǎȅǎǘŜƳΦ ¢ƘŜ ǇƻǿŜǊ ƻŦ ǎƛƳǳƭŀǘƛƻƴ ƛǎ ǘƘŜ ŜŀǎŜ ƻŦ ŎƻƴǎǘǊǳŎǘƛƴƎ άǿƘŀǘ ƛŦέ ǎŎŜƴŀǊƛƻǎ ŀƴŘ ǘŀŎƪƭƛƴƎ 
big, messy, real-world problems (Hovmand, 2014). In addition, general principles upon which the 
system dynamics simulation tools are developed apply equally to social, natural, and physical systems. 
Using these tools in disaster management allows enhancement of models by adding social, economic, 
and ecological sectors into the model structure (Simonovic, 2016). A number of SD simulation 
modelling examples in CI protection literature are provided at the end of this report in the appendix 
and can be considered as good examples of the use of the method in the field. 
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Figure 11. The analytical framework using a system dynamics simulation approach 

As shown in Figure 11 above, the analytical framework developed in this report can be used to support 
the decision support process by allowing stakeholders to compare alternative resilience strategies for 
system performance improvement. The analytical framework does this by using a system dynamics 
simulation modelling approach to look at CI asset behaviour under hazard conditions. Stakeholders 
can use the analytical framework to compare various preparedness and response plans, and 
performance of CI assets or networks under different types of hazard conditions. The results of the 
analysis can either be used for policy formulation or communication to other stakeholders for further 
action or advocacy.  

 

SD approaches are designed to capture the dynamic behaviour of a system as it changes over time 

and are particularly helpful in understanding phenomenon where a bidirectional relationship exists 

between components of a system or even across systems. These relationships are known as feedback 

mechanisms and can be shown diagrammatically in causal loop diagrams (Sterman, 2000b). These 

methods are also designed to understand non-linear relationships where disproportionate responses 

or feedback may exist in a system, for example where threshold limits or tipping points exist before 

large changes within a system (Maani and Cavana, 2007). Another aspect of social phenomenon that 

these methods can help in understanding are time-delayed effects in the feedback process where 

delays in the response may cause significantly different effects than expected if the feedback was 

simultaneous (Mabry et al., 2008, Mabry et al., 2010).  

According to EU CIRCLE objectives highlighted in section 1, by using a SD simulation approach in the 
framework developed here in D4.3 and in combination with the resilience assessment model and tools 
used for the quantification of the capacities developed in D4.5 Resilience indicators and the use of 
adaptation options and their impacts to be developed in D4.6: the Adaptation framework, the 
proposed approach could allow CI asset stakeholders to address the following questions as well: 

1) How measures (short and long term related to operational or strategic issues, respectively) 

make a network more resilient. 

2) How investing in these measures can reduce service loss when disruptive events occur. 

3) How these measures can minimize the time taken for a network to recover and, thus, 

minimize the total cumulative loss of services.  

 










































































































