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The main purpose of D4.3 is to present the final versifthe resilience framework focritical
infrastructure in the context of EQIRCLE and to develop/propose an analytical framework and a
conceptual model for critical infrastructure resilience to disaster impacts, in the short run, and climate
change, irthe long run. This deliverable is based on D4.1, which provides the scientific background
for the development of both the definition used in this report and the framework. D4.1 provided a
comprehensive review and synthesis of literature associated withstis resilience and critical
infrastructure. Additional deliverables like D1Report a1 Detailed Methodological FramewqiR31.:
Registrywith Cl assets anchterconnections D3.4A: Holistic Cl Climate Hazard Risk Assessment
Framework D4.2 EUCIRCLEeRIlience Prioritization Fdule, D4.5. Resiliencdndicators and D4.6:
Adaptation module along with others, have all contributed to the theoretical and methodological
underpinnings of the analytical framework detailed in this report.

As such, developmermf the framework was based on back and forth contributions from other work
packages and deliverables of the -EURLCE project. The framework has 4 layers based on the
contributions of the different WPs. These layers are both independent and interdepesdehtas;
Climatic hazards, including current and future climate change (WP2); critical infrastructure, their
networks and interdependencies (WP3); disaster risks and impacts (WP3); and capacity of critical
infrastructure (WP4) are the four layers that fothe EU CIRCLEsilience framework.

The objectivesf this technical report arg(i)to present a systems framewofér quantifying resilience
and to introduce anovel Cl resilience measure; (i» present the theory behind the resilience
capacities andndicators;and (iii) to introduce the conceptual SD simulation model at the Cltasse
level and develop an example.

By using this frameworkin combination withD4.5 Resilience indicators] @sset stakeholders,
operators and/or service providers can: (uantitatively compare different hazard response
strategiesfor the same Cl asset; (@i@mpare the system performance of different Cl assets to similar
hazard events; anii) support decision making.

The analytical resilience framework presented irs tleport addresses the following key questions:

1) How short term (or long term) choices in resilience capacities makes an asset or network more
resilient;

2) How these choices can minimize system performance loss when shocks occur;

3) How operational (short termand strategic (long term) choices can minimize the time taken
for an asset (or network) to recover and minimize the total loss of system performance

This report usesa system dynamicéSD)simulation modelling approach to better understand the
behaviour & complex infrastructure systems to natural hazards in the short run and climate change
impacts over the long run. SD simulation modelling was chosen in order to obsedyatdraicnature

of hazards and their impacts on system performance of Cl assetseandrks. The approach is suited

to capture the feedback between resilience capacities and the disaster impact througlatsm
modelling.
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1.1 Background

¢CKS 9! Qa OFLIOAGE G2 YIFIAYOUlIAY FTYR AYLNROS AYyTNI
infrastructure (Cl) services is increasingly important as it seegsotnote economic prosperity and

well-being within its membership particularly in the current economic environm&he European
Commission, in Directive 2008/114EC K & RSF¥AYSR /L | a aly aasSasz a
Member States which is esstial for the maintenance of vital societal functions, health, safety,

security, economic or social wdleing of people, and the disruption or destruction of which would

have a significant impact on a Member State as a result of the failure to maintase filanctions

(Council Directive, 200® ghese assets are now increasingiterconnected and form part of large

complex Cl networks. Hendg| interdependencies have become increasingly complexiiincllt to

understand and plan for. This complexigquires] Wa&aGSY 2F aeaidisSvyaQ | LILINE
and understand thenature of impact resulting in failure and cascading effects on to other related
infrastructures.

To minimise such impacts and reduce risk, it is vital to identify vulnerabilities and improve the
resilience capacitiesof critical infrastructures through aleloping Cl strategies. To address this
complex problem of CI resilience the EU CIRCLE Horizon 2020 project is devielolsinipr
implementation in to theCritical Infrastructure Resilience Platform (CJRR)ecision support system

for local governmerd, Cl service providers and operatoree main strategic objective of ELIRCLE

is to move towardsan A Y F N} a 4 NHzOG dzZNB ySidig2N) o6av GKFG A& N
prepared for the future changing climate.

&
Q)¢

EUCIRCLEas developed in this repba holistic resilience framewoyrkhe purpose of which is to
explain what constitutes resilience in the context of critical infrastructarel how it can be
operationalized orconceptualized to help CI stakeholders better understand their resilience for
effective decision makinghe EU resilience framework hasen delivered in two stages

- Stage 1: Initial Framework (Technical Repori12
- Stage 2: Final Framework (Operational framework supplemented by a report)

The finalreport, which isbasedon the foundationlaid in technical report D4.1: Initifllamework, is

for the purpose of establishing theperational/conceptual basisf the EU resilience frameworknd

to provide a step by step guide towards its implementation. Furthermore, it is based dedtieack

by consortium members on D4.1 and through other meetings, workshops and teleconference calls
across Work Packages (WP) which indicated a need for an approach that could be operationalized.

1.2 Purpose
Accordingly, the objectivef this reportis to develop an operational approach to thesilience
framework identified in D4.1 by;

i) preseningthe theory behind theesilienceframework,capacities and indicators;

i) presentinga systems apprachfor measuring resilience and introducing the link between
Clresilience capacities and indicatprs

iii) introducingthe conceptual SD simulation model at the CI asset level and develop an
exampleof a prototype model

A systems approach can aid researchers in better understanding hazard impacts, both on the Cl system
as well as society, through interactions across the physical, social and built environifemnts/stem

GrantAgreement53824 DISSEMINATION LEVEL 8 Page



approach to Cl resilience also seeks to address a growing need to better understand the costs of
disruptions and shocks to Cl systems across their cotripterdependencies. Understanding these
impacts are essential when responding to events, setting policies and determining protective
investments. According to EU CIRCLE objectives the proposed approach should address the following
guestions as well:

1) How neasures (short and long term related to operational or strategic issues, respectively)
make a network more resilient.

2) How investing in these measures can reduce service loss when disruptive events occur.

3) How these measures can minimize the time taken fomedwork to recover and, thus,
minimize the total cumulative loss of services.

1.3 Methodology

As indicated previously in D4.1, a numbestapswere followed in the development of the resilience
framework. The frst step was to define the term resiliencem the EUCIRCLE poimtf view. The

main approach used for this purpose was to analyse several existing definitions for resilience, most of
which have been gathered frothe EUCIRCLE taxonomy (D1.1). The key terms were identified within
each definition ad havebeencombined under four main classificatioite terminologies associated

with resilience and their interconnections were also reviewed.

Based orthis comprehensive review of definitions in D4He term resiliencédn the context of critical
infrastructure for EUCIRCLE has been definedttass ability of a Cl system to prevent, withstand,
recover and adapt from the effects of climate hazards and climate change

Thenext step, in D4.1yas to review existing resilience framewsrkhe main purpse was to analyse

the rationale and components of existing resilience models in order to identify the appropriate
components that can be used for the EIRCLE resilience framework. 16 different frameworks were
analysed and comparedyith the frameworks aalysed haing either a national, regional or
international focus. The factors influencing critical infrastructure wtmas identified. Both the
resilience framework analysis together with the factors influencing critical infrastructure helped to
developthe necessary components for the EIIRCLE resilience framewgpriesented in D4.1

Thisinitial framework waghen presented to potential stakeholdemst the EU CIRCLE Consolidated
Workshop in Milan,in order to obtain their feedback which was included 4.1 Subsequent
feedback from discussions with other WP leaders and meniessalso now been integrated in this
report, D4.3, as well as crucial contributions from the deliverables completed during this meriod
details of the links to these deliveralslean be found below in section 1.&hese comments and
feedback on the initial frameworks well as participating in the workshops held in Exeter, Cyprus and
Dubrovnikhave been incorporateto form the basis for an analytical framework using a systems
approach to better understand ClI resilience.

In summary:
1 ¢ Extensive literature review of resilience definitions and frameworks (D4.1

2- Development of hierarchy of levels for prioritization or rank{agsigning weights) teesilience
capacities, compognts or assets in a network, and the protective measures (D4.2)

2 ¢ Development of a systems framework (D4.3) and assessment tool (D4.5), which is practical and
feasible to implement

3 ¢ Combining to form a final resilience framework (D4.3) for implemeaiain case studies
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4 ¢ Incorporatingpartners, stakeholders angviewesfeedbacktomments into the final version

1.4 Links to other deliverables

This analytical approach has been developed with inputs from different work packages and
deliverables across # project.Figurel below indicates some of the key inputs that have contributed

to the development of this reporfThis reportincorporates these contributions particularly from the
following: D1.5 with regards to the methodologygeneraland the findingof D3.1,03.4, D4.2, D4.5

and D4.6 in order to complete this report on tfigal analytical framework for critical infrastructure
resilience.

. ~Layer 1
s

Famman oo
[ Sr——

!

N g e et

Disaster
Risks and
Impacts

Short-term Business Continuity

s [ Jien D e [ s i
Figurel. EU CIRCLE resilience framewaitk contributions from different WPs and deliverables.

By using this framework, in combination with D4.2 prioritization module and D4.5 Resilience
indicators, Cl asset stakeholders like Cl operators and service providers gaan{ifativelycompare
different hazardresponse strategies for the same CI asset; (ii) compare the system performance of
different Cl assett similar hazard events; ar(di) support decision making.

GrantAgreement653824 DISSEMINATION LEVEL 10 Page



For the purpose of prioritizing resilience across critical functions, assets and netidX&U CIRCLE
Prioritization module has provided a detailed methodology of ranking at three different levels within
the resilience framework:

1) Elicitation of relative importance oésilience capacitieparameters and indicators,

2) Assessment of remhce ofnetwork assetgor alternatively: network parts) and

3) Comparison gfrotective measures

This allows expert feedback to be incorporated into ¢baceptuaimodel through the application
of methods like Analytical Hierarchy Process (AHP),iMtiitibute Utility Theory (MAUT) and the
sensitivity analysis that can be conducted with simulation modelling apprqagérticularly

system dynamics simulation modelling. For more information on these approaches please see
D4.2EU CIRCLE Prioritizationdnle and for its application in this report see section. 3.8

options Module

End B Risk and resilience assessment AdEFIon
Resilience na-user with adaptation g 23
gy adaptation . ‘ p Decision Support

% Cost-effectiveness analysis

Figure 2. Adaptation module¢ the resilience framework provides a mechanism for comparing
adaptation optionsand will feed into a decision support tool, togethertlwicost effectiveness
analytical module.

Developing a simulation approach to modelling impacts from shocks like hazard events is increasingly
important for choosing the most effective strategy for investing in protective measures if a shock
happens. Althogh many preventative measures may look to be @f#tctive in certain conditions,
decision makers need tools to help them rank resilience options or choices to efficiently allocate
limited budgets. This has been clearly indicated in D1.5 and D4.6 Adeptatidule as an essential

tool in EU CIRCLE. Preventative measures to improve resilieGta@radiscussed in section3.

The resilience framework this report alsgorovides an outline of how business continuity can be
considered especially throughdtpreventative measures and adaptation options being considered in
the modelg again for an application in this repasee section 3.8or more details This will be further
developed in D4.7 Business continuity module @savides amore completeframework to consider

the different options required to increase/maintain resilience in the face of eveditilarly, the
resilience framework provides an outline of hoasts can be calculatédr the different preventative
options considered in the model aldugh a more complete review of how this will be done will be
done inD4.8Cost/Benefit modulevhich provides a framework to compare drcontrasta change in
resiliencecapacitieswith respect to thecosts of damages dhe costsof adaptation options.

1.5 Incorporating feedback

As mentioned above, there have besmanyopportunities throughout the project timeline where the
research team received crucial feedbamk D4.1from a number of sources including workshops,
conferences,seminars,project reviewmeetings, and telephone conference3his has resulted in
interactions at varying levelsith a number ofconsortium members, CI stakeholders, EU scientists
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and other relevant stakeholders. Where possible the feedback has been incorporated into D4.3 and
the reseach team are grateful for the contributions of alichparticipants.

Some of the questions raised during the feedbaokl being directhaddressed in D4.3 were those
raised by the reviewers ithe informative face to face meeting in Cyprus where theofelhg
guestions were discussed:

1) What is the meaning of elasticity with respect to resilience when it is seldom linear or elastic?

This has been answered in general when discussing the need to adopt a system approach to
understanding resilience and hazandpacts. By definition, a systems approach seeks to look

at complex situations and these are almost always-io@ar ¢ thisis explained further in the
sections on systems approaches and particularly in the section on system dynamics as one of
the approaclesresearchers have found to lveell suited to incorporate nosinearity and the
plasticity of resilience in its analysis.

2) The debate on whetheresilience has originated in mechanics oolegy?

Theimportant aspect of thiglebate isthat they both contrbuted to the multidimensional

YIGdNE 2F NBaAAfASYOS 6KSNBE 020K 26 I A0 & S K2 {:
0 | Cchpture essential components of the resilience definition (see dafimin section 2.1

and 3.1for more details)In generalthe word resilience of course goes back to its origin in

Latin and its first recorded use @arly 1600s to discuss properties of materials in medi¢v

scientific literature(Manyena, 2009

3) How to derive a unique resiliendeéS | & dzZNB T NE ¥ 8(SKHNE FWAzYISAs 2 NJ K

This tas been explained in section B5where the resilience assessmanbdel and tools are

used to derive a unigue resilience score that is then incorporated in the conceptual model.
Section 3 provides the ovalt explanation of how and from where this measure is generated
and how it can be used in a conceptual model for ClI resilience as well as for use in the
adaptation module later.
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2.1 EU CIRCldefinition of Clresilience

Over the last decade, resilience has been considered as the primary objective of hazard mitigation in
a number of disciplines dealing with disaster risk management and resg@ogpola, 201p The

term has evolved across a number of disciplinesiranffom applied mechanics to ecologyttoman
psychology¥Manyena, 2008 Regardless of the origin of the specific word, the literature has identified
particular components of resilience of interest to critical infrastruetprotection aD4.1 conducted

an exhaustive review of these definitions and reportedt the interpretation of resilience implies

four concepts, though the bowaries between them are blurred:

- PREVENTability to predict and resist the impactprepate for / anticipate / resist / prevent
/ preservation

- WITHSTANBability to sustain the damageabsorb / withstand / accommodate / robustness

- RECOVERIamage can occur but the system will be able to recaquerspond to / recover /
rapidity

- ADAPT modifications to systeng change / adapt / restoration / improvemeliitearn

In line with the analysis from D4.1 these definitions include elements such as the following: (i)
preventing the impacts from climatic hazards by minimising the exposure of critifralstructure to
hazards (ii) withstandng the impacts from climatic hazards and climate change by reducing the
magnitude and number of impactsiii) recoveing from the effects of climate hazards and climate
change; andiv) adapting through modificaion and improvements to the Cl system.

As suclour definition of resiliencewill includethe capacity of a system to prevent, withstgmdcover
andadaptfrom the effects of climate hazardsd climate changet KS NBaAf ASyO® FNI YS;
to measue the presentcapacityof Cl "to cope and bounce back frommogks"(Rogers et al., 2032in

other words,to assess if Cl resilience level is acceptable or not to face climate hazardfirmate

change context.

Critical Infrastructuresystems do not act alongsthey are interdependentn many other systemat
multiple levelsand aredeeply embeddedvithin social systems in communities in member countries
Therefore, a disruption in one system will creatascading impacts and consequendesthe
networked infragructure system This nature of interdependency of infrastructure demands a focus
also on the resilience of networks when defining critical infrastructure resilidhi@zious research

on infrastructure networkgMurray et al., 2007Zio and and Kroger, 200Burnquist and Vugrin, 2013
focused mainly on elenmts such as vulnerability, reliability and recovery. Vulnerability assessment
focused on identifying the network links whose failure would cause the most disruption in the
functioning of the network; reliabilitpased analyses typically focused on the @egto which a
network can withstand certain types of disruptions; and recovery analysis was about system recovery
in infrastructure networks following a disruptive event.

According toTurnquist and Vugrin (2013)ncreasing network resilience involves three related

capabilities providing absorptive capacity so that the network can withstand disruptions; providing
adaptivecapacity so that flows through the network can be accommodated via alternate paths; and
providing restorative capacity so that the recovery of the network from a disruptive event can be
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accomplished quickly and at minimum cost. It is clearly evident thase three capabilities
(withstand, recover and adapt) are also the essentiinents in defining resilienaeplease see D4.1
for an extended discussion and review.

2.2 Components of the resiliencéamework

The review of several existing resilience fraroekg in D4.1 indicatedthat hazards risks and
vulnerability should essentially be part of the resilience framework. The other component is the
capacity of the system to deal with the disaster in order to impritevgesilience. Tie Department for
International Developmen(DFID, 201)lframeworkfocues2 y (G KS WNBAAf ASy OS 2F 4|
T2 NJ ¢ KI G Qndihiz§ighlight2tlyedniportance of these componessswve intend to develop

the resilience framework for a particular system. As stighfocus of the proposed framework should

be specifically given for the resilience of critical infrastrucsresilience of what) for climate hazards
(resilience for what The frameworks on city resilienadl haveinfrastructure as one of their
components.Another observation noted within some of the framewarls the multidimensional
approach. The critical infrastructure system could involve more than one resilience parameter and
therefore the frameworlcould possibly take a muldimensional formTaking io accounthe nature

and incorporation of multidimensional components witliresilience frameworja layered approach

is chosenas it has the flexibility to modify each layer (each component) independently and yet the
collective output will be based othe interconnection between the layerarticularly asthe
framework is to be used within the Critical Infrastructure Resilience Platform (CIRP) urGERELE,

a layered system is easier to debug and modify as the changes might affect only limitedgofti

the code, anda programmer does not have to know the details of the other lay@&sldstein and
Bobrow, 1980. In summary the EU CIRCLEesilience framework will have muitiimensional
components, incorporating risks and capacities with the foaueritical infrastructure and climate
hazard. These layers and components are illustrate&igure3 below.

Climatic Hazard / Climate Change
(LAYER 1)

Cl, their networks & interdependencies
(LAYER 2)

Risks and Impacts
(LAYER 3)

Capacity of Critical Infrastructure
(LAYER 4)

i

ClI RESILIENCE

Figure3. The layered approach in EU CIRLCE resilience framework
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The EUCIRCLE resilienéamework will help to determine what constitutes resilienfog critical
infrastructure assets and network¥he framework has incorporated several components, which are
listed below. These components are further expanded insthigssequentections.

1. Redlience for whatg the disturbance which is Climatic Hazard (CH), including current and
future climate changéLayer 1)

2. Resilience of what the context which is Critical Infrastructure (Cl), their networks and
interdependencieglLayer 2)

Disaster risksrad impacts (Layer 3)
Capacities of critical infrastructure (Layer 4)

Asset properties associated with Critical Infrastructure and Climate Hagad8ibutes to
Layers 1, 2 and 3)

6. Resilience parameters (Contributes to Layemnd4)

These layers contrilte to development of a systems approatthCl resiliencas they consider the
different elements of each layer and how those elements have an impattteooverall Cl resilience.
These components are discussed in detail below.
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2.3 Resilence for what(Layer 1)

The climate hazards identified in this section are obtained frorCERRCLE D1.3: Report onEGRCLE
Strategic Context. To ensure consistency across the project this section will be derived from WP2
(Climatic Data capture and pregsing).

The framework will address resilience of critical infrastructorthe climate hazards listed beloand
how climate change will affect the frequency and severity of these hazards.

Climate drivers Climate hazard
Temperature Heat waves, coldmaps
Precipitation (rain / snowfall humidity Floods / costal flood
Winds Forest Fire
Cloud / fog Droughts

Earth movement caused by climate drivers s
Solar radiation as rain (landslide, erosion, avalanches, rock
soil subsidence, liquefaon, etc.)

Sea level rise Storms

Ice, frost, permafrost Add other hazard

Storm surges, waves

Lightning / thunderstorm

Ocean currents

Pressure

Tablel. List of climate drivers and hazards (adaptexn D4.])

Layer 1 cofributes to the framework by indicating the type, magnitude and duration of the
disturbance or shock to a Cl asset(s) or system due to a climate hazard event or climate change stress.
As shown above ifablel, there is a wide range climate drivers and hazard types that can affect a
given asset of Cl both in the long and short rdf@. a complete risk resilience assessment, Layer 1
provides the scientific basis for including hazard impact and stress data ontohthielayers such as

the asset registry mentioned in the next section. The analysis from this layer can be used to develop
the magnitude of the hazard event and then provide values for scenario analysis by the various
mechanism®utlined in D1.3 and coverad WP2. WPhdicates how climate data can be captured

and processed to produce the required climate scenarios and models that can indicate the levels of
disturbance or shock and WP3 looks at how CI assets and networks can get impacted by climate
hazardsand stresses.
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Table2 provides an example of how the risk framework developed in D3.4 uses climate data for
analysis and this ialso similarlyadopted here in the resilience framework to form the basis of the
simulation modelling approach chosen to operationalise the framework in D4.3 in section 3.

Table2. Climate data processing in the framework ofEIRCLE Risk model with worked examples

Example: Example:
Forest Fires Heat Waves
Collection of climate data from existing databases Temperature | Temperature
Collection from available databases climate historicall Rainfall Humidity
predicted or processed data, depending on the problen] Wind
solve, that are used to calculate the appropriate indices f{ Relative
certain period and placef interest. humidity
DatabasesECA&D, CORDEX, CMIP5, etc.
Models and ToolsGCM, RCM, ESD, etc.
Indicators Fire Weather | Temperature
Indicators measure the actual status of the environm( Index (FWI) Heat Index
before, during or after an everdand serve as a refereng Humidex
status or as a signal for environmental/climate change ¢
time (qualitative or quantitative). Indicators are referrif
directly to climate parameters related to the risks or
climate indices that give measure of a rigipearngor not.
Thresholds FWI > 150 HI >54¢C

Represent quantitative critical values derived from 1
examined scenario. So it is important to identify where th
is a likelihood of unsustainable trends of certain aadors
related to environmental issues that show threshg
phenomena. These thresholds may be related not only \
extreme phenomena (floods, fires, extreme weather even
but to mean climate values, standard deviation of a varia
etc., depending onhte assessed scenario.

at least 10 days

Return period / Probability of occurrence

Based on the threshold and the indicators that have b
specified, and also the processed data, we calculate
probability of occurrence of the riskcenario or its returr
period. A Return level with a return period of T = 1/p yeat
a high threshold x(p) whose probability of exceedance
(likelihood of rare events).

1:100yr
or p=0.01%

1:200yr

Classification
The levels of Likelihood are d&d by the internationally

Very LowgVery
rare

Very LowgVery
rare

accepted descriptive terms, classified into a set of | Low Low
categories. Medium Medium
High High
Very highVery | Very highVery
Likely Likely
Climate variables/ Secondary hazard model Fire Spreading | Temperature
Collection of climate variables per case study for furt| Model Humidity
processing or as input data in the secondary hazard m
(fire, flood model etc.)
Impact Fre-line Temperature
Input of above previous processed data for the impact mq intensity Humidity
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Fire
Temperature
Radiative force

As indicated above, Layer 1 is based on outputs from WP1 and WP2 especially where data from
climatic hazards and climate change can be converted to output that is usable in thesptb
analytical/simulation modelling framework in the next chapter 3.

For aresilience assessmerfas shown insubsequentsectiors ¢ see section3.5-7), Layer 1 data
provides the basis of using the scientific analysis of climate data in two wayspl)dtprovide the
climate hazard data that can be directly modelled into a separate hazard simulation model (using the
appropriate simulation method) and its impact on the Cl asset or network in consideration; or 2)
previous climatic analysis could provithe basis for developing scenarios that represent different
thresholdlevels of the hazard event based on inputs from meteorological sources, historical data or
hypothetical worse case scenarios.

It is important to realize that both approaches generatguts into the conceptual model of
understanding hazard impacts on Cl assets buffilsé approachof developing a hazard simulation
modelallows for feedback analysis dynamically as the hazard event progresses which may be useful
for certain types bassessmentsFor example, a system dynamics simulation model of flood water
level and essential Cl services can be developed based on historical data and stakeholder assessment
which has inputs from various climate souscguch as precipitation levelpstream snowfall melt,
surface water runoff from urban surfaces and other factors that influence river water level in the
system being modelled as showrFigured below. The model explores the underlying inputs into the

rise in rivedevel and can develop insights into how rising water levels can impact different Cl assets
in a city¢ in Figure4 below this is shown by the arrows towards failure states of multiple Cl assets
such as economic and physical assatthe bottom of the figure.

inital river
wasts
<« ol 3
uatraatad wasts e, freated water
flood level and u'zo g i
surfcs wastefn = A
e © T Tuntreated sewags
— / R
= ‘ il
additional surface
water waste 3 P
]
/
|'II g
] |1
) _ 5 water quality
| pe>— ainGll iver bottom | diszase spread fn
| \ intensity = /
l'u |'I
\ ! flood level
and deaths in
Bilurs state ™
(aconomic) 3
DALY thrazhold

Figure4. Example of using Layer 1 data to develojver water level diagram for flood simulation
(Simonovic, 2011
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When considering the longer term such as the impadiiafate change, different considerations need
to be taken with regardio the appropriate level ad time frames For instance, in the above example
climate change impacts might have an impact over the longamithe magnitude, duration or
frequency of the shock events which can be modelled at the same level indicatingaaldixtreme
scenariowvith greater frequency of the evembr the same model. For consideringnger term climate
change stress models, the model could be expanded or adapted to intledenpact of long run
issues such as risisgalevelsin coastal eeas heat waves angvater scarcityssueor excessive snow
melt and how those additional factors impaah the resiliencef a Cl asseClimate change stresses
such as higher temperature can result in other types of impacts such as greater use ofresaltyg

in heavier loads on power networks or other ancillary effdidts overheating of asset components
(due to loads or due to surrounding temperatucghis can be modelled at different scaldspending
on the stress or event being modelled

These models provida systemsunderstanding of the hazard event and can be used to link climate
hazards with impacts across different systems including the ClI and social sectors that are of interest
to EU CIRCLE. The simulation model can provide insighhage systems by capturing the feedback

that might exist between the hazd, the infrastructure and thessultant social processes that impact
society overal{Peckand Simonovic, 201&otangco et al., 2016

Alternatively, as developing hazard simulation models are time consuming and require model building
expertise, the entry point of climate analysis intwe resilience framework could be based on the
development of scenarios derived from meteorological analysis conducted by climate scientists,
historical data, expert opinion or standards/regulations where threshold levels of an asset could be
used. For exaple, in the same flooding case as above, scenarios could be gethévatgse in water

levels for 1m, 5m and B representing certain technical thresholds or based on probability of
occurrences such as 1 in 5jrl 100 and 1 in 1009ear flood maps estaished after conductive
extensive risk assessments as detailedable2 above

Analysis like those based on the processes outlined above, can generate proxy values which can be
used as model parameters of how a disturbanceslwck can be modelled on the service delivery or
performance of an asset. This allows us not to model the hazard but rather the impact of the hazard
on the functions of a system.

To help conceptualize Cl asset resilience for researchers/users at tia sthge of a resilience
assessment, the EU CIRCLE framework provides some guidelines to clearly specify which contextual
theme or approach they plan to take regarding the resilience of a Cl asset. The approach adopted will
depend on a number of factomich as the context, the unit of analysis, the scope and other factors
such as time and cost of analysis. These contextual themes will be discussed in some of the sections
below where required.

Each layer needs to contribute to the basic context and ichesection we have specified this
requirement as shown ifable3 below.

Contextual theme Discussion

Shock event or stresy The framework will be able to evaluate both shtetm shock events (g.
event earthquakes and floods) and longrm stress events (g. climate
change related).

Stress events should be considered as part of a heggaedific
assessment (see above) and if required, aaiskessment could be
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undertaken as well to understand likelihoodchoconsequence of

occurrence.
All Hazards/specific | The assessment can be undertaken in one of two ways:
hazard approach 1 An allhazards assessmeaqtbased on an event due to any (unspecifie

hazard/failure, which could be either known or unknowine eent could
be regional, local, societal or distal.

2 A hazarebpecific assessment could be undertaken. This would invol
identifying the relevant known hazard types and assessing the resilief
to each.

Table3. Context and approdcto conceptualizing resilience adapted frétnghes and Healy (2014)

After specifying which type of analysis is required, the users then have to consider the requirements
of the Cl resilience assessment and the hazard event or shock. For conductingyais &men an all

hazards perspective it is possible to use scenarios generated by the climate analysis used in Layer 1
and to focus on the impacts of the hazard on the asset service delivery or performance. The approach
of focusing on the operating perforance of the Cl asset or network is explained in detddllowing

sections 3.1Using theoperating system performance of the asset or network allows us to consider
the impact of a single hazard or multiple hazards as their impacts are converted micesess or
deterioration.

On the other hand, if a hazard specific approach is preferred than there is justification for the greater
time and effort required to model the hazard event for insight into the crucial feedback between the
hazard event and #h Cl systenDeveloping such models can provide invaluable insight into the hazard
event and it socigeconomic impact across sectors.

After indicating the approach, it is also useful to define the scope and size of climate hazard event or
climate changestress. This can be classified according to the type of the climatic event for example
using the following classificatiofldughes and Healy, 204

Regional Event: Such as significant physical damage to ClI, coupled with severe disruptions to other
lifeline services surcas electricity, water and telecommunications. Example: major earthquake or
flood.

Localised EveniThis is &l assespecific incident resulting in loss of life, severe disruption to normal
operations and reputation impacts. The intense focus of madid regulatory agencies requires the
organisation to focus on managing stakeholder perception as well as the physical response and
recovery from the event. Examples may be a collapse of a transport structure, or a hazardous spill
affecting the immediate Icality.

Societal eventSocietal events which may cause unexpected impacts or demagisgfor example

on the transport system. In this case, all physical infrastructuredrdaaet; however, thesystem is

unable to cope with demand. Examples may idetul) a surge in traffic demand due to a specific
event, or a major gathering of people, 2) growth in demand over time, 3) growth in public transport
demand due to, say, fuel price rises, 4) an illness pandemic (eg influenza or SARS), meaning operational
staff are unavailable.

Distal event:These couldmpact Cl operatorthrough key suppliers or interdependenciest based
in the same regionThis consequence scenario caentify the ways the Csystem and related
organisations may be affected througis networks of inteforganisational relationships. Examples
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may be the failure of a key dependent utility (power, telecommunications, water), failure of a key
supplier, or an international shortage of keysources.

Climate changstressimpacts can reduin multiplehazard events across the spectrum of those events
defined above; the can have an impact on the magnitude, duration and frequency of those £vent
may be necessary to include additional variables when considelimgte change impacts sxss
larger scale of networks and longer time frames.

As mentioned abovd,ayer Ican be incorporateihto the frameworkeither usinga simulation model
of a climate event or stresgirectly linked to the resilience model or through separateclimate
andysisthat generates threshold levels that could be used for setting scenandhis report, Layer
1 is conceptuallyincorporated into the analyticardmework in section 3.8vhere we considethe
impacts ofclimate events and stresses anthe conceptal resiliencemodel ¢ please sed-igurel3. In
section 3.8 it is incorporated intathe corceptual modelthrough proxy bythe hypothetical data
generated by the user either through drawing a damage curve directly into the aian or
entering numerical time series data into the application in table farsee Figurel7 for the user
interface. Note this input data could take the form of scenarios or threshold levels identified in a
separate climate argsis earlierand entered as scenarieg-igure 18 demonstrates a hypothetical
damage/shock curve of a long and prolonged event or stress

2.4 Resilience of what (Layer 2)

The Cl and assets provided in this section are obtained EOM@IRCLE D1.2: State of the art review
and Taxonomy. To ensure consister@@yoss the project this sectiomill be derived from D3.X
Registry of Cl assets amderconnections

D3.1 hasdentified and collated the assetd each Cl within the scopd the EU CIRCLE, for inclusion

in a registry. The information in the registry will then feed into the Climate Infrastructure Resilience
Platform (CIRP). For the purposes of the EU CIRCLE registry in D3.1 and here in this framework as well
we use the followng definitions:

Critical Infrastructure Asseis a physical lortived resource, item, or entity that is operated as a
system or network e.g. Airports, ports, coal powered plant, wastewater treatment plant, oil extraction
platform etc. Critical Infrastretures within the scope of ECIRCLE include the following:

- Energy infrastructure
- Information and Communication Technology (ICT) infrastructure
- Water infrastructure
- Transport infrastructure
- Chemical industry infrastructure
- Health Sector
- Public Sector in&structure
The registry will thus collect the assets of the Cl sectors identified above in two steps:

1. The critical services of each ClI sector will be identified, followed by subsequent identification
of the assets that are required to provide these caltiservices, and described exhaustively in
D 3.1. Once each asset has been identified, kbg interdependencies anather crucial
information such athe characteristics/attributes that describe the asset e.g. size of asset, age
of asset, materials of asg capacity of asset, etcwill be filled in directly by the
users/stakeholders through stakeholder engagement or as data into CIRP.

2. ldentification of damage functions for each asset. This will be done jointly with D3.3.
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Hence the framework will focus dhe resilience of critical infrastructure and their assets also taking
into account the interdependencies of their networks. The main sectors of critical infrastructure and
assets addressed by ELRICLE are set out below.

1 Energy production & distributiogystens
- Electric power generation & transmission
- Thermal power generation & transmission
- Qil plants
- Natural gas
- Renewable energy plants
- Underground mining and open pits
1 Chemical Industry
- Basic Chemical manufacturing facilities
- Petrochemical manufacturinfacilities
- Pharmaceutical manufacturing facilities
- Consumer product manufacturing facilities
- Agricultural manufacturing facilities
- Chemical storage and warehousing facilities
1 Water Systems
- Groundwater
- Surface water
- Sea water
- Drinking water
- Technical wadr (industry and maintenance)
- Water for agriculture (irrigation)
- Wastewater
- Storm water
- Dams
- Water works
i Transportation
- Road network
- Railway network
- Aviation
- Maritime
- Inland waterway transport (river transport)
- Space transport
1 ICT Networks
- TelecommunicBon network
-  SCADA
- Information Systems
1 Public Sector
- Civil ProtectiorEmergency responders
- Public Health Protection

Layer 2 contributes a number of crucial dimensions to the analysis of resilience at the asset, network
and NoNs level such as: the infragtture system environment, the types of interdependencies, the
coupling and response behaviour within the system, the characteristics of the infrastructure and,
finally, the state of operation of an infrastructure as specified in D3.4. These dimendmmsialto

better understand the CI system and systems of systems in place and are further explained in the table
below:
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Dimensions Definition Factors/variables WP/Deliverables

Infrastructure To characterizq - Scale (asset, network D3.1 Rgistryof assets
characteristics organization, causalit{ NoN)
and fnality, types of
interactions

Directly by C
- Infrastructure | operator/service
dynamics provider

- Operational factors | Mention in Indicators|

- Organizationa D4.5

considerations

State of operation ol It refers to the|- Normal operating
an infrastructure conditions under| conditions (from peak
which an| to off-peak conditions
infrastructure is
operating and exhibits
different behaviours

Directly by C
operator/service

- Times of severq provider

stress or disruptions

- Time when repair ang

. . UGV Indicators D4.5
restoration activities

are initiated
Types off Interdependencies - Physical D3.4 pg. 82
Interdependencies i<':;]r]1crolastwCtuIreresultant - Cyber Directly by C
. i . operator/service
topologies Geographic provider
-Logical

D3.1Registry of asset

Table4. Characterizing a system of interdependent&specified in D3.4 and adapted fr&timaldi
et al. (2001)

The framework differentiates the analysis at the initial stage by determining the scale of analysis
required¢ this could also be aligned to the type of events considered for analysis in the discussion
above but this might not always behe case The scale of resilience assessment needs to be
determined either at the asset, network or NoNs level. Once the level of assessment is determined
then the resilience assessmentodel andtools (see section 3:6) can be used to measure the
resilierce of the asset, network or NoNs. D4.5 provides a more in depth look at how the resilience
assessments can be done at the different levels.

Contextual theme Discussion

Scale of resilience | The framework will allow assaagnt at various scalessset, network or
assessment NoN The capacities measures in each case need to includacsd
indicators at each scaknd the user can filter the questions accordingly
(need to check with D4.5). Regional assessments could be aggregate
national indicator ér CIRP purposes (discuss with partnerie scale alsq
depends on the event which could be regional, local, societal or distal
seesection 23 above

Table5. Layer 2 contextual them of scale of analysis of ClI

Layer 2 provide the infrastructure characteristics as indicated by the CI registry developed in D3.1.
D3.1 provides the asset and network level information that can be used for conducting the required
resilience assessment indicated in the neg&ctions below. The othezharacteristics necessafgr

GrantAgreement53824 DISSEMINATION LEVEL 23 Page



analysis aréor examplestates of operation bthe Cl asset or networkhe types of interdependencies
between them(pg. 82, D3.4)coupling and response behaviour, failure states and othirsse are
covered in detail opg.34 of D3.4n section 2.6.1 ointerconnectednetworks andor clarity isshown
herein Figure5 below.

Type of Infrastructure
Failure g Characteristics
o

Coupling

and State of
Response Operation
Behavior jj @
o, o

H, WG

S:; Geﬂmp

) %@ Types of

Environment Interdependencies

Figure5. Dimensions for describing infrastructure interdependendfesm pg. 34 D3.4: HolistiCl
Climate Hazard Risk Assessment Framework).

Layer 2 is incorporated into the analytical framework by considering the characteristics of the asset or
asset properties as defined in D3.1: Asset Registry that help define the asset and is used to generate
the baseline resilience score in the resilience assessmen, flehse see section 3.6 for more detalils.
Additionally, for illustrating how layer 2 is integrated into the resilience framework and the conceptual
model please se€&igurel3in section 3.8~vhere Layer 2 isncorporated through a stock and flow
diagram.

2.5 Disaster risks and impacts (Layer 3)
¢tKS ONRIFRf& FOOSLIWISR RSTFAYAGAZ2Y 2F aNRalé Aa GKI
as the maximum) of two aspects: The first are the consequences of a hazard, the second is the
fA1StEAK22R 2F GKS 200dz2NNByOS® ! {kb%{ nocn RSTAYy
expressed qualitatively or quantitatively, being a loss, injury, disadvargagain (AS/NZS, 2009

CKSNBE YIeé 6S F NIry3aS 2F LRaarotS 2dziO2¥éad | 4420,
F& | aljdzr €t AGFGASBS RSAONARLIIAZY 2F LINBOlIOAfAGE 2NJ

Climate hazards, including the nature of uncertainty of current and future climate change, will increase
the disaster risks and impacts on critical infrastructure, especially when tieegxgosed to such
climatic conditions. As such, the level of vulnerability of critical infrastructure to climate hazards and
climate change will positively correlate with the level of risk of the climate hazard and its impact(s) on
critical infrastructure The level of risk and its impacts are also influenced by the various capacities of
critical infrastructure. Hence, in order to achieve resilience the risk level and the various capacity levels
must be maintained at an optimum level. Risks and impactd&as®ussed in detail in WP3, and in
particular deliverables 3.4 and 3.5.
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The EWCIRCLE process of risk management is discussed in detail irHDIg&sdc ClI Climate Hazard

Risk Assessment Framewavkich forms the basis of how the resilience framewoitktegrates the

risk process in Layer &for more details sed-igure32. Combined risk resilience framework he six

working steps of théNational Infrastructure Protection PIgDHS, 2018 identified in D3.4provide

the frame of reference for the ECIRCLE risk management framewiotk the resilience framework

in this report which hasbeenY 2 RA FASR I OO0O2NRAYy 3 (2 (KBefdloMidge SOG Qa
steps make up the EGIRCLE risk management process:

1. Establishment of CI (or regional) climate change resilience policy, or specific business orient
decision that will b addressed within the proposed framework

Identification, collection and processing of climate related data and secondary hazards
Identification of assets, systems, networks, and functions

Assessment and evaluation of risks

Selection and implementation gprotective programmes including adaptation options

o 0k~ wD

Measurement of effectiveness

D4.3 resilience framework interacts with D3.4 Risk framework by using stépaml 6 to complete

the analysis in layers 2 and 3 as specified in section 2 above. StepthaiSEmsequence based risk
approach for assessing and evaluating risks and is used in the conceptual model across to determine
a baseline scenario from which other changes can be compared usimgntlagpative, Restorative,
Coping, Absorbing and AdaptifdARCAYesilience capacitieand the CIl assets corresponding
resilience assessmentodel andtool scoresdiscussed in section 3.&tep 5 looks at how protective
programs and adaptation options can change AARCA resilience capacities by rdtdikejhood

of occurrence reducingthe impacts / consequencesansfering in full or partly the riskand/or to

avoid risk.These changes can resultdifferent scores after the RAdassessment and will differ from

the baseline scenario defined in the previostep. Step 6 look at the measurement of effectiveness

by comparing impacts on system performaraf different RAM scores as done through step$ 4y

adding either a cost benefit analysis or conducting an analysis of based on the desired outcome of a
decision criteria. These could be for example:

(i) The maximum resilience value (MRV): the level of system performance achievedhetmysical
characteristics of the disturbed system return to fhsturbance state (en@f simulation period).
According tahis criterion the higher value of MRV is preferred.

(i) Time to fastest recoveryalue (TFRVDf system performance: the time required by tlsgstem
under the impact of a disaster to reach the resilience value of one. Accorditigstariterion the
shartest time TFRYV is preferred.

(i) Lowest resilience value (LRV): the maximum loss of system performance duedisttineance
over the simulation period. According to this criterion the higher valueR¥ is preferred indicating
the smaller loss of syam performance

The disaster risk and impacts layer plays a crucial role in the risk assegspwads to generate the
coarrect resilience indicators (RAYifor the conceptual modeFigure13 in section 3.8 discuss how
Layer 33 incorporated into the conceptual model along with the other laykager 3 contributes to

both the asset properties side and the Cl impact side through the resilience parameters/indicators as
indicated in section 2.7 and 2.8 below.
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2.6 Capacities of Clical Infrastructure (Layer 4)

The capacitiesf critical infrastructure is one of the main ingredients for infrastructure resilience. An
improved capacity will reduce the risks and impacts. This section presents the different types of
capacities. At anyree point the critical infrastructure can either have one or a combination of more
than one type of capacity. The level of each type of capacity can vary even within a single critical
infrastructure against a particular type of hazard. For example, a naiheavork along the coast can
have a good level of anticipative capacity through an early wgraystem for a storm (leading to a
storm surge and coastal floodindjut might have a poor level of absorptive and coping capacity. In
such an instance, it caminimise the damages only by avoiding the disasters rather than facing it.
Therefore, it is crucial to determine the level of each type of capacity for an infrastructure in order to
understand its level of resilience against climatic hazarte differen types of capacities, called
AARCAare discussed below.

Anticipatory capacity is the ability of a system to anticipate and reduce the impact of climate
variability and extremes through preparedness and plan(Bahadur et al., 2005This is considered

as a proactive action before a foreseen event to avoid disturbance, either by avoiding or reducing
exposure or by minimising vulraility to specific hazarddellett and Peters, 20)4As such it has
close links to vulnerability, hazards and prevention.

Absorptive capacity is the ability of a system to buffer, bear and endure the impacts of climate
extremes in the short term and avoid collapse (death, ilitaltion and destruction of livelihoods)
(Wisner et al., 2004Folke et al., 201,Béné et al., 2012 This is the first line of defendBiringer et

al., 2013.

Coping capacity is the ability of people, organizations and systems, using available skills and
resources, to face and manage adverse conditions, emergencies or disd$iiSDR, 2009This is
similar to absorptive capacity. The absorptive is immediately after a disaster whereas coping can be
for a comparatively longer period.

Restorative capacityis the ability of a system to bepaired easily and efficientl{Biringer et al.,

2013. THs capacity is associated with recovery too. In the context of critical infrastructure, system
repair is the distinguishing feature of restorative capacity and it has been claimed as the final line of
defence that requires the greatest amounf effort. Biringer et al. (2013%tate that restorative
capacity is not usually used unless either the absorptive and adaptive capacities are not able maintain
an acceptable level of performance or the system is completely broken and unable to perform.

Adaptive capacity is the combination of assets, skills, t@ologies and confidence to make changes
and adapt effectively to the challenges posed by long term trends, such ag feiimate change
(UNISDR, 20090ne of the distingghing features of this capacity is the reorganisation and change of
standard operating procedures wheBaringer et al. (2013)laim this as the second line of defence.

All these different types of capacities discussed above are included within #H@&RCLE resilience
framework as depicted iRigurel at the beginning of this sectiofor how they are incorporated into
the resilience assessmemtodel andtool please seé&igurel.
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2.7 Asset properties associated wit@ritical Infrastructure and dimate Hazards (Layers
1,2,&23)

Theestablishmenbf athreshold level of risks and vulnerabilityr each critical infrastructure can be

achieved through couplingach asset against each type of climate hazahis determingon can be

based on the Critiddnfrastructure (Cl) capacitiesrhich were discussed in Secti@r and 3.4and

the Climatic Hazard (CH), both current and future, parametdrese Cl and CH parametéredinto

the EUCIRCLE resilience framewaskshavn inFigurel.

Some of the features that can be built within the resilience framewatk are discussed in the
sections aboveare summarised below

1 Gitical Infrastructureparametergasset properties
- Lifecycle
- Age of infrastruatre
- Locationof infrastructure
- State of maintenance
- Level of interdependencies

1 dimatic hazardparameters
- Frequency of the everthistorically)
- Magnitude of the event
- Anticipatedlevelof impact on ClI

- Future climate change projections (for X time pedadg. for the next 50 years and X regions

etc.) (WP2)
- Nature of uncertainties
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2.8 Resilience parameterf_ayer 3 and 4)

In order to put resilience into practice, we want to know what properties indicate resilience, how to
measure or assesbeir resilience, and how to manage for resilience. There are several dimensions to
resilience that need to be taken into consideration when trying to achieve a holistic approach for
infrastructure resilience. One of the components of-EIRCLE resilienéeamework will be the
resilience parameters that are related to critical infrastructures and their capacities

The EUCIRCLE resilience framework recegsfive types of generic resilience parameters. These
parameters correspondb the critical infrastruture capacitiesoutlined in section2.6 Capacities of
Critical Infrastructureaboveand are a wayf quantifying these capacities. Hse parameters are as
follows:

Anticipation
Absorption
Coping
Restoration and
Adaptation

aprwNE

Resilience indicatodsavebeen developed and further analyséa each parameter and each type of
critical infrastructure as a part @4.5Resilience Indicatord?ossible generiadicators are shown in
Table6 below. The list of generic indicators istritnal and will be changed in accordance with the
results of further research. These generic indicators will be further developed in a several levels, e.g.
specific indicators, sulmdicators, indicator variables, etc.

The resilience indicators can be djtetive, quantitative or binary according to the type of data they
utilize and may be absolute (e.g., speed of critical infrastructure failure) or relative (e.g., recovery/loss
ratio) (Prior, 2013.

Quantitative indicators (e.g. the average annual temperature, thealmer of projects developed in
response to a policy, or the number of bridges constructed) are often preferred for monitoring and
evaluation. Quantitative resilience indicators might be most appropriate for technical features of
infrastructure. Where quantative data is not available, and the issue is still considered important for
monitoring purposes, qualitative or binary indicators may be utilized.

Qualitative indicators provide narrative or summary information regarding an item of concern.
Qualitative indicators may be most appropriate when examining the quality of infrastructure
organisation, operation, maintenance or management, or when assessing users interactions with
infrastructure. Adaptation indicators, because they relate to processes, are ti@ly to be
gualitative than climate change or climate impact indicators.

Binary indicators have a yes/no answer. Several indicators appropriate for climate adaptation could
be binary, e.g. early warning systems in place (yes/no).

In principle, the straggy for measuring resilience is to quantify the difference between the ability of
a critical infrastructure to provide services prior to the occurrence of an event and the expected ability
of that infrastructure to perform after an eveliBruneau et al., 2003This discussed in further detsiil

in section 3 below.

Phillips and Tompkins (201défine good metricswith the following properties
Comprehensive,

Understandable,

Practical,

Non-redundant, and

Minimal.

N N NDHN NN
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The above create defensible, transparent and repeatable meatridshave been used as guidelines to
developing these indicators in D4.5

Table6. Generic resilience indicatodeveloped in D4.5

Resilience
parameters

Generic resience indicators

Anticipation

No o k~owbdhPRE

Probability of failure

Quiality of infrastructure

Pre-event functionality of the infrastructure
Quiality/extent of mitigating features

Quiality of disturbance planning/response

Quality of crisis communication/information shagin
Learnability

Absorption

Systems failure (Unavailability of assets)
Severity of failure

Just in time delivery Reliability
Postevent functionality

Resistance

Robustness

Coping

ohrONEIOORMLDNE

Withstanding
Redundancy
Resourcefulness
Response

Economic sustainability
Interoperability

Restoration

NP

Postevent damage assessment
Recovery time pos¢vent

Recovery/loss ratio

Cost of reinstating functionality postvent

Adaptation

PN

Substitutability (replacement of service)
Adaptability / flexibility

Impact reducing availaliy
Consequences reducing availability
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31 ylrftaagaodort CNIYSs2N]
3.1 Introduction

This section presents a conceptualization of the resilience framework as defined and detailed in D4.1
and the sections above. D4.3 proposes to use a simulation modelling apgoobetter understand

the behaviour of complex infrastructure systems to natural hazards in the short run and climate
change impacts over the long run. System dynamics (SD) simulation modelling is proposed as an
approach to Cl resilience modelling as ipteees the complexity of hazard events and climate stress
and their impacts on Cl assets and networks. The approach is suited to capture the feedback between
the layers detailed in the previous section and uses the resilience capacities intrddugston 2.8

above and proposes a proxy for disaster impact through simulation modelling of CI system
performance. This section will introduce the theory behind the conceptual model and define the
capacities and their respective resilience indicators as devdlap®4.5 and how they can be used to
conceptualize Cl resilience at the asset, network and NoN levels. The proposed approach forms the
foundation on which the D4.1 initial resilience framework will be operationalized. The computational
definitions denotechere in this section are based on some of the literature covered previously in D3.1,
D3.4, D4.1, D4.5 and DA4.6.

TheClresilience frameworkonceptualizes Césilience as a dynamic behaviour afystemover time
which can be usedor the comparison ofvarious alternate strategies for systeperformance
improvement and supportlecision making processasthin those stakeholder organizations tasked
with operating Cl assets and networkfie methodology developed in this report can lmpiemented
by variaus Cl stakeholders such as asset operators, service providers and othefppivilie sector
organizationsto quantify and compare different hazardesponse strategies. The conceptual
framework develops a model that can be used by these stakehdldemnpare the performance of
a Cl assatinderdifferent hazard conditions (for example, companisof the performance of power
generationunit underhazard conditions like a floatbmpared with the impact from a forest firer

to compare different Cl assewsider similar hazard conditions (for exple, a flood impacting a power
generation unit and its distribution network afsets)

Therefore, this section then develops a generic system dynamics simulation model as an analytical
tool in the EU CIRCLE Resce Framework that can be used as a b&migjuantification of critical
infrastructure asset resilience by: (i) introducing the analytical Cl Resilience framework as a method
of quantifying/conceptualizing hazard impact (i.e. in terms of shock tmpmdnce); (ii) definingoth

the hazard and resilience as dynamic (i.e. changing over {{ingproposing an analytical framework

for integrating the layered approach and the resilience capacitiesh{eeAARCResiliencecapacities);

and (iv) presenhg a conceptual framework for integration of impacts on a Cl asset, a network of ClI
assets or a network of networks.

Deterministic vs Probabilistic approaches

As indicated in Part A section 1.4 above, the preference among consortium members was for a
modelling approach that combines the strengths of the consortium, the availability of data sources
(and willingness to share access) with the requirements of stakeholders hence the need for using an
integrated approach. After considerable consideration thetedministic approach to modelling
hazard impacts was decided upon and the conceptual framework developbds section seeks to
continue in that direction. A deterministic approach is differentiated from a probabilistic one on the
basis of not includingincertainty in the analysis. Probabilistic methods consider the stochasticity
involved with the behaviour in the system. These methods try to overcome the issue of lack of
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producing a large number of simulated events through climate modelling and other meteorological
analysiqHosseini et al., 2016

Deterministic methods, on the other hand, begin the analysis with the probability of an event as a
given and finite. This approach typically models scenarios, where the input values are known and the
outcomeis observed. They can be used effectively in combination and are not necessarily mutually
exclusive. For example, probabilistic modelling (i.e. running multiple scenarios at different
probabilities of occurrence) can be used to generate a range of datestici scenarios that can be

used to developed a number of scenarios that might incl{@eCD, 2032

1 Worst-casee.g. the maximum losses
1 Bestcasee.g. the losses that can be absorbed
1 Most "likely" e.g. the losses that are most likely to occur

Although, there are pros and cons of using both approaches, for the EU CIRGLIRRnthembers

felt a deterministic approach would best suit the analysis of CI resilience as it suited the inputs
generated from the contributing work packages as detailed above in the layered approach. The
feedback from partners also highlighted its wvala generating comparative scenarios for disaster risk
reduction and resilience building which suitédii I { S K BeédR S\NDUh there are some of
limitations of the approach such as it does not consider the full range of possible outcomes, and does
not quantify the likelihood of each of these outcomes this may be, to certain extent, addressed with
the adoption of the appropriate sintation modelling methodOuyang, 201%

BothOuyang (2014and (Hosseini et al., 20)&ave reviewed thalifferent methodologies that could

be adopted for understanding the impact of climate hazard events and climate change stressks
From these approacheBrancis and Bekera (2014ave strongly advocated a quantitative approach
to developing resilience metrics ah can aid in decision making. D4.3 uses this approach to
guantification of redience, as developed in detail in D4.5, to determihe effect of preventative
measures and adaptation options onr€silience with respect to hazaasVents anctlimatestresses.
This report seeks to provide the framework for integrating these metrics developed in D4.5 into the
resilience framework developed in D4Although there are a large number of resilience frameworks
as indicated in the extensive review in D4rlhe literature the majority of these frameworks are
gualitative in naturgTwigg, 2009Tyler et al., 2014 Bhamra (2015has noted that among those few
guantitative approaches proposed in the literature even fewer hdeen validated through
applicatiors in relevantcase studiesndicating a need for developing quantitative tools that can be
applied in case contex{8hamra, 201p

Despite this difficulty a number of wethown studies lik®runeau and Reinhorn (20QQutter et al.

(2010) and Irwin et al. (2016have proposed conceptual frameworks for measgrresilience that

have been applied in case studies but these have largely used a static indicator that is a single value
calculated over the duration of the disast@Beccari, 2016Simonovic, 2016 Beccari (2016)in his
extensive review of resiliendeameworks andndicators, has drawn attention to two key limitations

of these frameworks: (1) that they have a low use of direct measures of disaster resilience and largely
depend on indirect measures, and (2) the low use of sensitivity and uncertainty analysis in their results
limiting the explanatory power of these toqBeccari, 2016

The muli-layer approach proposed in D4.1 and expanded in this report, D4.3, seek to address some
of these criticisms by closely integratitinge four layers which includmanydirect measures of disaster
resilience in terms oflata from climate modelled scenaripslamage curvesasset propertiestisk
assessment tools and the capacity scores. The use of system dynamics and a systems &pproach
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guantifying resiliencaddresses the second point of using simulation modelling to test sensitivity and
uncertainty analgis through stakeholder involvement throughout the stages of the resilience
assessment process and to determine the validity and reliability of these tools. Therefore, the
resilience frameworlproposed herean ke used as the basis fatool in thedecison support system

like CIRP that innovatively uses the midiiered approach teaompute resilience capacities which can

be comparel across temporal and spatial dimensions.

As mentioned earliem number of modelling approaches in the literature offerwaqtitative means

to assess resiliencand from thesehe systens approach has been identified as an appropriate tool

for the quantification of Cl resilience as well as integration into the output of other deliverables and
work packages in the EU CIRCidiept. The use of system dynamics simulation modelling allows for
the integration of the quantification of resilience (as developed in D4.5) with the #aykirs as
explained in this reporiThis report proposes using a conceptual system dyna@@tgmodel of a ClI

asset system, measuring its resilience capacities and then comparing its system performance to the
impact of a hazard event. The model uses system performance as a proxy for the whole structure of
the CIl asset or the networlSystem dynamics kabeen used in a number of key studies in ClI
protection, particularly used inonsidering interconnectedness between Cl assets and netw&Rs
simulation modellindhas been used in large sc&ésector level analysis like in the CIP/DSS project,

as asmaller module forasset network analysis ia DSS like the HAZWN®, both used by the
department of Homeland Security (DHS) in the United Si@tés et al., 20070uyang, 2014 In the

EU, he CRISADMIN project has used SD mettwmdsfine and understand how impacts can cascade
across different Cl networlk@rmenia et al., 2014 Another project within the EU that uses SD for
assessing Cl resilience is the Smart Mature Resilience (SMR) pvbjeb looks at developing a
resilience maturity model of a city across different resilience metfidar(@ania and G., 2017

In Canada, researchers haglevelopedResilSIMan innovative SD simulation modelling tdot an
online DS$at integrates a dynamic quantitative resilience measure into the SD simulation modelling
framework of cascading ingets thus developing a unique novel method of measuring resilience and
the impacts of hazards across Cl networks in urban areas in one function@itoohovic, 2016 The
ResilSIM interface allows usersdonsider preventative measures and adaptation options and can
input those directly into the simulation model as parameters allowing for a comparison of different
measures over tim@rwin et al., 201% The value of modelling cascading impacts across Cl networks
using SD has been validated inmerous published reports and documentfor a brief summary of
these applications see the appendix at the end of this report.

TheSD simulation modelling approadkveloped in this reportitilizes asimilarsystems approaclas

in the research mentioreabove to understanding Cl asset performance and hence looks at system
behaviour overall to assess impacts. These measures determine resilience of a system by comparing
before and after a hazard event or shock without concentrating on the need to matieisgvely the

system specific characteristics (unless those are necessary for the analyisisgport uses resilience
capacities (as developed in D4.1) to conduct a resilience assessment of Cl assets (as developed in D4.5)
and then use the metric devagbed to aid decision making.

Building on emergency planning experienteyine (2014) has identified the following criteria to
provide a sound basis for developing poliejevant resilience measures that are moreffit-purpose

for end users and whichaa help establish impact monitoring to inform the management of
interventions and policy by developing a set of measures:

1) that could aid in choosing between investments in competing policies or interventions;
2) that could help irbetter understanding thaleterminants of resilience to various threats in
different situations, and
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3) that could suppormaking a political or advocacy case for investment in resilience.

Therefore, this report develops an approach that can be used as one of the set of toelsised in
a decision support system based on the concept of resilience capacities which can be compared for CI
assets across time and space to allow for both a dynamic (and spatial analysis if required)

This technical report develops a conceptual systlymamics simulation model as analytical tool in
the EU CIRCLE Resilience Framework for use in quantification of Critical Infrastructure Asset
resilience.

1. To develop anethodto assess the level of resilience of Critical Infrastructuren&tural
hazards

2. To identify and understand the elemertsntributing to ClI resilience;

3. To enhance the capacity of Cl assets and networks to cope and then to adapt with Climate
Change impacts.

To once again repeéitom section 2 the definition of resilience in the coext of critical infrastructure

is given as thability of a Cl system to prevent, withstand, recover and adapt from the effects of
climate hazards and climate changEollowing this definition of CI resilience, the next section looks

at a systems understaing of ClI resilience and how it can be conceptualized within the EU CIRCLE
framework forming the analytical basis for measuring and comparing capacities for ClI resilience for a
single asset, a network and the case of NoNs.

3.2 Application of the systems apach to understanding ClI resilience

A system is defined as@l 3INB dzLJ 2F A Y RSLISY RS yeamprisidgia uhifigdi S NNBS |
gK2tS¢ YR aAa | aSid 27 LI IME3hENBOR The defikoni 2 | OO
of a Cl system can be extended toincldde y & 2 NHI yAT SR aaSvyofteée 2F NBaz
and regulated by interaction or interdependence to accomplish a set of specific functions or a
collection of personnel, equipment, and methods organized 002 YLJX A 4K | &aSid 27F &L
(Bouchon, 2006 For exampleif applied to the electricity sector the definition can be specified as:

GXFYy AYGSaANIGSR O2Yo0AylF A2y 2F 3ISYSNI GA2y> GNI Y3
that may be used by a utility or a group of utilities through a power pooharerator that manages

services for more than one systg@ouchon, 200)®P €

Building on this definitioBouchon (2006)sesthe broader definition to included ! aSdG 2F | OG 2
entities bound together by a set of rules and relationships into aungigd2 t S® | ae&adsSyQa
dependent on the health of the whole pattern, which can sometileseflected (and thus measured)

in the status of a key part of the systam

In summanbuilding on the broader definition aboy®4.3 defines a systeasan organzed ensemble
of subsystems orcomponents and of interacting processes, which is coherent enough toakeep
relativedegreeof autonomyand performs a function or possesses a struc{Bmmonovic, 2011

Functional approach to systems resilience

The systems approach relies on the analysis of what the whole system is, the environment in which it
exists or operates, what its objectives are, and how it is supported by thetediof the parts.
According to systems scientists there are two complementary ways of analysing a égstemovic,

201D):
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The structural analysisapproach consists of identifying the boundary between the system and its
environment and then recognising the elements (components;stdbems or black boxes) of the
system. Since systems are always embedded in larger systems, the concept of element defs not
here to a single component but is relative to the whole it is part of. These elements are themselves
systems (and therefore sutystems). The level of analysis, and then the boundaries must be defined
as a function of the scope of the analysis, sat hccurate boundaries @he system and subsystems
canbe identified. The most common boundary of systems used in analysis could be organizations but
for Cl systems might be individual assets, whole networlkeen NoN, such as sectors.

Thefunctional aralysisapproach(Figure6) is based on the analysi$ the function of a system rather
thanthe list ofelements orcomponentghat make up the system. In this approach, task is tdfirst
ARSY(GATe (KS siheydestytieigoaPandtit Sdiviced 8 given systes to fulfillor
provide- here in our report we use the term system performance. phdormances of the system

can be measured, withespect to the required level of expected output or service and this loe
defined with the owners or operators of the service on the supply side or users if considering demand
side(Giles, 201k

Studies using functional approachesin also be called input-output approachesor efficiency
approaches. These are generally usediftemtifying the trouble spots within a system especially
placeswhere there is waste and then proceed to remove thefficiency¢ more about this approach

is covered in section 2.6.3 of D3.4 Pg. 37. The ioptput approach courg onthe principle thata
system is an entitynto which varioustypes of resourcesre imputedand out of which comean
output in termsof a product or a service providing a benchmark to gauge system performance. For
urban resilience, Cl is a crucial system for the function of larger systenteffikaunities and cities

so its system performance requires special emphdsis. system performandhus defined of each
component and their contribution to the performance of the overall system can be used to assess the
baseline working capacity of a Cl assettwork or even a Network of Networks.

— Context
Objectives "
= Feedback Processes - Feedforward
Inputs S —

Figure6. Functional analysis approa¢Biles, 201%

The EU CIRCLE ClI resilience framework utilizes this understanding of functional analysis of a system to
conceptualize and define the system performance of a Cl assétjork or NoNs. The approach
emphasises the need for understanding flows in the system particuleglyrding the feedback and
feed-forward flows in the system being considerdthe functional analysis approach is also one of the
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approaches used in D3.Db tbuild registries of assetdrigure 7 below demonstrates how the
information cdlected can prove useful f@analysis in the resilience framework.

Operational Objectives of Cl
e.g. for a municipal water company it is the provision of
clean and safe drinking water to its customers

!

Identification of the functions that will allow the Cl to
meet its operational objectives
e.g. for a municipal water company the functions that
will enable it to carry out its operational objectives
include water abstraction, conveyance, storage,
treatment, distribution and monitoring of water

quality.

!

Identification of the assets that are critical for the
functions that will allow the Cl to meet its operational
objectives
e.g. for a municipal water company critical assets may
include water pumps, water treatment plants, mains
trunks, water pipes, telemetry etc.

Figure7. Schematic of the functichased approach to the identification of critical assetsed in
D3.1

The resilience framework uses this approach to identification of Cl assets to define a system
performance curve as a proxy for the operations of the asset, network or NoN. The concepteal mod
then proposes to use these curves as functions which can then be impacted in different ways through
the application of degradation curves or shock curves as covered in more detail sntikequent
sections belowThe following section introduces therfoal definition and how it integrates into our
analysis.

3.3 Formal definition of system performance of Cl asset, network or NoN

The conceptual basis for the definition of system performance here is taken from the literature that
uses an approach developeder a decade of use by several researchers but was pioneered experts
based at the Multidisciplinary Centre for EarthgegaEngineering Research (MCEHRiyersity of
Buffalo (Bruneau et al., 20038runeau and Reinhorn, 200Zimellaro et al., 200)0Bruneau et al.
(2003) first proposed a quantitative metric for measuring the la$sesilience of a community to an
earthquake anddeveloped aframework for seismic mglience measures that could be used to
compare resilience of structures over time and over communitegsequently,Sheffi and Rice Jr.
(2005)used this conceptualization to develop a qualitative disruption profile which could be used to
look at impacts at the enterprise leveidicating that it can be adapted for use in many similar
applications requiring a functional approach to understandingsiesn as described above.

GrantAgreement53824 DISSEMINATION LEVEL 35 Page



The MCEER resilienframeworkdefined the impacbf an earthquake event on a physical structure
such as a building as a function of $igstem performanceFor example, a hospital is a physical
structure with a function and aheck such as an earthquake would affect both its physical structure
and its function as a key part of the response infrastruct(Beuneau et al., 2003 The study
conceptualized the resilience triangkes shownn Figure8 below, which could be usedo represent
the loss occurring from a disruption or disaster evemparding service delivery or system
performanceas a composite of both hard and soft systems within the structdemce in the diagram
below, ystemperformance can range from 0% to 10@¥here 100% means no impaat gervice and
0% means no service availalfBruneau et al., 20038runeau and &nhorn, 2007 Cimellaro et al.,
2010. Note also that we can depict the four elements of tad CIRCldgfinition of resilience within
the diagram to depict how and where those elements interact.

D3.4 (pg.89) also notes the use of this metho@runeau and Reinhorn (20QDimellaro et al. (2010)
and in Ganin et al. (2016and how itsuccessfully introduces the time element in the Cl modelling
process. D3.4lsodescribes it as ding used byBruneau and Reinhorn (200@hd Cimellaro et al.
(2010)to indicate the period necessary to restore the functionality of a structure, and infrastructure
system to a desired level that can operate or function the same, oe ¢yor better than the original
one.The report alsindicated the use of this method to determinesileincedynamics during extreme
conditions where it was shown be used for béthset andNetwork levels of the Cl systeniseeD3.4A:
Holistic CI ClimatHazard Risk Assessment Framevpark89for more details

Adapt f

Prevent

100

Resilience Loss
Withstand

w
(=]
|

infrastructure (%)

Quality of

Recover

> time
ty t,

Figure8. Conceptual resilience trianghor EU CIRCLE definitiadapted fromBruneau and Reinhorn
(2007)

MathematicallyBruneau et al. (2003) defined the term as follows:
YO pTTTD 6'Q06

Where RL was reidhce loss, tO was time at which the shock occurs, and t1 as the time at which the
community returns to its preshock state. Q(t) is the quality of the community infrastructure which
could represent a compds of several different types of performance measures. Q(t) can be then
compared to the aslesigned preshock infrastructure quality, denoted by 100. Hence in this
conceptualization, larger RL values indicate a lower resilience and lower RL valueg ihidjbat
resilience. A number of researchers and scientistge commented on the general applicablity of this
measure and how it can be extended to a number of applicatiSheffi and Rice Jr., 200%eck and
Simonovic, 201LHosseini et al., 2016

Peck and Simonovic (2018)date the concept of the régence triangle and adapt it in their research
to indicate that the system performand&P)of city functions (such as Cl) and use it to determine CI
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network level resilience and the NoN or sector level. This report will use the computational definition
of system performance as used Bgck and Simonovic (2018eck and Simonovic (201&present
typical system performance levels at the sector level within a city, using them to develop proxy
indicators for five sectorsphysical, health, econoimy organizational and social (PHEQOS) sectors that
make up overall city resilience in their framewqiReck and Simonovic, 201@&hich has been
validated in a number of studig§rivastav and Simonovic, 20]14&xivastav and Simonovic, 2014b
Gotangco et al., 20)6These studies have used the framework to scaddiemce assessments down

to the individual units of the sectors that make up overall city resilience in a SD simulation feedback
model¢ see appeadix 2 for an application iResilsin(Irwin et al., 201%

The SP of these sectors can be represented under shock and recovery in three statasrasedbw

in Figure9. The three states represent a situation where the Cl asset recovers completely to its initial
pre-shock level; (ii) the system recovers to below the initial-gmeck level; and (iii) the system
recoversandi 0 2 dzy OSa ol O] 0 S i-8h8dkleve(Beck ayid SimsrdvicA2PIB hekel £  LINS
could be termed as the shock profile of a hazard or stress event, a shock or a disturbance to the overall
function of the system as defined above.

System
Performance
Pit,s)

Plen(t,s)
P (ts)

Piel(t,S)

time, t

Figure9. Shock profile: system performance measures after a hazard event or §hecdkand
Simonovic, 2013

The approach uses ttmncept of SP in developing a SD simulatmdel of City resilience and this

research adapts that approach for application to Gilience. The system performance shpeckfile

provides researchers with a useful framework for understanding how a disruption can potentially

affect the system performance of a systemao€| asset or Netwoksmay be the case in the project

case studiesHere in our conceptuahodel, resilience is considerex$ 1) the ability of the system to

prevent or withstand shocks and negative impacts and therefore mitigate the deviation from the
baseline SP; and 2) the ability of the system to quickly recover &mnshocks, restablish system

functioning, andB)A ¥ L2 aaAof S FRIFELIG FyR aodzAtR oF O]l 06S0GS

This conceptualizatioallows us to define loss of performance in terms of the resilience triangle and
in mathematical terms athe area below the line. Calculating the changes in the area under the line
allows us to measure the change in total loss due to a shock or disturbance and this can be linked to
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the level of resilience in the system to withstand those shocks. This caradegpresentationcan

help in understanding the chronology of events as well as the timirrgapfonse and mitigatioor
preventative measures that may be consideraad can be used to engage with stakeholders in
discussions on ClI resiliente the nextsection we look at how we can use this computation of system
performance under shock in relation to the initial baseline resilience capacities of a Cl asset, network
or NoNs.

The conceptual model in SD uses the quantitative inputs from the resilienceitapaand the
resilience assessmentodel andtool (RMTs¢ see section 3.5 below) and can allow for a comparison

of the SP as affected by the shock or hazard weipect toan initial or baseline SP. This measure can

be plotted over time at the prelisaster, during and postlisaster stages as shown in section 3.3 above.
This provides a means to track and compare system resilience under different conditions and scenarios
which can be used to aid decision making among CI stakeholders

3.4 The RMTs measurement and Cl Resilience framework

This section looks at using the resilience assessmm&mtel andtools (RMTSs) developed in D4.5:
Resilience indicators and capacities and how this combines with the resilience framewask@ssor
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here in D4.3.This section provides a summary of how the proposed conceptual framework for
measuring resilience based on the capacities developed in the previous sections. Each step of the
process is explained to justify the approach.

The pra@esss described ifrigurel. EU CIRCLE resilience framewsitk contributions from different
WPs and deliverablegswhich includes an initial determination of the context of resilience assessment
model andtools (RAMTS). This is thefollowed by the description ofreindicators developed in D4.5
which combine to form a resilience scorerfrd 0 (very high resilience) to(@erylow resilience).

For example:

10 Very high resilience meets all standards and requirements for contiduservice operation
in the most difficult conditions

79 High resilience acceptable performance in relation to capacities, some improvements can
be made

4-6 Moderate resilience; less than desirable performance and specific improvements should be
prioritised (based on D4.2)

1-3 Low resilience poor performance and specific improvements across all capacities required
urgently

0 Very low resilience resilience practically not exist, improvements required urgently,
without delay

Note these ae just for guidance the final categorization and description of these resilience
capacities as indicators will be made in D4.5.

The values of the Resilience Indexes represent variables based on which to evaluate the
opportunities and make decisions oretinecessary adaptations (D4.6 Adaptation model and D4.7
Costeffectiveness model) and ensure business continuity (D4.4 Business continuity model).

GrantAgreement53824 DISSEMINATION LEVEL 39 Page



Resilience Assessment Model and Tool (RAMT) >
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Figure 10. The Resilience Assessméwibdel and Tool (RAMT) and trealcdation of resilience
capacities as indicated 4.1 and D4.5Adapted fromHughes and Healy (2014)

3.5 Resilience AssessmeMmodel andToolk (RAMTS)

The RMTs has been developed on the basis of the ARCAA resilience capacities developed in the
framework in sectiong.7-8 above. The only difference here is that they are first divided into the broad
categories ofOrganizational CapacitiefAnticipative and Adajve) and Technical (Absorptive,
Restorative and Coping). The resilience capacities are then specifiedartistinct ARCAA categories

of Absorptive, Restorative, Copiriticipative and Adajpte.
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Each of these five capacities has been identified after an extensive review of the litgiatuigand
for their specific application to Cl. At this stage, iimgortant to draw attention to the contextual
themes mentioned in section 2 above that can help indicate which set BfTRAassessments to do

and which set of questions to ask in the individual categories. These themes influence the context and

approach éthe RMTs.

Thes themes are as repeated Trable7 below.

Context/theme

Discussion

All Hazards/specific
hazard approach

The assessment can be undertaken in one of two ways:

1 An allhazards assessmeqtased on an event due any (unspecified)
hazard/failure, which could be either known or unknowimne event could
be regional, local, societal or distal.

2 A hazarebpecific assessment could be undertaken. This would invol
identifying the relevant known hazard types and asseg the resilience
to each.

Scale of resilience
assessment

The framework will allow assessment at various scales: asset, networ
NoN. The capacities measures in each case need to include additiong
indicators at each scale and the user can filtex tjuestions accordingly
(need to check with D4.5). Regional assessments could be aggregate
national indicator for CIRP purposes (discuss with partn€hs .scale alst
depends on the event which could be regional, local, societal or dista
seesecion 23 above

Shock event or stres
event

The framework will be able to evaluate both shtatm shock events (e.g
earthquakes and floods) and longirm stress events (e.g. climate
change related).

Stress events should be considered as part of aftespecific
assessment (see above) and if required, aaskessment could be
undertaken as well to understand likelihood and consequence of
occurrence.

Table7. Contextual themes for resilience assessmmaidel andtool.
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3.6 Resilience Capacitiesxd RMTs

The shock or hazard impact of a disaster on overall Cl service delivery shows considerable differences
around time and space and are the result of the interaction between the varioass€ls, networks

or sectos as the various componentswve different capacities to absorb, recover and adapt to these
diverse types of hazards. These different capacities can be defined by a range of different resilience
indicators as indicated in D4.1 called the AARCA resilieapacities (absorptive, anticipatory,
restorative, coping and adaptive capacities).

Properties of Resilience capacities

As mentioned previously @etworks are a combination of physical and social systems containing
elements that can be both hard and safgstems. Any Cl asset has a limited capacity to prevent,
withstand andrecoverfrom a hazard event based on several factors such as the size of the hazard
event, the vulnerability of the asset and resilience capacity of the asset. In the simulation foaknew
these hazard events will be termed as shocks that have an impact on the functional or system
performance of the asset (or @étwork depending on the unit of analysis). The shock will impact the
system performance of th€l assein part due to the tye of hazard/shock, the size and duration of
exposure to that hazard/shock and will be represented in the framework as a loss to system
performance.

The capacity of the Cl asset to cope or deal with the shocks is called the resilience capacity of the
sysem and is represented by the five AARCA capacities (absorptive, anticipatory, restorative, coping
and adaptive capacities). The resilience capacity (RC) of the CI asset is the combined behaviour of the
different components withinthe asset systenthat vares at different times both in and across
temporal and spatial dimensions. It is important to note that RCs may change due to everyday
processes and hence are dynamic in nature. These RCs are represented in the framework by using the
five resilience capadés (AARCA) introduced in D4.1, further developed in D4.2 and, finally, specified

in D4.5. The AARCA capacities are defined below as:

Anticipatory capacity(=| ): is the ability of a system to anticipate and reduce the impact of climate
variability and extremes though preparedness and planning.

Absorptive capacit;(=| ): is the ability of a system to buffer, bear and endure the impacts of climate
extremes in the short term and avoid collapse (death, debilitatind destruction of livelihoods.

Restorative capacity=| ): is the ability of a system to lrepaired easily and efficiently.

Coping capacit3(=| ): is the ability of people, organizations and systems, using available skills and
resources, to face and manage adverse cood#,emergencies or disasters.

Adaptive capacity(=| ): is the combination of assets, skills, technologies and confidence to make
changes and adapt effectively to the challenges posed by long term trends, such ascfimate
change.

The overall resiliece capacity (RC) of a Cl asset system (or network) can be represented as a function
in both time and space. It can be mathematically denoted as a function of the five AARCA capacities
as follows:

Y 6oh "Q'Y o

Q pltloftio
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whereRCis the resilience capacity of the Cl asset system (or netwifykg;the mathematical function
combining the effects of the five AARCASREBS4 9 the index for each AARCA capaditgpresents

the time period; ands represents the spatial locatioNote that in this report the spatial component

of the framework will not be elaborated on and will be considered in future wbhle next section

will cover the analytical framework for the Cl asset resilience based on system performance and

resilience cpacities.

The Resilience Assessménibdel andTool (RMTs) developed by UVG in DAfvide necessary
resilience indicators to quantify these capacities RC as defined above and in section 3.4. D4.5 has
developed RMTs which defines a number of indicasofor each of the individual five resilience
capacities where each capacity generates a specific score for its category. The indicators cover a range
of parameters which are mentioned here in brief only but are extensively covered in D4.5. These
capacitiesare described iTable8. Summary ofesiience @pacities with indiatorsbelow and relate

to their definitions as explained earlier.

Table8. Summary ofesiience @pacities with indiators

Category/Resilience Capacity Measurement indicators

Technical

Description

Absorptive Capacity

Restorative Capacity

Coping Capacity

2.1. System failurdr{tegrity of
the ClI affected)

2.2. Severity of failure (service
of the CI affected)

2.3. Vulnerability

2.4. Resistance
2.5.Rdustness

4.1. Postevent damage
assessment

4.2. Recovery time

4.3. Economics of restoration
3.1. Redundancy

3.2. Resourcefulness

3.3. Response

3.4. Economics of response
3.5. Interoperability with
public secbr

{ ): is the ability of a systen
to buffer, bear and endure the¢
impacts of climate extremes i
the short term and avoic
collapse (death, debilitatior
and destruction of livelihoods.

({ ):is the ability of a system
to berepaired easily and
efficiently

{ ):is the ability of people,
organizations and systems,
using available skills and
resources, to face and manag
adverse condibns,
emergencies or disasters.

Organizational Capacity

Anticipatory

1.1. Number of hazards

1.2. Quality of the ctical
infrastructure

1.3. Quality / extent of
mitigating features

1.4. Quality of disturbance
planning / response

1.5. Communication Systems
Information sharing

1.6. Learnability / Training

{ ): is the ability of a system
to anticipate and reducéne
impact of climate variability
and extremes through
preparedness and planning
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Adaptive 5.1. Substitutability (=| ): is the combination b
5.2. Adaptability and flexibility assets, skills, technologies ai
5.3. Impact / consequences | confidence to make change
reducing availability and adapt effectively to the
5.4. Economics of adaptation | challenges posed by long ter
trends, such as futurelimate
change.

D4.5 has developed the detailed RAs spreadsheet which goes into the details and describes h

the indicators can be measured and generates scores on a scale of 10 (very high resilience) to 1 (very
low resilience). An individual capacity score is generated MTAand shown below ifhable9. The
resiience index is gemated foradaptive capacity for this example.

Table9. Excel sheet example of the RAs tool (sourc®4.5)

Resilience Indicators Categories / Metrics
2
3 5.1.1. Replacement of asset is possible 1=00r 10 (if both i = yes)
4 5.1.1.1. Technical is possible i=yesorno
5 . o 5.1.1.2. Financial is possible i=yesorno
g |>1- Substitutability 5.1.2. Replacement of service is possible | =0or 10 (if bathi = yes)
7 5.1.2.1. Technical is possible i=yesor no
8 5.1.2.2. Financial is possible i=yes orno
9 5.2.1. CI have ability to change while maintaining or improving functionality 1=00r 10
10 |5.2. Adaptability and flexibility 5.2.2. Quick adoption of alternative strategies is possible 1=00r10
11 5.2.3. Responding to changing conditions in time is possible 1=00r 10
12 5.3.1. Re-locate of facilities is possible 1=00r 10
13 5.3. Impatt / consequences reduciag avalabiity 5.3.2. Building new fadilities according to climate-ready standards 1=00r10
14 5.3.3. Protection of existing critical infrastructure 1=00r10
15 5.3.4. Development of flexibility of networks is possible 1=00r10
16 5.4.1. New investments take consider a climate change I=00r 10
17|, 4 Economics of adaptation 5.4.2. How many new clients can be reached by improving the service / climate polices [1=(p*2)/10 ; Imax=10)
18 5.4.3. Reputation is increased by implementing climate change adaptation options 1=00r 10
19 5.4.4. Decisions on adaptation adopt due to market forces 1=00r10

The overall resilience score generated by thevVRA indexis shown below from D4.5 where an
example has been provided. &hscreen shows how cumulative score can be generated from
combining each of the individual capacities to generate an overall resilience score.

Tablel0. Overall resilience score in RAs (source D4.5)

_ ) [ Capacity .
Resilience Indicators —— TR Weight C Real C

Anticipation

Overall Resilience

Antigpation

Absorption

Absorption

Coping i Overall Resilience

Restoration

Restoration Coping

I IR T L e I I R T T L T e e e e e e R e

The RMTsalso generates web diagram showing the relative scores of the five resilience capacities.
It provides a summary dashboard for users to view the various scores and also has the capacity to add
weights to the scores to reflect the relative importance of each capacithéoasset, network or NoN.

In summary, the approach to conducting aNRPs assessment is as follows:
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1. Determine the context of the assessment:
a) althazards or specific hazards (including shock or stress event, rare events etc)
b) scale asset/netwak/NoN or sector context
c) shock or stress event.

2.Undertake the assessment using the questions relative to the context above and select scores for
each.

3. Apply weightings to the scores, as required.

This will generate resilience scores foreggiries, capacities and measures and a total scAsea
stand-alone assessment, tHRAVITs tool within thiSramework can be applied to generate a relative
score that could be used to compare resilience asrassets/networks or NoN/sectotdowever, to
provideadditional rigour, other steps shild be applied.

3.7 Assigning weights to capacities

The RMTs tool in the framework consists of a range of questions across the capacities stiaiein
8. Once the relevant ggstions have been answeredieights can be applied at arof the three
hierarchal levels described in D4.2 Prioritization module suctha<apacities, assets protective
measures as determined by the model, data or expert opinion. These wsighouldoe a percentage
value and must add to 100% across each set of indicators considered.

The weights will allow the user to place importance to one capdeityasset or protective measure

as the case may beyer another. For example, one may determine that y G A OA LI G A @S  OF LI C
AYLRNIFYyG GKFEY WERFLIGAGSQ YR a adzOKI GKS dzda SNJ
of 20%:20%:20%:30%:10%, to generate the correct score. It is important to note that the weights are
subjective and will & based on user preference. In all instances, the individual scores for each
guestion can be viewed and interrogated to determine reasons behind a specific principle or
dimension score.

D4.2 provides us with a validated methodology for developing thesighte with regards to the
different hierarchy levels of consideration within the model. As mentioned in section 1.4:

In case (1)the elicitation of importance of resilience capacitiggmrameters and indicators, if
assess only capacities, it is not nedde define criteria and indicators. The alternatives (which
are in this case the resilience capacities) could be directly ranked for example by means of
pairwise comparison.

In case (2the assessment of resilience of network asséte criteria arelue resilience capacities.

These criteria are in turn composed of SONRA G SNA I = GKAOK | NB OFffS
indiOF 62 NBEé¢ &aSS 4&s O.dhezchieverdeat ofvery fiekvbri asdeBdgirdikl each
sub-criteria must be measured by an suitabndicator.

In case (3)the comparison of protective measure$e criteriaare the differentalternativeslike
preventative measures or mitigation options that could be taken #m& same hierachy of
indicators, sukcriteria orcriteria can be appid.
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These hierarchy levels described in Dg2ide howexpert feedback is incorporated in titenceptual
model at the level of the AARCA resilience capacities, or detle of the different components or
assets in the model, and at the level of thferent protective measures chosen. This will be further
clarified in thesection 3.9vhen an applicatiorn the prototypeis considered.

3.8 The conceptual resilience framework in the model

The analytical framework used in this research is based on thiicapipn of the definitions covered
above and uses them to form a conceptual model based on combining the different layers outlined in
section 2 previously. This section provides an explanation of how the layers in section 2 can be
operationalized to be wed in the conceptual model. The conceptual model uses system dynamics
simulation approach and terminology to explain how resilience can be conceptualized as a quantity
and measured as a composite of resilience capacities that determine the impact ofkashHwzard

on the system performance of a Cl asset. The framework also proposes to use this conceptual
approach for analysis of Cl networks and NoNs/sector level resilience as well.

The conceptual model developed here can be used as an aid to the protesslecting the
information and data required in the measurement of resilience capacities through the resilience
assessmennodel andool (RAVMTs) developed in D4.5 and briefly detailed in the sestid6 above.

This framework extends the D4.1 resilge framework to use the values generated fromMRA to
calculate overall Cl asset resiliencee Bnalytical framework then utilizeke results of the RMTs by
using the scores as inputs to SD simulation model. Simulating changeMifsRan be usefubt
understand how preventative measures (short run) and adaptation options (long run) canvenpro
RAVITs scores and hothat in turn can result in increased resilience for the asset to climate hazard
events and climate change stresses.

System Dynamics sidation approach relies on understanding complex iftationships existing
between different elements within a system. This is achieved by developing a model that can simulate
and quantify the behaviour of the system. Simulation of the model over timerisidered essential

to understand the dynamics of the systgi®terman, 2000p Understanding of the system and its
boundaries, identifying the key variables, representation of the physical processes or variables
through mathematical relationships, mapping the structure of the model and simulating the model
for understanding & behaviour are some of the major steps that are carried out in the development

of a system dynamics simulation mod@8kerman, 200§ It isrelevant to point outthat the central
building blocks of the principles of system dynamics approach are well suited for Imgdmhy

LK@ AAOlIf aeadsSYod ¢KS LIRggSNI 2F aAaydzZ FdAz2y Aa (GKS
big, messy, realorld problems(Hovmand, 2@4). In addition, general principles upon which the
system dynamics simulation tools are developed apply equally to social, natural, and physical systems.
Using these tools in disaster management allows enhancement of models by adding social, economic,
and ecological sectors into the model structu(imonovic, 2016 A number of SD simulation
modelling examples in CI protection literature are provided at the end of this report in the appendix
and can be considered as good exaespbf the use of the method in the field.
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Figurell The analytical framework using a system dynamics simulation approach

As shown irrigurellabove, the analytical framework developed in this repait be used to support

the decision support process by allowing stakeholders to compare alternative resilience strategies for
system performance improvement. The analytical framework does this by using a system dynamics
simulation modelling approach to loak Cl asset behaviour under hazard conditions. Stakeholders
can use the analytical framework to compare various preparedness and response plans, and
performance of Cl assets or networks under different types of hazard conditions. The results of the
analyss can either be used for policy formulation or communication to other stakeholders for further
action or advocacy.

SD approacheare designed to capture the dynamic behaviour of a system as it changes over time
and are particularly helpful in understaimgy phenomenon where a bidirectional relationship exists
between components of a system or even across systems. These relationships are known as feedback
mechanisms and can be shown diagrammatically in causal loop diag&emsan, 2000b These
methods are also designed to understand dmear relationships where disproportiate responses

or feedback may exist in a system, for example where threshold limits or tipping points exist before
large changes within a systefiaani and Cavana, 20D Another aspect of social phenomenon that
these methods can help in understanding are tidedayed effects in the feedback process where
delays in the response may cause significantly different effects than expected if the feedback was
simultaneougMabry et al., 2008Mabry et al., 201p

According to EU CIRCLE objectives highlighted in section 1, by using a SD simulation approach in the
frameworkdeveloped here in D4.3 amd combination with theesilience assessmentodel andools

used for the gantification of thecapacities developed in D4.5 Resilience indicatorsthadise of
adaptation options and their impacts to be developedDd.6: the Adaptation framework, the
proposed approach could allow Cl asset stakeholders to address the follguasgons as well:

1) How measures (short and long term related to operational or strategic issues, respectively)
make a network more resilient.

2) How investing in these measures can reduce service loss when disruptive events occur.

3) How these measures can minima the time taken for a network to recover and, thus,
minimize the total cumulative loss of services.

GrantAgreement53824 DISSEMINATION LEVEL 47 Page































































































































































