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Executive Summary 

This document is a supplementary report, which accompanies the registry of assets which is found on the 
EUCIRCLE wiki at this link1. Within this report the methodology used to identify and further define the 
registry of assets is presented. For each Critical Infrastructure (CI) sector, the critical services that they 
provide were identified as a first step. Following the identification of the critical services, the assets that are 
vital in allowing the specific CI sector to provide its’s critical services were then identified.  

A consolidated registry of approximately 200 assets across six CI sectors have been identified and collated, 
see Section 3. The CI sectors that have been included within the scope of EUCIRCLE and as defined in 
D1.2/D1.3 are: Energy, Transport, Water, ICT, Chemical and Public Critical Infrastructures.   

The role of the registry in the risk and resilience frameworks is discussed in Section 2, with an overview of 
how the registry of assets will be used. A graphbased approach to the representation, manipulation, and 
interrogation of Critical Infrastructure (CI) Assets, Networks, Dependencies, and Interconnections (ANDI) 
using SimICI within EUCIRCLE is proposed and described in Sections 24. As such, the EUCIRCLE Registry of 
assets will be enacted as a Repository in software as an adjunct to SimICI, which can be found at this link2.  

 

                                                           
1 https://eucircle.ivi.fraunhofer.de/xwiki/bin/view/CIRP/01%20%20Consolidated%20Registry%20of%20Assets/  
2 http://acr.eucircle.eu 
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1 Introduction 

This section will discuss the purpose of the registry of assets and provide an overview of the methodology 
used for developing the registry of assets, including scope and level of granularity.   

1.1 Purpose of developing a registry of assets 

The key aims of EUCIRCLE are the development of a framework and set of tools that will enhance the 
resilience of interconnected Critical Infrastructure Networks to climate hazards and prepare them for 
future climate change. The methodological framework of EUCIRCLE, as set out in Deliverable 1.5, is made 
up of several components including a risk management framework (which includes risk assessment, 
damage and impact analyses), a resilience framework and an adaptation framework. The EUCIRCLE 
methodological framework, and its constituent frameworks, allows the identification of climatedriven CIP 
risks and the development of relevant capacities (anticipation, absorption, coping, restoration, and 
adaptation) required to ensure their resiliency. 

The EUCIRCLE climate risk and resilience framework introduced in D1.5, and its individual components (risk 
management, resilience and adaptation) use an assetbased and critical services approach to assess risk(s) 
of damages to CI due to climate stressors, and in the identification of subsequent impacts on the operation 
and performance of the CI. The EUCIRCLE framework is based on ‘building’ a CI network, based on the 
analysis of the constituent assets and the modelling of the relative critical services provided by 
interconnected and interdependent CIs. This modelling approach enables users to link assetbased damage 
assessment with CI business continuity models on the network level, and allows for the development of 
optimal adaptation measures, quantified through the appropriate CI risk metrics and resilience indicators. 

Development of the registry of assets thus aids in the ‘building’ of a CI network with the appropriate 
representation of functional and geographical relationships between assets, both within a CI sector and 
across CI sectors, in order to depict the CI ‘network of networks’ in an area of interest. This representation 
enables execution of the various assessments within the EUCIRCLE risk management, resilience and 
adaptation frameworks.  

1.2 Critical Infrastructure Sectors 

The following Critical Infrastructure (CI) sectors have been identified as within the scope of EUCIRCLE, as 
set out in Deliverable 1.3 EUCIRCLE Strategic Context: 

• Energy  

• Transportation 

• Water  

• ICT – Information & Communication 

• Chemical Industry 

• Public/Government  

 

Each sector has been further divided into constituent subsectors to cover the breadth and depth of the 
critical infrastructures and critical services that are a hallmark of modern societies, see Table 1 below.  
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Table 1: Critical Infrastructure Sectors and Subsectors 

Critical Infrastructure Sector Critical Infrastructure Subsectors 

Energy  Oil  

 Gas 

 Coal 

 Electricity 

 Renewables 

 District Heating 

Transportation  Road 

 Rail 

 Aviation 

 Maritime 

 Inland waterway 

Water  Drinking Water 

 Wastewater 

 Flood Water 

ICT  Telecommunication 

 Information  

Chemical Industry  Basic  

 Chemicals/Commodities 

 Specialty/Fine Chemicals 

 Consumer Chemicals 

Public/Government   Fire and Rescue Services 

 Emergency Medical Services 

 Military 

 Law Enforcement 

 Public Services 

 Public Health and Healthcare 

1.3  Approaches for building registries of assets 

There are three broad approaches to the identification of critical assets: 1) functionbased; 2) network 
based and 3) logicbased (Izuakor and White, 2016).  

Functionbased approaches start off with the identification of the functions that are critical to an 
organisation or CI in order to achieve its operational objectives; after which the assets that support these 
functions are then identified. This approach is also similar to the critical services approach set out by the 
European Union Agency for Network and Information Security (ENISA) in which the critical services of the 
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informational CI sector are identified followed by the identification of the assets that are critical in the 
provision of these critical services (Mattioli, R. and LevyBencheton, C., 2014).    

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1: Schematic of the functionbased approach to the identification of critical assets 

 

Networkbased approaches identify all the nodes in a network or system as well as the relationships 
between them and use this graphic representation to identify the assets that are critical. Logicbased 
approaches identify critical assets based on ‘expert opinion’ (Izuakor and White, 2016). 

The main aim of the EUCIRCLE registry of assets is to allow the enduser of the Climate Infrastructure 
Resilience Platform (CIRP) to build a CI network or a CI network of networks for use in the EUCIRCLE 
modelling framework within CIRP. The registry does not aim to identify actual realworld CI assets across 
the EU that are critical; such a type of registry is more suitable for development by national policymakers 
in cooperation with CI operators using appropriate criticality criteria. The EUCIRCLE registry is comprised of 
generic assets that are important to the operation of a given generic CI sector and aims to be reasonably 
comprehensive. Furthermore, it has the capacity for endusers to define specific characteristics and 
attributes of identified assets to match real world situations. Thus, the approach chosen by the project in 

Operational Objectives of CI 
e.g. for a municipal water company, the operational 
objective is the provision of clean and safe drinking 

water to its customers 

Identification of the functions that will allow the CI to 
meet its operational objectives 

e.g. for a municipal water company the functions 
include water abstraction, conveyance, storage, 
treatment, distribution, and monitoring of water 

quality. 

Identification of the assets that are critical for the 
functions that will allow the CI to meet its operational 

objectives 
e.g. for a municipal water company, the critical assets 

may include water pumps, water treatment plants, 
mains trunks, water pipes, telemetry etc.  
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the development of the registry is a hybrid of the function/critical services and logic based approaches. 
Consequently, the EUCIRCLE consortium partners were tasked with identifying the critical services that 
each CI subsector provides. Once the critical services were identified partners were then asked to identify 
the assets that were vital to the CI subsector and which allow it to provide these critical services to the 
societies that they serve (see section 3.1 and Table 2).   

As the aim of EUCIRCLE relates to the impact of climatic hazards and future climate change on CI 
operation, the level of granularity chosen has to be appropriate for the hazard that we are interested in. 
For example, in the oil subsector we consider an oil refinery as an asset and do not break it down into its 
constituent processing units e.g. atmospheric distillation unit, fluid catalytic cracker etc. In another 
example, a transport network can be either represented as an abstract and hence coarse nodeedge model 
characterized only by certain traffic throughputs or – conversely  as a finegrained model where every 
component is considered in detail, e.g. each road segment with traffic lights, etc. Given that climate change 
timescales are concerned with decadal scale changes; the lack of detailed data on the operation of assets 
and the computational time constraints of simulation models, a balance has been struck.       

In summary, the advantages of the proposed approach include:   

 Building of an asset registry in a hierarchical format to support cost rollup processing. This is 
expandable to include more generic and/or customised assets in support of CI resilience analysis.  

 Inclusion of multiple asset types/classes within the asset hierarchy, including linear and distributed 
assets, such as pipes, lines, roads and bridges, so that all critical infrastructure assets within a 
region of interest can be approached with one common format.  

 Accounting for different types of interconnections between assets. 

 Integration of the registry with GIS viewers so that geocoded assets can be viewed in the spatial 
context of a map. The registry is easily integrated into the CIRP and SimICI platforms.  

 Introduction of asset relevant information that are needed to support the multiple and diverse 
analyses of the EUCIRCLE framework, e.g. build/repair/maintenance costs, design characteristics, 
service levels etc. 
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2 Assets in the EU-CIRCLE CIRP and SimICI  

This section will discuss the role of the CI assets in the EUCIRCLE methodological framework.  

2.1 CI assets within the EU-CIRCLE methodological framework  

Producing a registry of one’s CI assets and characterising them is a common first step for most risk and 
resilience management processes used in planning for the protection of those CI assets (Moteff, J. and 
Parfomak, P., 2004; ASMEITI, 2009).   

As set out in D1.5 the registry of assets acts as a starting point for the development of appropriate models 
in the risk, resilience and adaptation frameworks; the identification of the issues to be considered in CI 
operational plans related to climate change hazards; as well as for the design of the case studies by 
allowing the case study partners to ‘build’ the relevant CI network, in order to carry out and validate the 
EUCIRCLE risk assessment methodology. 

From D3.4 Holistic CI Climate Hazard Risk Assessment Framework the steps that make up the EUCIRCLE 
risk management process, include: 

1. Establishment of CI (or regional) climate change resilience policy, or specific business orientated 
decision that will be addressed within the proposed framework 

2. Identification, collection and processing of climate related data and secondary hazards 
3. Identification of assets, systems, networks, and functions 
4. Assessment and evaluation of risks 
5. Selection and implementation of protective programmes including adaptation options 
6. Measurement of effectiveness 

 
Development of the registry of assets allows completion of step 3 the Identification of assets, systems, 
networks, and functions. As discussed in D3.4, the EUCIRCLE risk modelling approach, implements 
Consequence – based Risk Management (CRM) and is made up of the following steps as shown in Figure 2 
overleaf:   
 

 Model Step 1: Scenario Development 

 Model Step 2: Structural and Operational Analysis (SOA) 

 Model Step 3: Network Analysis 

 Model Step 4: Holistic Impact Analysis 

 Model Step 5: Risk and Resiliency Analysis 
 
Within all steps (15), the definition of CI in terms of its constituent elements – its assets –their spatial 
placement within any given region of interest, their attributes, and their interconnections is an integral 
part. The main driver in the development of the registry of assets is to support this exact purpose.  
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Figure 2: EUCIRCLE generic risk modelling methodology 

 
As can be seen from Figure 2, D3.4 proposes that the analysis, within the risk assessment framework, is 
conducted at two scales: asset and network scales. The damage assessment is implemented at the asset 
level through the Structural & Operational Analysis (SOA as defined in D3.4). The SOA inputs include the 
constructed CI network, from the Repository of Assets (see section 2.2. below), and the hazard (WP2), to 
quantify how assets react to different hazards and intensity levels in different time steps. The output of the 
damage assessment leads to the estimation of the critical service reduction that affects the performance of 
the entire set of the interconnected elements modelled as network(s). Then the network analysis is 
repeated with the modified interconnected system of elements (for another time step). In each loop, the 
asset/network capacity reduction is evaluated.  
 

D3.1 
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The EUCIRCLE registry of assets will further be used in the determination of CI resilience to climate change 
as specific input data related to the CI assets are needed in order to determine both the resilience 
capacities (D4.3) and the resilience indicators (D4.5). The inputs include: 

 the infrastructure system environment, the types of interdependencies, the coupling and response 
behaviour within the system, the characteristics of the infrastructure and, finally, the state of 
operation of an infrastructure; 

  economic data that describe the asset, such as building costs, operational costs, maintenance costs, 
costs for Restoration and recovery of services; 

  the recovery process of the asset after a “shock” and/or performance disruption (this effectively 
formulates the resilience curve, see D4.3 for details); and 

 Information and data for the resilience assessment model developed in D4.5. 
 
The adaptation module (D4.6), will effectively be used for modifying the properties of an asset (including its 
attributes) under different adaptation options and determining the associated costs of each option. This 
would allow the process to be repeated for different adaptation options, and allow identification of the 
optimal adaptation option. 

2.2 Methodology for modelling of CI assets and networks  

To this end, the EUCIRCLE Registry of assets (see Section 3.4) will be enacted as a Repository in software as 
an adjunct to SimICI, which can be found at this link3. The Repository will contain the asset class definitions 
for those assets included in the registry of assets (see Section 3.4) and will be exploitable within SimICI for 
the definition of assets, networks, dependencies, and interconnections (ANDI). The methodology is 
described in Figure 3 (page 14). 

Figure 3 details six steps in the methodology, collectively enabled by the EUCIRCLE technology backplane 
of CIRP, SimICI, and their respective supports. 

The methodology is enumerated as: 

1. The user opens SimICI and navigates to the area of interest. The SimICI map draws down map tiles 
and existing features relevant to the area of interest to provide a canvas for user interaction. 

2. The user visually defines, or imports and manipulates a CI asset network; then defines the 
associated causal mesh (see section 4.3). If one or more other CI asset networks are already 
defined and visible in the area of interest, the causal mesh at the network of networks level may 
also be defined. 

3. When the user saves their work, a SimICI server process will take the network (of networks) graph 
and persist it both as geospatial features (in the case of assets) and other forms as may be required 
to support additional exploitation (e.g.: causal mesh analysis). 

4. Persisted features, most typically of Point and (Poly)Line geometry, will be available for use in CIRP. 
This allows for the transparent generation of Shapefile formatted outputs representing any asset 
network that requires analysis in CIRP. If damage curves have been generated for the assets in that 
network (in Step 5), those are also available for use in CIRP. Further definition of the data provision 
service that allows the Shapefiles and any other data to be accessible from CIRP will be required 
but, at this time, the most likely provision will be via a central WebDAV server in the EUCIRCLE 
technology backplane. 

5. Available graph (of graphs) data, as persisted in Step 3, will be accessible to the Cascade instance 
provided with SimICI. This will allow the userdefined graph (of graphs), from Step 2, to be 
dynamically regenerated inside Cascade for the purposes of interrogation, analysis, and – where 
required – the generation of damage curves, etc. Once created in Cascade, the graph (of graphs) 

                                                           
3 http://acr.eucircle.eu 
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may then be stimulated by damage inputs from CIRP or by direct input from the SimICI IMPACT! 
console. As the model is stimulated, so cascading failures and effects are calculated in real time by 
Cascade. 

6. Dynamic changes to the Cascade graph, from interaction in Step 5, are despatched in real time to 
the main SimICI map view. This provides support for enduser / operator focused workshops that 
allow for the interactive exploration of resilience and robustness within and across CI component 
networks. A typical use case here may incorporate collective decision making from the workshop 
process being used to directly stimulate the graph (of graphs) from the SimICI IMPACT! console. 

 

The above represents the standard use case for the CI ANDI methodology. Careful design of asset classes 
and resulting graph (of graphs) definitions will support additional analyses that help to inform awareness of 
both network robustness and mitigation strategies.  

For more detail on the ANDI methodology and its support for the EUCIRCLE scenarios, please refer to D7.2 
Scenario Supports in the SimICI system. 
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Figure 3: Modelling and Analysis Flow 
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3 Registry of Critical Infrastructure Assets  

3.1 How the registry was produced 

The registry was constructed by producing an initial list of CI sectors (as defined in D1.3 and agreed at the 
2nd plenary meeting in Cyprus) and defining corresponding subsectors (Table 1). These were circulated to 
the consortium for consultation, review and finalisation.  

The relevant WP 3 partners were then asked to determine for each subsector the critical services that each 
subsector provides. These critical services allow the smooth functioning of modern societies, for example 
the provision of clean drinking water to a community by the water sector is achieved through the following 
critical services:  

1. abstraction of raw water from a water source e.g. aquifer, rivers, lakes, dams etc.;  

2. conveyance of raw water from the source to storage reservoirs and/or water treatment plants;  

3. storage, this includes storage of raw water prior to treatment, in for example reservoirs, to ensure 
adequate supply of water at all times, as well as storage of treated water, in for example water 
towers, to act as a reserve of drinking water in the event of problems with the source or treatment 
plant and to manage variations in demand; 

4. treatment of raw water to remove bacteriological, chemical and physical contaminants to ensure 
that the water is suitable for human consumption;  

5. distribution of treated water to endusers; 

6. monitoring both the amount of raw and treated water, as well as the quality of drinking water in 
the water distribution network.  

All the services defined above are considered critical, as the disruption of even one of these services can 
have significant consequences on the provision of clean water to a community.  

Table 2 provides an overview of the critical services identified for each subsector.  

Table 2: Critical Infrastructure Sectors, Subsectors and Critical Services 

Critical 
Infrastructure 

Sector 

Critical Infrastructure  
Subsectors 

Critical Services 

Energy Oil  Exploration, Drilling, Extraction/Production, 
Refining/Processing, Transport, Storage, Distribution 
to users 

Gas Exploration, Drilling, Extraction/Production, 
Fractioning, Treatment, Transport, Storage, 
Distribution to users 

Coal Mining/Extraction, Treatment, Transport, Storage, 
Distribution to users, Gasification, Liquefaction 

Electricity Generation, Cogeneration, Transmission, Distribution 

Renewables Generation, Cogeneration, Transmission, Distribution 

District Heating Transportation, Distribution 

Transportation Road Ground passenger transportation, Road freight 
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Table 2: Critical Infrastructure Sectors, Subsectors and Critical Services 

Critical 
Infrastructure 

Sector 

Critical Infrastructure  
Subsectors 

Critical Services 

transport including dangerous goods transport 

Rail commuter passenger transport, long distance 
passenger transport, mass transit e.g. subways, trams 
etc., freight transport, including dangerous goods 
transport, Loading/unloading freight, Shunting and 
holding 

Aviation passenger transport, loading and unloading of 
passengers, freight transport, postal transport, 
loading/unloading freight, air traffic control 

Maritime freight/cargo transport, cargo loading/unloading, 
cargo storage, passenger transport, embarking/ 
disembarking for passengers, vessel traffic control 

Inland waterway freight/cargo transport, cargo loading/unloading, 
cargo storage, passenger transport, embarking/ 
disembarking for passengers, nautical navigation 

Water Drinking Water Abstraction, conveyance, storage, treatment, 
distribution, monitoring 

Wastewater Collection, storage, treatment, discharge, monitoring 

Flood Water Defence, conveyance, storage, discharge, monitoring 

ICT Telecommunication Wired Communications, Wireless Communications, 
Internet, Information Services, Satellite 
Communications (SatCom), High Frequency Radio 
Communications (HF Com) 

Information  IT Products and Services, Internet Routing, Access and 
Connection Services 

Chemical Industry Basic  Manufacturing, Distribution, Storage and 
Warehousing, Chemicals Disposal 

Chemicals/Commodities Manufacturing, Distribution, Storage and 
Warehousing, Chemicals Disposal 

Specialty/Fine Chemicals Manufacturing, Distribution, Storage and 
Warehousing, Chemicals Disposal 

Consumer Chemicals Manufacturing, Distribution, Storage and 
Warehousing, Chemicals Disposal 

Public/Government  Fire and Rescue Services Firefighting, water Pumping, Search and Rescue, first 
aid, sheltering, evacuation   

Emergency Medical Services First aid, triage, Prehospital (onscene) treatment,                 
Patient transport 
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Table 2: Critical Infrastructure Sectors, Subsectors and Critical Services 

Critical 
Infrastructure 

Sector 

Critical Infrastructure  
Subsectors 

Critical Services 

Military Emergency transport, Logistics, Advance Field 
hospitals 

Law Enforcement Traffic management, property protection, Jail, 
detention facility management, Coordination of 
operations, Crowd management, Forced Evacuation 

Public Services Public administration 

Public Health and Healthcare  Primary care including health promotion, disease 
prevention, health maintenance, diagnosis and 
treatment of acute and chronic illnesses, and disease
management. 

Secondary care by specialists including acute care 
such as surgery  

Tertiary care which includes advanced medical 
investigation and treatment often using highly 
specialised equipment and expertise 

 Pharmaceutical care 

Public health care (e.g. community health, 
management of disease outbreaks/pandemics etc.) 

 

Once the critical services were established, the assets that enable each subsector to perform its critical 
services were identified. In total, 240 assets have been identified and included in the registry of assets.     

The registry will be continuously updated throughout the project, as the various frameworks (risk 
management, resilience and adaptation) are finalised and as the EUCIRCLE methodology (as defined in 
D1.5) is validated in the six case studies and feedback is obtained from CI operators.  

3.2 Information included in the registry of assets 

The registry of assets is not merely a list of assets; each asset within the registry links to its own individual 
page within the EUCIRCLE wiki in which the following information can be found:  

 General description of the asset. This describes what is meant by the term used per asset (e.g. oil 
marine terminals) to ensure that the user understands clearly. 

 The climatic hazards that can impact each asset (more information on impact analyses can be found 
in D3.3 Inventory of CI Impact Assessment Models for Climate Hazards).  

 A description of the impacts on the asset per climatic hazard, including damage functions where 
available and applicable.  

 Information on the dependencies and interdependencies of each asset to the other CI sectors 
and/or subsectors. 

 Photos of the asset. 

 Graphs of damage functions and other impacts (where available from the literature).  
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 General attributes that characterise each asset (these attributes differ between and across sectors). 
For example, attributes of interest for a transmission substation include the substation voltage and 
substation capacity.  

 References. 

A template was used to collect this information, which is found in Annex I.  

In order to support the risk assessment process, information on the natural hazards that can impact the 
operation of the asset (e.g. flood, extreme temperatures, wildfire etc.) has been collected. Where available, 
this information will be provided using tools such as fragility curves and damage functions, collected from 
available literature sources (including grey literature), and where such information is not available in the 
literature, contribution from subjectmatter experts based on their experience in damage assessments and 
investigations on assets failureanalysis will be sought, particularly during implementation of the case 
studies. 

3.3 Asset Classes in CI ANDI in SimICI   

The registry of assets represents asset classes: the prototype of an asset which may be instantiated one or 
more times in one or more networks for use in ANDI in SimICI. Asset classes may be thought of as 
templates that define the inputs, outputs, and behaviours of an asset and that describe the attributes of 
that asset. It is only once an instance of the class is created that the attributes are completed to reflect that 
specific instance. 

For example, the asset class for WATER PUMP may contain the following: 

 INPUTS: 

o Water Flow in Litres/Minute (typically from a PIPE SEGMENT asset)   

o Power in Watts/Hour (typically from an ELECTRICITY network asset)  

o Degradation as a percentage (typically as a damage function output) 

 OUTPUTS: 

o Water Flow in Litres/Minute (typically to a PIPE SEGMENT asset) 

o Effectiveness as a percentage (used to drive a resilience metric) 

 BEHAVIOURS: 

o Output Flow Calculation (stimulated when inputs change) 

o Effectiveness Calculation (stimulated when inputs change) 

 ATTRIBUTES: 

o GUID: Empty Text (Globally Unique Identifier) 

o Name: Empty Text 

o Geometry Type: Point 

o Geometry: Empty Array 

o Max Flow: Empty Number (for Litres/Minute) 

Once an instance of the class is created, the attributes will be populated similar to: 

 ATTRIBUTES: 

o GUID: g2398hgfsk92385jsh89 

o Name:  WATER_PUMP_1 
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o Geometry Type: Point 

o Geometry: [18.07221, 42.65539] (Longitude, Latitude) 

o Max Flow: 1200 

Populating the attributes at instance time creates the node that reflects the physical asset. 

From the above, it is clear that, without an interactive digital asset registry (ANDI in SimICI see Section 2.2.) 
that can be actively exploited, the manual creation of network representations could be extremely time
consuming. 

Figure 4, below, illustrates this exploitation using a workflow. 

 
Figure 4: Assets, Networks, and Interconnections in SimICI 

At the lefthand side of Figure 4, the Asset Class Repository is shown. This may appear as a scrollable list of 
classes that may be dragged onto a SimICI map. The act of dragging a class to the map creates an instance 
of the class with an assigned GUID. The act of dropping it onto the map immediately geocodes the instance 
and opens a dialog box requesting the input of additional attributes (per the example previously, simply the 
name and max flow of the water pump asset in question). Moving the dropped instance on the map 
updates it’s latitude and longitude. 

The example described above is, patently, for an asset with Point geometry (e.g.: a WATER PUMP is 
bounded to a specific point). A similar process is applicable for assets with (Poly)line geometry (e.g.: a PIPE 
SEGMENT has start, end, and perhaps intermediate points that form a line) and Polygon geometry. The 
handling of geometry, allowing assets to mapped to their realworld locations, simply requires that the 
SimICI map understands the relevant geometry as declared for each asset class and provides the relevant 
drawing tools for that geometry. 

With a set of now geolocated assets on the map, interconnections and dependencies can be added. This 
can be enabled by drawing a connector between two assets, opening a dialog box to define the specific 
output and input that the connection refers to. It is the setting of these connections, not the addition of 
network conduit assets to the map that creates the graph (of graphs). 

Figure 4 also contains a reference to the direct importation of existing network graphs. It is assumed that 
some models for CI networks will already exist and that the owners of those models will not wish to 
recreate that for the purposes of EUCIRCLE. To that end, it is suggested that the ability to import a 
standard network representation be provided in SimICI. This will require only that any existing models be 
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generated in a standard format (e.g.: a JSON structure to be defined by EUCIRCLE) that refers to the asset 
classes defined by EUCIRCLE. 

For example, in the case of an existing water network model, the output from that model should be 
generated with reference to the EUCIRCLE water asset classes and with as many of the attributes for each 
class instance as possible populated. At a minimum, the expectation is that any existing models to be 
imported should provide at least the name and geometry for each asset within that network. 

If existing models are not natively capable of, or extensible to, providing references to EUCIRCLE asset 
classes and (at least some of the required) attributes, then the outputs from those models will require 
intermediate manipulation prior to import into SimICI. 

Regardless of whether the network graph within SimICI is drawn natively or imported and updated, SimICI 
shall be responsible for the persistence of the graph such that it may be exploited and reused as required. 
The persistence mechanism will leverage the geospatial services already provided within SimICI and will, 
therefore, permit the exploitation of defined graphs in a variety of formats. This, therefore, allows an asset 
network to be visually designed in SimICI and subsequently exploited in CIRP: without the user having had 
to contend with the conversion of the network design into Shapefile (or other) format. 

3.4 Overview of the Registry of Assets  

The registry of assets, which also represents the asset classes used by ANDI in SimICI are presented in the 
Tables below.  

Sector: Energy 

Table 3: Assets of the Oil Subsector 

Critical Services Assets 

Exploration 
Drilling 
Extraction/Production 
Refining/Processing 
Transport  
Storage 
Distribution to users 

 Offshore Drilling Units (drilling ships, jackups, etc.) 

 Onshore Drilling Rigs 

 Onshore Oil Wells 

 Offshore Oil Wells/Oil Platforms 

 Offshore Oil Pipelines 

 Onshore Oil Pipelines 

 Oil Pumping Stations 

 Tanker vessels (FPSO, FSO, etc.) 

 Oil Storage Facilities 

 Marine Terminals 

 Oil Refineries 

 Refined Products Storage Facilities 

 Rail Cars 

 Tanker Trucks  

 Petrol Stations 

Sector: Energy 

Table 4: Assets of the Gas Subsector 

Critical Services Assets 

Exploration 
Drilling 
Extraction/Production 
Fractioning 
Treatment 
Transport  

 Offshore Drilling Units (drilling ships, jackups, etc.) 

 Onshore Drilling Rigs 

 Onshore Gas Wells 

 Offshore Gas Wells/Gas Platforms 

 Offshore Gas Pipelines 

 Onshore Gas Pipelines 
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Storage 
Distribution to users 

 Gas Compressing Stations 

 Gas Treatment Plants 

 Gas Storage Facilities 

 Rail Cars 

 LNG Carriers (FRSU) 

 LPG Carriers 

 Marine Terminals 

 LNG Terminals (Liquefaction Plants) 

 LNG Terminals (Regasification Plants) 

 Tanker Trucks 

 Gas Stations 

 Gas Distribution Grid 

Sector: Energy 

Table 5: Assets of the Coal Subsector 

Critical Services Assets 

Mining/Extraction 
Treatment 
Transport  
Storage 
Distribution to users 
Gasification 
Liquefaction 

 Surface Mines 

 Underground Mines 

 Coal Bunker 

 Coal Storage Facilities 

 Coal Handling and Treatment Plants 

 Marine Terminals 

 Coal Carriers 

 Coal Rail Cars 

 Coal Gasification Plants 

 Coal Liquefaction Plants 

Sector: Energy 

Table 6: Assets of the Electricity Subsector 

Critical Services Assets 

Generation 
Cogeneration 
Transmission 
Distribution 

 Power Plants* (to be specified if small, medium, high voltage)                                    
Coal fuel Power Plants 

 Oil fired Power Plants 

 Gas fuel Power Plants                                                                             

 Control room* (to be specified if : IT services, monitoring equipment, 
network communication equipment) 

 Step up Substations 

 Transmission extra high voltage Lines 

 Step down Substations  

 Transmission high voltage Lines 

 Transmission high voltage Lines buried  

 Exposed Transmission high voltage Lines seariver crossings 

 Transmission extra high voltage Towers                                       
Transmission high voltage Towers 

 Transmission high voltage Substations 

 Distribution Lines 

 Distribution Lines buried 

 Distribution Towers 

 Distribution Substations 
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 Transformers                                                                                                                                                                             
Storage                                                                                                                                                                                                   
Buildings* (for infrastructure operators)                                                                                    

Sector: Energy 

Table 7: Assets of the Renewables Subsector 

Critical Services Assets 

Generation 
Transmission 
Distribution 

 Geo thermal plants 

 Hydroelectric plants 

 Tidal electric plants 

 Tidal Barrage – Dams 

 Biomass plant  Refinery 

 Wind farms onshore 

 Wind farms offshore                                                                                                      

 Solar thermal farms 

 Solar electric farms  Photovoltaic power station  

 Storage  

 Control room* (to be specified if: IT services, monitoring equip., 
network communication equip.)  

 Buildings* (for infrastructure operators)                                                                                                                                                                  

Sector: Energy 

Table 8: Assets of the District Heating Subsector 

Critical Services Assets 

Transportation           
Distribution 

 Storage Tanks 

 Heat exchanger substation 

 Buried Thermal Water pipes  

 Control room 

 Buildings* (for infrastructure operators) 

 

Sector: Transport 

Table 9: Assets of the Road Transport Subsector 

Critical Services Assets 

Ground passenger 
transportation 
Road freight transport, 
including dangerous goods 
transport 

 Roadways and crossings/intersections 

 Road Bridges 

 Road Tunnels 

 Public transport stations 

 Safety related systems (e.g. pumps, smoke/fire detection in tunnels) 

 Gasoline stations 

 Public transport depots 

 Rescue coordination centre operated by private road 
operators/owners   

 Traffic control centre 

 Fire dispatch centre operated by private road operators/owners 

Sector: Transport 

Table 10: Assets of the Rail Transport Subsector 

Critical Services Assets 
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commuter passenger transport 
long distance passenger 
transport 
mass transit e.g. subways, 
trams etc.   
freight transport, including 
dangerous goods transport  
 Loading/unloading freight 
 Shunting and holding 

 commuter railway tracks, sidings, switches and crossovers 

 long distance passenger railway tracks, sidings, switches and 
crossovers 

 underground/subway railway lines and switches 

 tramlines  

 elevated rail tracks (e.g. monorails)   

 Tunnels  

 Bridges 

 Main railway stations, depots 

 Railroad crossings 

 Shunting yards, holding areas 

 Power plants, transformer 

 Signal towers  

 Signalling systems (e.g. ETCS) 

 Railroad communication systems (e.g. GSMR)  

 Railroad Dispatch and Operations Control Centres 

 Access/exit of pax 

Sector: Transport 

Table 11: Assets of the Aviation Subsector 

Critical Services Assets 

passenger transport 
loading and unloading of 
passengers 
freight transport 
postal transport 
 Loading/unloading freight 
Air traffic control 

 Commercial Airports 

 Military airports 

 public airfields 

 Airport communication, navigational and surveillance systems 
(GNSS, Eurocontrol, Instrument Landing System and marker beacons 
etc.) 

 informational and emergency systems/components 

 Power systems/transformers   

 Emergency power systems 

 Aircraft parking 

 heliports 

 seaplane bases 

Sector: Transport 

Table 12: Assets of the Maritime Subsector 

Critical Services Assets 

freight/cargo transport 
Cargo loading/unloading 
cargo storage 
passenger transport  
embarking/ disembarking for 
passengers 
vessel traffic control 

 Freight/passenger seaports (incl. cranes, docks, quays, rail tracks) 

 Marine terminal and berths 

 Warehouses 

 shipping routes (waterways, marine highways)  

 Intermodal connections including roads and railroads to the rest of 
the country/region 

 Power systems, transformers 

 communication and navigation systems (AIS, GMDSS, LRIT, GPS, GIS 
etc.) 

 port approach channels 

 lighthouses 

 seawalls 
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Sector: Transport 

Table 13: Assets of the Inland Waterways Subsector 

Critical Services Assets 

passenger transport 
embarking/ disembarking for 
passengers 
cargo transport 
Cargo loading/unloading 
cargo storage 
Nautical navigation 

 Canals 

 levees 

 Dams/reservoirs  

 Locks/water gates 

 Ports 

 wharves 

 quays  

 Bridges 

 Communication and navigation systems (RIS) 

  Intermodal connections including roads and rail roads to the rest of 
the country 

 

Sector: Information and Communications Technology  

Table 14: Assets of the Telecommunications Subsector 

Critical Services Assets 

1. Wired Communications 
2. Wireless Communications 
3. Internet 
4. Information Services 
5. Satellite Communications 

(SatCom) 
6. High Frequency Radio 

Communications (HF Com) 

 Trunk Line 

 Copper Cable 

 Fibre Optic Cable 

 Submarine Cables 

 Cable Landing Stations 

 Base Stations 

 Masts 

 Towers 

 Antennae 

 SatCom Ground Stations 

 SatCom Antennae 

 HF Com Antennae 

 HF Com Ground Station 

 HF Com Masts 

 HF Com Radio Links 

Sector: Information and Communications Technology  

Table 15: Assets of the Telecommunications Subsector 

Critical Services Assets 

IT Products and Services 
Internet Routing, Access and 
Connection Services  

 Data Centres 

 Call Centres 

 

Sector: Water  

Table 16: Assets of the Drinking Water Subsector 

Critical Services Assets 

Abstraction 
Conveyance 

 Intake Pumping stations 
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Storage 
Treatment 
Distribution 
Monitoring 

 Boreholes pumping stations 

 Source pumping stations 

 Wells 

 Raw water pipelines 

 Aqueducts 

 Valves (main, meter, gate etc.) 

 Main trunk 

 Storage Reservoirs/Tanks 

 Dams 

 Service Reservoirs 

 Water Towers 

 Drinking water treatment plant 

 Treated water pipelines 

 Treated water pumping stations 

 Desalination plants 

 Distribution networks including ancillaries 

 Fire hydrants 

 Distribution pumping stations 

 Distribution storage 

 SCADA & Telemetry 

 Control vaults 

 Water meter 

 Gauge 

Sector: Water  

Table 17: Assets of the Wastewater Subsector 

Critical Services Assets 

Collection 
Storage 
Treatment 
Discharge 
Monitoring 

 Sewer pipe 

 Inverted siphon 

 Manholes 

 Pumping stations 

 Rising mains 

 Combined Sewage Overflows 

 Overflows/ gullies 

 Trunk sewers 

 Wastewater raw influent storage 

 Treated wastewater storage 

 Inlet 

 Wastewater treatment plant 

 Screening grate 

 Flapvalves 

 Site Pumping stations 

 Sludge treatment (including CHP and incineration) 

 Outfalls 

 Sludge disposal  

 Sludge recycling 

 SCADA & Telemetry 

 Control vaults 
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Sector: Water  

Table 18: Assets of the Flood Subsector 

Critical Services Assets 

Defence 
Conveyance 
Storage 
Discharge 
Monitoring 

 Embankment/Sea walls/Levees 

 Breakwater 

 Barrier/Gates 

 Sluice gates 

 Flapvalves 

 Rivers, drainage channels/Canals 

 Storm and combined sewer networks 

 Flood diversion channels 

 Pumping stations 

 Flood diversion channels  

 Weirs  

 Reservoirs 

 Retention/detention ponds 

 Outfalls 

 SCADA  

 Tidal gauges 

 River gauges (level and discharge) 

 Rain gauges and Radar 

 CCTV 

 

Sector: Public 

Table 19: Assets of the Fire and Rescue Subsector 

Critical Services Assets 

Firefighting  
Water Pumping 
Search and Rescue 
First aid  
Sheltering  
Evacuation                                                                  

 Fire trucks depot     

 Hydrants and water sources                                         

 Firefighting water network                                                

 Aerial means depot                                                                    

Sector: Public 

Table 20: Assets of the Emergency Medical Services Subsector 

Critical Services Assets 

First aid 
Triage   
Prehospital (onscene) 
treatment     
Patient transport 

 Dispatch centre        

 Ambulances depot    

Sector: Public 

Table 21: Assets of the Military Subsector 

Critical Services Assets 

Emergency transport 
Logistics 

 Vehicles  depot                                                                          

 Emergency equipment                                                              
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Advance Field Hospitals 

 Sector: Public 

 Table 22: Assets of the Law Enforcement Subsector 

Critical Services  Assets 

Traffic management  
Property protection 
Jail, detention facility mng.      
Coordination of operations                            
Crowd management            
Forced Evacuation 

 Police stations      

 Police cars depot        

 Traffic Police centre                                                 

  Jails                                                                  

Sector: Public 

Table 23: Assets of the Public Services Subsector 

Critical Services Assets 

Public Administration   Public office buildings  

 Public data centres                                                                            

Sector: Public 

Table 24: Assets of the Healthcare and Public Health Subsector 

Critical Services Assets 

Primary care  
Secondary care  
Tertiary care  
Pharmaceutical care 

 Hospitals (building facilities) 

 Healthcare and information technology  

 

Sector: Chemical 

Table 25: Assets of the Chemical Sector 

Critical Services Assets 

Manufacturing 
Distribution 
Storage and Warehousing 
Chemicals Disposal 

 Chemical Manufacturing Plants 

 Chemical Storage and Warehouses 

 Import/Export Marine Terminals 

 Chemical Tanker Vessels 

 Chemical Rail Cars 

 Chemical Tanker Trucks 

 Chemical/Waste Disposal Facilities 
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4 Capturing dependencies and interdependencies 

4.1 Types of (inter)dependencies 

In order to support the efficient design and development of the CI network or ‘network of networks’, the 
interconnections between the assets, within individual CI sectors and across them, have been identified 
and described following the methodology by Rinaldi et al (2001) as described in D3.4 the initial version of 
the holistic CI climate hazard risk assessment framework. Accordingly, within EUCIRCLE and in the registry 
of assets:  

 Dependency is a uni-directional linkage or connection between two assets belonging to the same or 
different infrastructure (sub)sectors, through which the ability of one infrastructure to provide a 
service is dependent on the operation of the other infrastructure but not vice versa. For example, 
infrastructure asset A1 depends on B1, but B1 does not depend on A1 to sustain its service level. 

 Interdependency is a bidirectional relationship between two infrastructures through which each 
infrastructure mutually influences or is associated to the other. More generally, two infrastructures 
are interdependent when each is dependent on the other, for example, infrastructure asset A1 
depends upon D1 and D1 depends on A1.   

Rinaldi et al (2001) distinguish four primary classes of (inter)dependencies, proposing the following 
(inter)dependencies: 

 Physical Interdependency: two infrastructures are physically interdependent if the state of each 
depends upon the material output(s) of the other. A physical (inter)dependency arises from a 
physical linkage between the inputs and outputs of two infrastructures. For example, if B1 is an 
electricity asset and A1 belongs to a water network, then a physical type of link exists if A1 requires 
electricity (from B1) to operate.; 

 Cyber Interdependency: an infrastructure has a cyberinterdependency if its state depends on 
information transmitted through the information infrastructure. The computerization and 
automation of modern infrastructures and widespread use of supervisory control and data 
acquisition (SCADA) systems have led to pervasive cyber interdependencies; 

 Geographic Interdependency: A geographic (inter)dependency occurs when assets of multiple 
infrastructures are in close spatial proximity. Infrastructures are geographically interdependent if a 
local environmental event can create state changes in all of them. This implies close spatial 
proximity of elements of different infrastructures, such as collocated elements of different 
infrastructures in a common rightofway. An example of a geographical (inter)dependency may 
arise if. e.g., a water pipe breaks causing flooding that impacts the assets of the same sector or 
other CI sectors in the vicinity of the pipe. An event (e.g., the disruption of Asset A1) can create 
changes in the operational state of Assets B1, C1 if they are located in spatial proximity (periphery) 
of Asset A1, thus establishing an ad hoc geographic interdependency.; 

 Logical Interdependency: two infrastructures are logically interdependent if the state of each 
depends upon the state of the other via some mechanism that is not a physical, cyber, or 
geographic connection. Logical interdependency is attributable to human decisions and actions. For 
example, various policy, legal, or regulatory regimes can give rise to logical linkage among two or 
more infrastructures. 

For each asset within the registry, the (inter)dependencies with an asset(s) in different sectors/subsectors 
and the type of (inter)dependency have been identified. Table  26 below, provides an example of the 
interdependencies of a fossil fuel power plant identified, according to type: 
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Table 26: Interdependencies Table for a Fossil Fuel Po 
 

ASSET: Fossil Fuel Power Plant 

Sub-sector 
Dependency Interdependency 

Physical Cyber Geographic Logical  Physical Cyber Geographic Logical  

Oil  ☐ ☐ ☐ ☐ ☒ ☐ ☐ ☐ 

Gas ☐ ☐ ☐ ☐ ☒ ☐ ☐ ☐ 

Coal ☐ ☐ ☐ ☐ ☒ ☐ ☐ ☐ 

Electricity ☐ ☐ ☐ ☐ ☒ ☐ ☐ ☐ 

Renewables  ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

District Heating ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Road ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Rail ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Aviation ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Maritime ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Inland waterway ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Telecommunication ☐ ☐ ☐ ☐ ☐ ☒ ☐ ☐ 

Information 
Systems 

☐ ☒ ☐ ☐ ☐ ☐ ☐ ☐ 

Drinking Water ☐ ☐ ☐ ☐ ☒ ☐ ☐ ☐ 

Wastewater ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Flood water ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Chemical ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Fire& Rescue 
Services 

☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Emergency Medical 
Services 

☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Military ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Law Enforcement ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Public Services ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Healthcare & public 
health 

☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 
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Figure 5: Dependencies and interdependencies of a fossil fuel powered station with assets of other subsectors 

 

4.2 The EU-CIRCLE approach to modelling dependencies and interconnections  

As discussed in previous sections, CI is a complex network of networks characterised by interdependencies. 
In such a network of networks there is high potential for cascading failures (within a single network) and 
cascading effects (across network boundaries). 

Examination of individual networks within the CI indicates that each such network may be considered as a 
graph: a structure used to model pairwise relationships between objects. A graph is comprised of nodes 
and edges that, mapped to a CI network, represent the components and connections within that network. 

Graphs may be undirected, meaning that all connections (edges) are bidirectional (i.e.: A > B == B > A), 
or directed, meaning that connections (edges) between the components (nodes) carry a declared direction 
(i.e.: A > B != B > A). The directed case does not preclude the existence of two edges between two 
nodes: one pointing in one direction, the other the inverse. 

Graphs may be acyclic, meaning a graph within which there are no routes back over previously followed 
edges. While ‘cyclic’ is often used to mean any graph which is not acyclic, a case exists which is referred to 
as a cycle graph. A cycle graph is a graph that consists of a single cycle: some number of nodes connected in 
a closed chain within which each node has exactly two edges. The directed and undirected cases continue 
to apply. 

The provisions of graph thinking adapt well to both individual networks and the network of networks 
collectively comprising the CI. Graphs may be used to not only represent individual component networks 
but also the interactions (the dependencies and interconnections) between those components. Essentially, 
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for the purposes of exploring the resilience and robustness of the CI, we can treat the CI as a complex graph 
of graphs. 

Figure 6, below, illustrates the mapping between graph thinking and interconnected CI networks. 

 

 

 

Figure 6: Graph Thinking for Interconnected CI Networks 

The lefthand side of Figure 6 illustrates two discrete networks and the interconnections between them. 
The orange network is unidirectional and cyclic while the blue network is directed and acyclic. The network 
of networks, coloured purple, is also directed and acyclic. 

The righthand side of Figure 6 shows the same graph of graphs but with different references.  The 
previously abstract graph of graphs is transformed into a representation of two component networks and 
the causal mesh created by their interaction.  It should be noted that, obviously, the two component 
networks are incomplete and, depending on the realworld network being represented, may in themselves 
be directed or undirected cycle graphs (e.g.: a water ring main). 

It is worth noting that the representation of CI as a complex graph of graphs permits useful mathematical 
analyses in relation to the resilience and robustness of the CI under examination. There are several metrics 
that may be used to characterise the structure of graphs but, for simple identification of critical nodes 
within a graph (and, therefore, critical assets within a CI network), centrality metrics offer immediate 
potential. 

Key centrality metrics, which may be calculated from a graph representation of a network – even without 
the application of more complex preparation and analysis, are: 

 Degree Centrality: The number of incident edges connected to each node; 

 Closeness Centrality: A measure of distance (i.e.: shortest path) among nodes; 

 Betweenness Centrality: The number of shortest paths through a node or edge; 

 Eigenvector Centrality:  The importance of a node based on its connections to nodes with high 
Degree Centrality. 

Centrality metrics may, therefore, be used as a rapid approach to understanding key dependencies and 
associated susceptibility to binary (on/off) failure cases. This aids the understanding and appreciation of 
vulnerabilities at the network level even before calculating the outcome(s) of specific impact scenarios. 



EEEUUU   CCCIIIRRRCCCLLLEEE                                                                     D3.1 REGISTRY WITH CI ASSETS AND INTERCONNECTIONS – V1.0   
 

Grant Agreement 653824                                         PUBLIC                                                                                               Page 32 

4.2.1 The Causal Mesh in ANDI in SimICI 

The previous section referred to the setting of interconnections and dependencies between assets; noting 
that it was these links the formed the edges of the graph. We refer to the collection of interconnections 
and dependencies, within and across individual CI networks, as the Causal Mesh. 

A Causal Mesh is, quite simply, the topology representing causality within a graph (of graphs). Topology, 
here, refers to the connections between assets and provides a mechanism to understand propagation, of 
either material or effect, between those assets. This permits the understanding and analysis of both 
cascading failures (within a network) and cascading effects (across networks in the network of networks). 

The Causal Mesh is, as noted in the previous section, not the same as the map of physical world conduits 
(e.g.: electricity cables, pipe segments, fibre optic lines, etc. which are asset classes in themselves) but, 
instead, provides an overlay to the physical map that details the relationship(s) between assets. This is why, 
previously, reference has been made to both WATER PUMP and PIPE SEGMENT assets as nodes and, 
subsequently, the relationship between those assets as edges. 

 

 
Figure 7: Asset Instance Example 

Figure 7 drills down into an exemplar WATER PUMP asset: an instance of the WATER PUMP asset class. This 
asset sits between two PIPE SEGMENT assets, with OUTPUTS and INPUTS connected to reflect water flow in 
the water network. 

In this example, the upstream PIPE SEGMENT feeds water to the pump at a certain rate and, subject to 
other dependencies, the WATER PUMP feeds water out to the downstream PIPE SEGMENT at another 
certain rate. Cascading failures are visible here when, for some reason, the upstream flow rate declines: a 
change in the input to the WATER PUMP will stimulate its Output_Flow()  behaviour  to  recalculate  its 
output flow rate and, therefore, its Effectiveness() metric. For example, even if the pump is 100% 
operational and efficient, its maximum output flow rate will only be equal to its input flow rate. 

For cascading effects, an incident of which may explain the upstream decline in flow rate, the Causal Mesh 
of the WATER PUMP is expanded to include the input of power to run the pump. This input comes from the 
electricity network graph allowing cascading effects to become visible as any impact to power provision to 
the WATER PUMP will, again, stimulate its Output_Flow() behaviour to recalculate flow and, subsequently, 
its Effectivess() metric. 

 This approach is repeatable at scale and across all interconnections and dependencies. 
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Referring back to Figure 7, attention is drawn to two other aspects contained within the Causal Mesh. 
Those are: 

 A Degradation Input to each asset: 

o Based on the idea of damage curve outputs from CIRP, these are decimal percentages that 
are applied to degrade the performance of any asset. 

o A fully operational asset has Degradation = 0.0 

o A fully degraded (i.e.: failed) asset has Degradation = 1.0 

o Degradations can be applied from a CIRP output or directly from the IMPACT!  console 
within SimICI. This latter use case is for ‘whatif’ analyses. 

 An Effectiveness Output from each asset: 

o Suggested in support of the calculation of Resilience metrics. 

o Currently a simple percentage effective calculation. 

o On a per asset basis, for any given range of input influences, this can be used to define a 
damage curve for use within CIRP. 

In addition to asset class specific attributes, it should be noted that additional inputs and outputs, along 
with associated behaviours, can be defined for any asset class. It is the pragmatic definition of the complete 
asset that will facilitate creation of an EUCIRCLE Repository that is both comprehensive and useful. 

4.3 Repository Requirements 

In order to generate the EUCIRCLE Repository of assets and to support the approach to CI ANDI, it will be 
necessary to define the asset classes. 

As discussed earlier, an asset class is more than just an asset type. An asset class must contain –  at a 
minimum – the INPUTS, OUTPUTS, and ATTRIBUTES for each asset. 

Figure 8, below, reiterates what is required for an asset class. 

 
Figure 8: Asset Class Template 

Asset BEHAVIOURS are optional if, and only if, there is no intention to exercise the interconnections and 
dependencies in the CI network (of networks). BEHAVIOURS are calculations that, subject to a change in 
INPUTS to an asset, modify one or more OUTPUTS from that asset. It is this stimulated, dynamic 
modification that exposes the impact of both cascading failures and cascading effects. 

As a contrived example, think of a plant as an asset class. The definition for that class might look something 
like: 
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 ATTRIBUTES: 

o Name: 

o Genus: 

o Geometry Type: Point 

o Geometry: [] 

o Required Water: litres/day 

o Required Sunshine: hours/day 

o Required Fertiliser: g/week 

 INPUTS: 

o Water: litres/day   

o Sunlight:  hours/day  

o Fertiliser: g/week 

 OUTPUTS: 

o Growth Rate: cm/week 

o Crop Yield: %age 

o Health: %age 

 BEHAVIOURS: 

o Growth_Rate(): ((Water / Required Water) * (Sunshine / Required Sunshine)) 

o Crop_Yield(): (Growth Rate * (Fertiliser / Required Fertiliser)) 

o Health(): ((Water / Required Water) * (Sunshine / Required Sunshine) * (Fertiliser / 
Required Fertiliser)) 

When defining an asset class, the key is to start with the ATTRIBUTES, then the INPUTS and OUTPUTS, 
before considering the BEHAVIOURS. For some assets, the BEHAVIOURS will be obvious and there may be 
industry standard calculations that can be employed. For other assets, BEHAVIOURS will be less obvious 
and may require assumptions. 

It is not necessary to have a fully accurate or complete asset class definition in the first instance but, of 
course, the more detailed you can make it the more useful the class will be. It should also be considered 
that, after a full consideration of the INPUTS to an asset class, there may be auxiliary OUTPUTS that can be 
calculated. 
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5 Conclusions 

This document is a supporting document for the registry of assets which can be found on the EUCIRCLE 
wiki at this link4.  

The information collated and presented in the wiki asset templates will be used within ANDI in SimICI (see 
link5) to build a CI network which can be ingested in CIRP for use in the modelling analyses within the risk, 
resilience and adaptation frameworks.   

                                                           
4 https://eucircle.ivi.fraunhofer.de/xwiki/bin/view/CIRP/01%20%20Consolidated%20Registry%20of%20Assets/  
5 http://acr.eucircle.eu  
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ANNEX 1 Description of Critical Infrastructure Assets Template 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

Part 1. General Asset Information 

Asset Name  

Critical Infrastructure 
Sector  

 

Critical Infrastructure Sub-
Sector 

 

Brief Description of what it 
does 

 

 

 

 

Asset Reporting: Characterisation of Assets for Registry  
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Part 2. Hazard Information 

 

Please select all hazards that can impact the asset.  

Heat waves, cold snaps  ☐ 

Floods / costal floods ☐ 

Forest Fires ☐ 

Droughts ☐ 

Sea level rise ☐ 

Ice, frost, permafrost  ☐ 

Storm surges, waves ☐ 

Lightning / thunderstorm ☐ 

Earth movement caused by climate drivers such as rain 
(landslide, erosion, avalanches, rock fall, soil 
subsidence, liquefaction, etc.) 

☐ 

 

 

Please provide a description of the impacts of each hazard (as selected in the table above) on 
the asset. Where information such as damage functions, fragility curves etc. exist please include 
in the description of impacts. If this information does not exist, please make a note of this.     

Hazard Impacts on Asset 
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Part 3. Information on Dependencies and Interdependencies  

 
For the purposes of filling in the table on the next page, please note the following definitions: 
Dependency: is a unidirectional linkage or connection between two assets belonging to the same or 
different infrastructure (sub)sectors, through which the ability of one infrastructure to provide a service is 
dependent on the operation of the other infrastructure but not vice versa. For example, infrastructure 
asset A1 depends on B1, but B1 does not depend on A1 to sustain its service level. 

Interdependency: is a bidirectional relationship between two infrastructures through which each 
infrastructure mutually influences or is associated to the other. More generally, two infrastructures are 
interdependent when each is dependent on the other, for example, infrastructure asset A1 depends upon 
D1 and D1 depends on A1.   

The following types of (inter)dependencies should be identified, where applicable, (Rinaldi et al): 

Physical (inter)dependency: A physical (inter)dependency arises from a physical linkage between the inputs 
and outputs of two infrastructures. For example, if B1 is an electricity asset and A1 belongs to a water 
network, then a physical type of link exists if A1 requires electricity (from B1) to operate. 

Cyber (inter)dependency: An infrastructure has a cyber (inter)dependency if its state depends on 
information transmitted through the information (ICT) infrastructure. 

Geographic (inter)dependency: A geographic (inter)dependency occurs when assets of multiple 
infrastructures are in close spatial proximity. An example of a geographical (inter)dependency may arise if. 
e.g., a water pipe breaks causing flooding that impacts the assets of the same sector or other CI sectors in 
the vicinity of the pipe. An event (e.g., the disruption of Asset A1) can create changes in the operational 
state of Assets B1, C1 if they are located in spatial proximity (periphery) of Asset A1, thus establishing an ad 
hoc geographic interdependency. 

Logical interdependency: Two infrastructures are logically interdependent if the state of each depends on 
the state of the other via a mechanism that is not a physical, cyber, or geographic connection. Logical 
interdependency is attributable to human decisions and actions. 

 

 

 

 

 

 

 

 

 

 

 

 

 

Key  
A1= Asset in question, B1=Asset from sector B, C1= Asset from sector, D1= Asset from sector D. 
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Please select all sub-sectors that the asset is connected and dependent on for its operation.  Refer to the 
registry of assets to help you understand what each sub-sector does and therefore assess whether there 
are interconnections and interdependencies. 

ASSET:  

Sub-sector 
Dependency Interdependency 

Physical Cyber Geographic Logical  Physical Cyber Geographic Logical  

Oil  ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Gas ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Coal ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Electricity ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Renewables  ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

District Heating ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Road ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Rail ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Aviation ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Maritime ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Inland waterway ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Telecommunication ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Information 
Systems 

☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Drinking Water ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Wastewater ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Flood water ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Chemical ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Fire& Rescue 
Services 

☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Emergency Medical 
Services 

☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Military ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Law Enforcement ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Public Services ☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 

Healthcare & public 
health 

☐ ☐ ☐ ☐ ☐ ☐ ☐ ☐ 
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For each subsector that you have identified a dependency or interdependency in the table above, please 
state the asset within the subsector that the asset for which you are completing this report for is 
dependent or interdependent. Only state the assets for which you know. Please refer to the registry of 
assets.  

Dependent/interdependent sub-sector 
Asset within dependent/interdependent sub-

sector 

  

  

  

  

  

  

  

  

  

  

  

  

  

  

 

 

Part 4. Photo of Asset 

 

 

 

 

Part 5. References for damage functions, fragility curves, (inter) dependencies  

 

 


